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Aekuyna:
IlHPOBKE TEXHOAOrHH
COBPEMEHHON KPHMHHAAHCTHKH

AHM. BacTpuiku’

AHHOTaHA. B MaHHON AEKIIMU COAEPIKUTCH TEOPETUKO-TIPAKTHYECKUN MaTepH-
aa, OTpazKalIUP AUCKYCCHOHHBIE BOIPOCHI BHEAPEHUS IIM(PPOBBIX TEXHOAOTHH CO-
BPEMEHHON HayKHU KPUMHHOAOTHH B Poccuiickoit ®enepanmu. CriertnasbHO IIOKa3bIBA-
€TCsl, YTO pa3BUTHE IU(QPPOBBIX TEXHOAOTHH NpPEIbIBASET IIOBBIIIEHHBIE TPeOOBaHUSA
K 00€eCIIEYEeHHUIO MeaATEeAbHOCTH CA€I0BAaTEAEY IIPH MCIIOAB30BAHHUH ITU(PPOBBIX TEXHOAO-
THH: IPU OOKa3bIBAHUU IOPHUANYECKUX (PAKTOB; OIITUMH3AIIUH IIPOLIECCYaABHbBIX U YIIpaB-
A€HYECKHX IIPOIIeCCOB, KaK Ha CTaIuH BO30YXKIEHUS YIOAOBHOIO [eAd, TaK MU B XOone
paccAeioBaHUs IIPECTYIIACHHUS; PEIeHUH IPo0AeM, BOZHHKAIOIINX IIPH BHEAPEHUH HO-
BbIX MH(OPMAIIMOHHBIX TEXHOAOTUH B ITPABOIIPUMEHUTEABHYIO IPAKTHKY .

ABTOp mpemaaraeT BHHUMATEABHO IIPOAHAAU3HPOBATH MAEHCTBYIOIIYI0 HOpMa-
THUBHYIO IIPaBOBYIO 0a3y C IIEABI0 €€ KOPPEKTHPOBKH B HAIIPABA€HUU ITOBBIIIEHUS
3 PEKTUBHOCTH HCIIOAB30BaHUS IU(MPPOBBIX TEXHOAOTHUNH B COBPEMEHHOM KpHUMHHAa-
AUCTHKE.

KaroueBbl€e CAOBa: YILOAOBHOE 3aKOHOAATEABCTBO, YIOAOBHO-IIPOLIECCYAABHOE
npaBo, CAeJCTBEHHBIH KOMUTET, IIN(PPOBBIE TEXHOAOTHUH, KPUMUHAANCTHUKA.

ndpoBHU3AIINA OOIIECTBEHHBIX OTHOIIEHHH, 0€3yCAOBHO, AUKTYET
HOBBIE, paHee He HU3BECTHBIE MOAXOAbl B KPUMUHAAUCTUYECKOHN TEO-
PUH U TIpaKTUKe. AHAAWU3 CAEICTBEHHOM MPAKTHUKU OTpaykaeT TOT
dakT, YTO 3aKOHOIATEAD B JJAHHOM HAIIPABAEHHUU HECKOABLKO OTCTAET
OT Pa3BUTHS BBICOKHUX TEXHOAOTHI, W, KAK CAE/ICTBHE, B IIPAKTHUIE-
CKOH MeATEeABHOCTU CAEIOBATEAs YacTO BO3HUKAIOT BOIIPOCHI, TPeOyIOIIHe Kak
Hay4YHOTO 000CHOBaHUS, TaK U MPAKTHIECKOH ampoballii U UCIIOAB30BAHUS.
Iamuple ITPoOAEMBI BIIOAHE MOXKHO CHCTEMAaTH3HPOBATh U 0003HAYHUTL OC-
HOBHBIE TPOOAEMBI ITU(PPOBU3AIIHH.
Bo-mepBBIX, 5TO KacCaeTCs HCIIOAB30BaHUSA ITUQPPOBBIX TEXHOAOTHH IIPU
[MOKAa3bIBaHUH IOPUIUIECKUX (PAKTOB.
Peub HAET O COBPEMEHHBIX BO3MOXKHOCTSX COOpa M0Ka3aTeAbCTBEHHOMN HMH-
dopMaliiu Kak orepaTHBHO-PO3bICKHBIM, TAK U CAEICTBEHHBIM IIyTEM a UMEHHO:

* Bacmpuikun Anexcandp Heanoeuu, npencenaresb CAeICTBEHHOrO0 KoMuTeTa Poccuii-
ckoii Penepanivu, JOKTOP IOPUAMYECKHX HAYyK, ITpodeccop, 3acAayKeHHbIH opuct Poccuiickoit
denepanuu. E-mail: lawinst-spb@mail.ru
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v TIoAy4YeHHSsI CIIyTHHKOBBIX (pOTO H300paxKeHHH OTKPBITBIX ydacCT-
KOB MECTHOCTH 3a CYeT AHCTAHILHOHHOIrO 30HIAHPOBAHHS IOBEPXHOCTH
3eMmaH. Ha ceromuamuuii nesp Mexay CaencTBeHHbBIM KoMuTeTOM Poccuiickon
deneparuu 1 HayyHbIM IIEHTPOM orlepaTUBHOro MoHuTOopuHra 3emau (HL[ OM3)
Poccuiickux kocMudeckux cucreM (PockocMoc) 3aKAI0UEHO COrAallleHHUe, CorAac-
HO KOTOPOMY BCS aKTyaAbHasl HMH(OpPMAIIUI CHUHXPOHU3HUPYETCS U IIOCTYyIIaeT
B ['AaBHoOe ymnpaBaeHuHe KpuMHHaAUCTUKU (KpuMuHaauctuyeckuit ieHtp) CK
Poccun. Takum obpaszom, AIO0OH cAeIOBaTEAb HMEET BO3MOXKHOCTDH OIIEPATHBHO
4yepe3 3AEKTPOHHYIO IOYTY ITOAYYHUTH MH(OPMAIIUIO O HAAUYHH HEOOXOIUMBIX
KaJIpOB B UHTEPECYIOIIEE BPEMAI B KOHKPETHOM MECTE.

Tax, e Pecnybnuxe Aldvleesi, cnedogamenem bObLnia O00OKA3AHA SUHA JUUA
8 cosepuieHuu npecmynaeHull, npedycmompeHHolx cm. 171 YK PP «He3zakoHHOe
npeonpurHumamenscmeor» u cm. 198 YK PP «YknoHeHue pusuueckozo auya om
ynnamel HA0208, cOopo8 U (Unu) pusuueckozo AuUUa — NAAMeNbUUKA CMpPaxo-
8blX B83HOCO8 OM YNiamvl CMPAXO08bLX 83HOCO8», KOMOPbLLU OMKA3bLEANCS NPU-
3HAMb PAKM UCNONBL308AHUSL 020POIXKEHHOU Mmeppumopuu 8 Kauecmee HeCaHkK-
UUOHUPOBAHHOU A8MOCMOSIHKU. POmMo U3 Koemoca He moibko noomeepounu maKue
npomugonpasgHbsle 0elicmaust Ha NPOMsIKeHUU OUmestbHo20 epemeHu. Ho u noseo-
JUU NOCUUMAMb KOJAUUEeCmB80 agmomobusiell (nezkosvlx 2py308blx), Komopbsle
napkosaniucec Ha CMostHKe.

LlarHble OUCMAaHYUOHHO20 30HOUPOBAHUS 3emMau YCneulHo UCNOb308ANUCH
npu pacciedo8aHuU paxmos OU8EepPCUOHHOU U UHOU npomueonpasHoll desmesb-
Hocmu Ha meppumopuu Ykpaurslt u Poccuu ep-ku CasueHko Hadexowl.

v HcmoAb30BaHHE IHGPOBEIX YyCTPOHCTE aBTOTpaHcmopTa. Kowmibio-
TE€PHBIE CHCTEMbI aBTOMOTOTPAHCIIOPTA OAIOT CAENCTBUIO JOCTATOYHO ITOAE3HYIO
MH(pOPMAIUIO O CKOPOCTH aBTOMOOMAS, BECE [IaCCa’KHUPOB U BOAUTEAd, Map-
HIpyTax ABUKEHUS U Ap.

Hampumep, perucrparop maHHbix o cooertnu ABTO (EDR ACU) npu aBa-
PHH HAU IIPU YCAOBUS, IPUOANIKEHHBIX K aBapHUH, MOXKET COXPaHSTH (B 3aBUCH-
MOCTH OT Mpou3BoauTeAsd ycrporicrBa) no 60 aHaroroBbix U 30 KOHKPETHBIX
(BKA/BBIKA) ITapaMeTpPoOB ABUKYIIIETOCS TPAHCIOPTHOTO CpPenCcTBa, MHOTHUE U3
KOTOPBIX SIBAFIOTCH KPUMHHAAHUCTUYECKH 3HA4YUMbIMU. Cpeau TaKux IapaMeT-
POB B TedeHHE HEKOTOPOrO BPEMEHHOI'0O MHTEpPBaAa 0 CTOAKHOBEHHS (OIIPOKU-
[ObIBaHUS) MOTYT (PUKCHUPOBATHCH:

— COCTOSIHHME 3allleAKU 3aMKa peMHel 6e30I1acCHOCTH BOAUTEAd U ITacCazkKu-
pa, HaxXOAWBIIIETOCS Ha IIEPEIHEM CHUIECHBE;

— IIOAOKEHUE pbluara IepeKAIYeHHs [Iepeaad;

— CTENIEHb HaXKaTHu4d IIeJaAd aKCeaepaTopa, TopMo3a;

— 000POTHI ABUTATEAST,

— [IOKa3aHU4d CIIUI0OMETPA;

— IIOBOPOTHI PYAEBOT'O KOAECA;

— cocrogHue cucrem ABS, ESP, SRS;

— BpeMs BKAIOYEHUS CUCTEM 3KCTPEHHOTO TOPMOXKEHUS

— CUTHAABI OT JAaTYHUKOB CBeTa U JOXKIH.

[TpryeM, uHpoOpManusa B dAeKTPoHHOH naMsaTu EDR HenpepbIBHO OOHOB-
asiercs. IIpu aToM 00BeM IaMsaTH HEKOTOpPbIX Mozmeaedt EDR mo3BoasieT coxpa-
HUTbH I[TOCEKYHIHO PETHCTPUPYEMBIE NJaHHBIE 3a IIEPHO/ BPEMEHH, OXBAThIBAIOIIUH
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5 CeKyHZ OO0 MOMEHTa CTOAKHOBEHUS (OIIPOKUILIBAHUS), W 3aKaH4uuBas 1-# ce-
KYHIIOH IIOCAE HETO.

v TIoOAy4YeHHE HOAHHBIX YAHYHBIX, TPAHCIOPTHBIX, BHYTPEHHHX BH-
neokamep. Buaeodukrcanmus caMHX CA€ACTBEHHBIX AeHCTBHH. 3HaueHUe
BHU/ICO3AIIUCH CAE/ICTBEHHBIX NEeHCTBUH IIEPEOEHUTH CAOXKHO. [TomoOHast mo1oA-
HUTEAbHAad (PUKCAIIUS TT03BOASET:

80-nepablX, CKOHIIEHTPUPOBATHCH CAE€QOBATEAI0 MMEHHO Ha CYTH H IIEATX
IIPOBENEHUS CAEICTBEHHOTO NEHCTBUs, €ro TaKTUYECKHUX IIPpHEeMaX, YCTaHOBAE-
HUHU IICUXOAOTHYECKOI'0 HEIIOCPEACTBEHHOTO KOHTAKTa C YYaCTHHUKAMHU, a HE €ro
JOKYMEHTaABHOM O(POPMAEHHH B BHUAE MEXaHUYIECKOTO COCTABACHUS ITPOTOKOA];

80-8MOpblX, HATASNHO, HEOTPAaHWYEHHOE KOAWYECTBO pPa3 BOCIIPOU3BECTHU
XOM U COAEpPKAHUE CAEICTBEHHOIO MEHCTBUs, a HE TOABKO €ro pe3yAbTaT, aK-
LIEHTUPOBAaTh BHUMaHUE CAEIOBATEAS] HA PaHee He 3aMEUYEeHHBIX ETAASX;

8-mpembux, KPUTHIECKH OTHOCHUTCH K M3MEHEHUIO ITOKAa3aHUH AHIIOM, TaK
KaK ITOATBEPKIAET OTCYTCTBHE KAKOro-AHOO BO34eHCTBHUA B OTHOLIEHUU HETO,
HaBOJSIIINX BOIIPOCOB, a TakXe (PUKCUPYET MOpaAbHOE U (PU3NYECKOE COCTOSI-
HUE ITOCAETHETO;

g-uemeepmulx, (PUKCHUPOBaATh HeBepbasbHbIE PEaKIINH y4aCTHHKA CAEIICT-
BEHHOIO AeUCTBUS (MUMUKY, PUTM U YBEPEHHOCTDH PEYH, PEaKIIMU Ha II0CTaB-
A€HHBIE BOIIPOCHI, ITOAOXKEHHE KOHEYHOCTEH U T.II.) IPU OTBETE Ha IIOCTaBACH-
HBbIE CA€IOBATEAEM HAM HHBIMH YJaCTHHKAMHU BOIIPOCHI, HUMEIOIIMEe 3HadYeHHe
[ASI YTOAOBHOTO [leAa, LEMOHCTPAIINH HEOIIPOBEPKUMBIX VAWK U IIP.;

8-nsimvlx, HA3HAYUTH CyAeOHyI0 (POHOCKOITMYECKYIO U (HAHM) IICHXOAOTHYE-
CKYIO 9KCIEPTHU3BI 10 BUAEO3AIIUCIM CAEICTBEHHBIX OEUCTBHUI, B TOM YHCAE Ha
IpeaMeT UCKAIOYEHUS IIPEeAIIOAaTaeMoro JaBA€HUS Ha AHII0, BO3MOIKHBIX HABO-
OSIITUX BOIIPOCOB, AaYU AOXKHBIX ITOKA3aHUH (IICHXOAOI0-BOKAAOTPA(PUIECKYIO
9KCIIEPTHU3Y, IICUXOAOTO-AMHTBUCTHYECKYIO HAU IICUXOAOT'0-aKMEOAOTHYECKYIO);

8-uleCcmoblx, TIPOBOAUTE CAEICTBEHHOe AelicTBue Ooaee 3pPeKTHBHO U Ha-
CTyIIATEeABbHO, HE AOIyCKaTh HAPYILIEHWH 3aKOHOAATEABCTBA U TUYECKUX HOPM
CO CTOPOHBI BCEX €T0 YYaCTHUKOB;

8-ceObMblX, IEMOHCTPUPOBATh B CyAeOHOM 3acCelaHHH BHIEO3AIHCh CAEI-
CTBEHHOI'O NEeHUCTBHs, B TOM YHCAE€ B CAydae HEIBKHU YIACTHHUKOB Ha 3aceJaHUe.

v Comepkalasicd B NaMSTH LHGPPOBBIX YyCTPOHCTB KPHMHHAAHCTH-
4YeCKH 3HauyHMasa HHpopmamusa. [loBceMecTHOe HCIOAB30BaHHE KaK IIOTEp-
MIEBIIIUMU, TaK U IPECTYIIHUKAMH 3AEKTPOHHBIX YCTPOHCTB (COTOBBIX TeAaedO-
HOB, CMapT(OHOB, IIAQHIIIETHBHIX KOMIILIOTEPOB, (puTHEC OpacAeToB, YHIIHPO-
BaHHBIX OMAETOB Ha TPAHCIOPT, HABUTaTOPOB, IMOPTATUBHBIX ycTpoiicTB GPS
U Ip.) B IIPUTOTOBA€HUHN, COBEPIIEHUH IIPECTYIAEHUI, COKPBITUU €Tr0 CAEOB,
noTpeboBar0 OT KPUMHUHAAUCTOB IIEPECMOTPA COBPEMEHHBIX BO3MOKHOCTEH IIO
cOopy moKaszaTeAbCTBEHHOM HWHQOpMAaIUU. AKTYaAbHBIM CTaA BOIIPOC, CBS3aH-
HBIH C U3BbATHEM, (PUKCAIIMEH U HCCAEIOBAHHEM HHQOPMAIINU, comepKaleicsa
B TaKHX CpeCTBax.

LleHHOCTb TaKO¥ MH(pOPMAIIUN OYE€BUIHA AT BbISBACHUS, PACKPBITHS U pac-
CA€OBAHUS ITPECTYIIACHUH, HAEeHTH(PUKAIINN HEOII03HAHHBIX TPYIIOB U Ap. Benb
C TIOMOUIBIO JAHHON WH(OPMAIINH CA€NOBATEAb MOXKET IIOAYYUTH KPUMHHAAU-
CTUYECKH BaKHYIO J0Ka3aTE€AbCTBEHHYIO HAM OPUEHTUPYIOIIYI0 MH(OPMAIIUIO:
OIIPEIEAUTh MECTOHAXOXKIEHHEe CyOBbeKTa IIPEeCTYIIAEHHS, €ro COy4JacCTHHUKOB,
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CBHUETEAEH, IOTEPIIEBIINX B ONPEAECACHHOE BpPEeMSsI, O3HAKOMHUTBLCS C KyPHAAOM
3BOHKOB, cozepkanueM CMC-mepenucok, 4aToB, U3YYUTh XKypHaA 6pay3epoB —
CTPaHUI] UHTEPHETA Ha KOTOPhIE 3aX0AUAO AHUIIO U T.[.

[ToAyunThs HaHHYIO MH(OPMAIIUIO CA€LOBATEeAb MOXKET AM0O0 Yepe3 oreparTo-
pa CBs3H, AM0O HEIIOCPEICTBEHHO U3 SAEKTPOHHOTO YCTPOHCTBA, U3BSITOI0 Y AWIIA.

[lepBBIM IIIATOM Ha OyTH YHHU(MUKAIIUK AeHCTBYIOLIETO IIPOIIECCYasbHOTO
3aKOHOZaTeAbCcTBa Poccuu M ero agamTalnyiy, COBPEMEHHBIM BO3MOXKHOCTSIM
oIIepaToOpoB MOOMABHOM CBSI3M B OKA3aHWUU IIOMOIIM II0 PACKPBITHUIO M PacCAe-
OOBaHUIO IIpecTynAeHui, craro BKaloueHUe B YIIK Pd cr. 186.1 — «Iloayuenue
HHPOPMAIIUU O COEAMHEHUSIX MeXay aboHeHTaMu H (HAN) aOOHEHTCKHMH YCT-
poiicTBaMM» B CUCTEMY CAEACTBEHHBIX AEUCTBUMH.

CeromH4a cA€mOBaTEAHM PACLIMPHAIOT BO3MOXKHOCTH TaKOTO CAEACTBEHHOIO
OEUCTBUS yKa3bIBAIOT B IIOCTAHOBAEHHH HE TOABKO CTaHAApPTHO 3alpallnBae-
MbI€ CBelleHHs 00 abOHeHTe, co0eceTHUKe, TUIIe COeMUHEHUs, ero aaTe, BpeMe-
HU U OPOOOAKUTEABHOCTH, HO M a3UMYyT (YyroAa MEXIy HallpaBA€HHEM Ha CeBeEp
(HyaeBoll mokaszaTeab KOMIIaca) M HallpaBA€HHEM Ha MECTO HaxO0XKAeHusa abo-
HeHTa), time energy (BpeMd IIPOXOKIEHHI CUTHasa OT ycTpoiicTBa aboHEHTa [0
6azoBoii craHiny). [locae moaydeHHUS MaHHOW MH(OpMAIINH CA€NOBATEAN-KPU-
MUHAAUCTBI BBIE33KAIOT HEIIOCPEACTBEHHO K 0A30BOM CTAHIIMU U C HUCIIOAB30Ba-
HHUEM KoMIlaca U KapTbl MECTHOCTH O00O3HAYaIOT y4acCTOK Ha KOTOPOM HaXOIHA-
cda TIpoBepsieMblii aboHeHT. Takske C IOMOIIBIO AATYMKOB PagUOSIAEKTPOHHOM
pa3BeoKH yCTAaHABAWBAIOT Bce 0a30Bble CTAHIIUMM, HAa KOTOPBIE MOT IIE€PEKAIO-
YUTHCH T€A€(POH ITOAB30BATEASI.

Tax, Hanpumep, 8 pecnybrurxe /[lazecmaH, credo8amesio-KPpUMUHAAUCTIY,
pabomasi no paxmy 6e38ecmHoz20 UCUe3HO8EHUSL NPeOnpUHUMAMENSL NPU NOMOULU
asumyma nocrieoHezo0 COeOUHEeHUsl U NnepeceueHusl 8eKmopos8 noKkpbleaemocmu
npedvloywux coeduHeHUull yoanoce ycmaHosume mecmo ez2o ybuiicmsa. Twia-
MesbHbLIL 0CMOMpP Mecma NPOUCULECMB8USsL NO38OUL 0OHApYysKume YmonieHHoe
8 Mope mesio u svlilmu Ha cned ybuliy (Douepu nocmpadasuiezo U ee NapHsi).

YacTo MECTO HaXOXKAEHHS, WHTEPECYIOLIETO CAEICTBEHHBIE OpraHbl AHIIA
yAaeTcd yCTaHOBUTH IIPU YCAOBHH U3BATHL Ia2KETOB, KOTOpPbIE IIOCTOIHHO Ha-
XOOATCH IIPU 3TOM AHIIE U UMEIOT BCTPOEHHBIN IIPHUEMHBIN U II€PEeaaroluii MO-
nyab GPS umaum 'AOHAC (cmaptTdoH, HAaHIIET, 3A€KTPOHHBIE Yachl, KHUTH,
IIyABCOMETp, IlIaroMep, (puTHec-OpacaeT, aBTOMOOUABHBIN perucrpartop). [JdaH-
Hble yCTPOHCTBA, IIPHM YCAOBUHM aKTHBAIlMM HaBUTAIIMOHHON (PYHKIIMU cOXpa-
HSIIOT B [TIaMAITH JaHHBIE O CBOEM MECTOHAXOXKAEHUU (M, CKOpEe BCEro, MECTOHA-
XOXKIEHUU IT0AB30BaTeAs]). TaksKe yCcTpoHCTBa IIOAB30BaTEAd C TEXHOAOTHEH Oec-
nmpoBonHON aAokaabHOM cetn WI-FI coxpaHgaroT nHdopMaliuio 0 MeCcTe U BpeMe-
HU COEIVHEHHS C POYTEPOM;

«TomomtHUKaMH» CAE€ACTBHSA B 3TOM KAIOYE BBICTYIIAIOT M Menua-daiiAbl
(poTo, Bumeo), xpaHdIieca B pPa3sAHYHBIX ITHU(QPOBBIX YCTPOHCTBaX, COIMAAb-
HBIX CeTsX. BOABIIMHCTBO COBPEMEHHBIX (POTO KaMeEp COXpPaHLAeT AJaHHbIE O IIIH-
poTe U MOATOTE TOI'0 MecTa, Iae ObIA0 creaaHo ¢poTorpadus MAHW BUIEO03aAIIUCH.
[IpoBepuTE aAnOU AMIIA MOKHO C IIOMOIIBIO U3BATHIX ¥ HETO OMAETOB Ha TpaHC-
IIOPT, KapT-IIPOIIYCKOB, OCHAIIEHHBIX MHKPOCXEMaMU, KOTOpble CpabaThIBaIOT
IIPUKOCHOBEHHUEM K BaAHMJaTOPy B HA3EMHOM IOpPOACKOM TPaHCIIOPTE, METPO, Ha
IIPOXOAHBIX B PA3AUYHBIE VIPEKIACHUS.
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Tax, e Mockee, no memadaHHbIM ¢pomozpagduu Ko8pa COeNaAHHOU Nnoxu-
WeHHbIM pebeHKoM 8 Keapmupe HaculbHuKa, OblLl ycmarosneH aodpec ooma
u nymem nokeapmupHoz2o obxoda kKeapmupa npecmynHuka. B xooe ocmompa
Keapmupsbl Yyoanocb uU3bsimb 00CMAMOUHOE KONUUEeCmB0 YJAUK, noomeeprKoaro-
WUX BUHY JTULA U NOOMBEPIKOAIOULYH0 MHO209NU300HOCMb €20 Oeticma8uli.

[IpuyeM mMOCTYyHNHUBIINE B KPUMHUHAAUCTHYECKHE ITOAPA3AEACHUI JaTIYUKU
PAINO3AEKTPOHHON OOCTAHOBKH, a TaKiKe HaXOAAIIHeCcd B CBOOOJHOM OOCTY-
e nporpaMmbel Netmonitor, G-nettrack mo3BoasitoT caegoBaTeAIM CaMOCTOSI-
TEABHO UAU C IIPUBAECYEHHEM CIEIIMAaAHNCTa B paMKaX CAE€NCTBEHHOTO OCMOTpa
(PkCcmepuMeHTa) OTCAEOUTh W 3a(PUKCHPOBATHL B KOHKPETHOM MECTE HAHM IIO
olpemeAeHHOMY MapLIpyTy 0azoBble craHuuu (2G, 3G, Bcex omnepaTopoB
CBSI3U U CHAEAATh OIlepaTopy TOUEYHBIH 3alIpoC C YKa3aHHEM HIAEeHTH(UKAIIU-
OHHBIX maHHbIX craHIui (LAC, CID - mag tTuna cetu 2G, 3G aubo TAC u CL -
naa LTE).

Tax, Hanpumep, 8 2opode Opse credoseamenem-KpUMUHAAUCMOM ObLIO YC-
MAaHOBIeHO MeCcmo HAXO0XKO0eHUsl pasblcKkueaemozo ybuiliybl HecogepuleHHoiem-
Hell desywru. Ilonyuue uHgopmayuio om onepamopa c8si3U U BblICHUB, UMO
npecmynHuk coeduHsiemcs: uepe3 o0OHU U me ke b6aszosvle cmaHyuu 6bll op2aHu-
308aH 6ble30 HA MeCmoO HAXO0XKOeHUslT OAHHbIX PEeMPAHCAIMOPO8, C NOMOULLIO
CNeyuaniu3uUpoO8aHHbLX NPOPAMM OUepUeHblL 2paHUYbL npebbleaHusl TUYa 8 YCo-
susix naomuoll 3acmpotiku. Ilymem noksapmupHozo obxoda ¢ ¢pomozpacpueti
ybultiybl, nocnedHull 6Ll 0OHAPYIKEH U 3A0epPIKAH.

HanHasa uwHOpMAaIUs TPU YCAOBUU KOPPEKTHBIX UCXOMHBIX MAaHHBIX OIle-
paropa W THIATEABHOM aHaAu3e (B TOM YHCAE€ C HCIIOAB30BaHHEM allliapaTHO-
IPOTPAMMHBIX KOMIIAEKCOB, CTOSIIIUX HAa BOOPYKEHHUH ITPAaBOOXPAHUTEABHBIX
OPTaHOB) ITI03BOASIET YCTAHOBUTH MH(OPMAIIHUIO O paifioHe npeObIBaHUA a0OHEH-
Ta B OIIPeNEA€HHOE BpeMsd, IIPOIOANKUTEABHOCTh IPe0bIBaHNUA B JaHHOM MECTE;
NOATBEPAUTE (PAKT €ro HaXOXKIAEHUS Ha MeCTaX APYTHUX (CXOXKUX) MPOUCIIECT-
BUH; IIPOBEPUTH BO3MOXKHOCTH OJHOBPEMEHHOTO ITPEOBIBAHHS I10403PEBAEMOTO
U HOTEPIIEBIIETO (IIOZ03PEBAEMOI0 C BKAIOYEHHBIM TeA€(POHOM IIOTEPIIEBIIIETO)
B OTHOM Me€CT€ B OJJHO BpeMs.

Ecan ke rapkeT yKe U3BAT CAEJOBATEAEM, TO ¥ HETO €CTh BO3MOXKHOCTBH €TI0
OCMOTpPa C HCIIOAB30BaHUEM BBICOKOTEXHOAOTHUYHOH KPUMHWHAAWCTHYECKOH TEXHU-
Ku. K mpumepy, anmapaTHO-IIPOrpPaMMHOI0 KoMmraekca «MoOHABHBIM KpUMHHA-
anct Anbo «UFED» oH MOKeT 03HAKOMHUTHECS U C YIAA€HHBIMH JaHHBIMH (KypHa-
AOM 3BOHKOB, SMS, MMS, manHble 4aToB, OTO-BUHIe0(aANABI, TTOCeIaeMble HH-
TEepPHET-PECYPChI), KOTOPhIE IOMOTalOT MHPAaBHUABHO BBICTPOHUTH BEPCHH II0 Heode-
BUIHBIM IIPECTYIIAEHHUSM, MOKa3aTh BUHY (HEBHHOBHOCTB) ITPOBEPSIEMOTrO AUWIIA,
OATBEPAUTH ITPUTOTOBUTEABHBIE NEHCTBUHA, AMOO AEHCTBHUS I10 COKPBITHIO CAEIOB
IIPECTYIIA€HHSI, YCTAHOBUTH JOIIOAHHUTEABHOTO CBHUETEAS HUAW HOBBIHA IIPOTHUBO-
IIpaBHBIN 3IIU30MI.

Tax, e xo0e paccnedog8aHus paKkma cog8epuleHuUsl HACUIbCMBEHHbBIX Oelicm-
8Ull CeKCYanbHO20 xapaKkmepa 8 OMmHOuWeHUU HecogepuleHHoniemHel I'onoeaHo-
goll O.B. (Amypcras obnracms) nooospesaemole KysHeyos T.111. u Uearuuwies M.O.
€801l BUHY NOJIHOCMbLI0 OMPUUATU.

Ocmomp ¢ nomowbro komnanexca UFED usbamblx Yy HUX cOMo8blx menego-
HO8 N0380JIUJL B0OCCMAHOBUMb U CKONUpos8ams paHee yoaseHHble palinbl sudeo-
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3anuceti, Ha O00HOU U3 KOMOpOU bObLl 3aneuamieH NnPoyecc co8epuleHust npe-
cmynHblx Oeticmeulil.

ITpu smom kadp eudeo3anucu 3aPUKCUPOBASL UemMKO 8UOUMbBLI HOMEPHOU
3HAK A8MOMOOUNSL NPeCmMYnHUKO8, MAPKY KOmMopozo u, mem bosee, HOMEPHOU
3HOK nomepneswiast Ha3game He mozna. B xode npogedeHHblx cedcmeeHHblX
U onepamugHoO-po3bICKHbIX Mmeponpusmuil bblnr ycmarosneH Pebpoe A.M. — oc-
HOBHOU UCNOJAHUMENb NpecmynieHus, cogepuleHHo20 8 omHoweHuu I onoeaHo-
goll. H3bamas eudeo3anucb cmana peularouum 00Ka3amesnsCmaom e20 8UHBL.

Kpome moeo, npumeHerHue UFED npu ocmompe comogblx mesnegpoHO8, U3bl-
MaeMblX No PaKkmam CMepmesbHO20 IKesne3HOO00POIKH020 MPABMUPOBAHUSL, NO-
3801UI0 8 pside cayuaes s8occmaHosumMb yoaseHHwble SMS-coobweHus, ceude-
menbcmayruwue 0 CYuyuoalbHbIX HAMEPEHUSIX 2PAIKOAH.

Ha Boopyzxenuun 'aaBHOro ynpaBA€HHS KPUMHUHAAUCTHUKU CAEACTBEHHOIO
komutrera Poccuiickorn denepanmu uHMeeTCd amIiapaTHO-IIPOrPAMMHBIM KOM-
riaekc «CerMmeHT-C», TO3BOASIIONIHMY MPOBOAUTHL AHAAUTHYECKYIO paboTy cerel
COTOBOM CB$I3H, BBISIBAATH BO3MOXKHOE IIEPHOANYECKOe IIepecedyeHrie aDOHEHTOB,
UX COBMECTHOE HaxXOXIEHUHE, MapLIPyThl ABUXKEHUL, TOYKU IIOCAEOHEN PETUCT-
panuu u ap.

[[Tupokoe pacHpocTpaHEeHHE IMOoAy4YaeT B KPUMHHAAUCTUKE IIOMCKOBO-aHa-
AuTHYecKas paboTa B COIMAABHBIX CETIX U H3y4YEeHHE HHTEPHET-aKTHBHOCTU
IIOAB30BATEASI.

Komniaekc AVUC-M 1mo3BOASIET HAUTHU KOHKPETHOTO IIOAB30BATEASI, HATASITHO
OTOOpazkaeT COLMAaAbHBIN I'pad IMOAB30BATEAEH U IPYIIN, a TaKXKe pellaeT TakKue
3aa4Yy KaK IIOUCK OOIIMX 3HAKOMBIX II0ZI03PE€BaEMOr0, BBIAEACHHE KAACTEPOB,
BBIYHCAEHUE METPUK IIEHTPAABHOCTH.

Bo-BTOPBIX, ITPUMEHEHUE ITU(PPOBBIX TEXHOAOTUH OAS OIITHUMH3ALUU IIPO-
IIECCYaAbHBIX U YIIPaBAEHYECKUX IIPOIIECCOB, KaK Ha CTaAUHU BO30YyKIEHUS yIro-
AOBHOTO [1eAa, TaK U B XOI€ PACCAENOBAHUS IIPECTYIIACHUL.

O4yeBUAHO, YTO COBPEMEHHOE YTOAOBHOE CYIOIIPOU3BOJACTBO UMEET HEYK-
AOHHYIO TEHIEHIUIO Ilepexona B IIMGPPOBOH dopMaT U 3TO Heu30exxkHOo. Pedb
UZIeT O TeX OTEUYECTBEHHBIX U 3apyDEKHBIX HOPMATUBHBIX HOBOBBEICHHUAX Ka-
CaIOUIUXCs ITOBCEMECTHOT'O UCIIOAB30BaHHUS PA3ANYHBIX 3A€KTPOHHBIX YCTPOUCTB
A OOBEKTHBHU3AIIMH M YVIPOIIEHUS [0 CAEACTBEHHBIX IIPOBEPOK, paccAeqoBa-
HUS YTOAOBHBIX JI€A U CyZIe0OHOr0o IIPOU3BOACTBA.

Caenyer mnpu3HATh HEKOTOPOE OTCTABaHUE OTEYECTBEHHOI'O YTOAOBHOIO
IIpoilecca B JaHHOM HarpaBaeHuU. OOIEeHHE CO CAeOOBATEAIMHU, U3yYEeHUE HX
IIOBCEAHEBHOM pPabOTbl CBHAETEABCTBYET O HEOOXOAUMOCTHU IIEPECMOTpPa HEKO-
TOPBIX KOHCEPBATUBHBIX IIOAX0A0B. Peyb MOEeT 0 BO3MOXKHOCTHU AUCTAHIIMOHHO-
ro (C IOMOIIBI0 BHAEOKOH(EPEHIICBA3H) JOIPOCOB HEKOTOPHIX YIACTHUKOB, He-
IIEA€COO0Pa3HOCTH AyOAMPOBAHUS BUAECO3AIIUCH CAEACTBEHHOIO MEHCTBHUS U CO-
CTaBA€HHUS IPOTOKOAA, OIEPATHUBHBIX SAEKTPOHHBIX 3alIpOCOB B Hopgake cT.21
YIIK P® u MmHoroe gpyroe.

Pabora caemoBaTeasi, Kak Arobass Apyras, HOAXKHA HUATU B HOTY CO BpeMe-
HeM. B Hamlell ctpaHe pa3BUBAIOTCS BBICOKHE TEXHOAOTHMH M TEXHOAOTHHU HCKYC-
CTBEHHOI'O HHTEAAEKTa, HO, K COXKaA€HUIO, He B 00AaCTH IOPUCIPYAEHIUU.
Boablasg 4acTh UCIIOAB3YEMOTO IIPOTPAMMHOTO OOECIIeYeHUsI OASI FOPHUCTOB — 3TO
cupaBouHble cucteMbl (Koncyarrant+, TAPAHT u T.m.). OToro, 6e3ycAOBHO, He-
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[OoCTaTo4yHO. [lo CHUX ImOp HET KAa4eCTBEHHOT'O U PEryAsSpHO OOHOBASIEMOTO aBTO-
MaTU3UpPOBaHHOro pabouero Mmecra (APM) caemoBareast, caaboO HCIIOAB3YIOTCS
TEXHOAOTUU BUPTYaABHOM peaabHOCTHU. [103TOMy €qUHCTBEHHBIN IYyTh OAd pPas3-
BUTHUL IOPUANUYECKOT'0 ITPUKAAQHOTO ITPOrPaMMHOr0 obecIiedeHrs — 9T0 ero pas-
paboTka opraHuzamuei caMocTosaTeAbHO. MIMeHHO 110 3ToMy IyTH moliea u Caen-
CTBE€HHBIN KoMUTeT Poccuiickoit ®enepanuu.

HNudopmarmonsasa cucreMa «9AEKTPOHHBIN ITaCIIOPT YTOAOBHOIO fesar Oblaa
BBenleHa B aeticrBue PacniopsizkenneMm CK Poccru No 27/108p ot 09.04.2014 r. Tlo
nHpopmaruu I'CY mo CeBepo-KaBkazckomy PenepasbHOMY OKPYry Ha IIEpPBOE
noayroaue 2016 roma B maHHOM MH(MPOPMAIIMOHHON CHCTEME COAEpP3KUTCS Ooaee
45 000 kapTodek yroaoBHBIX nea, 600 ydeTHBIX 3aIlMCcell IoAb3oBaTeael, 3a-
rpyskeHo 6oaee 300 000 ¢paiin0B, UMEIOIIMX OTHOIIIEHHE K PACCAEIOBAHUIO YIO-
AOBHEBIX neA. MHdopMallmoHHass CHCTeMa II03BOASIET B PEXXKHUME PeaAbHOTO Bpe-
MEHU OTCAEKUBATH XOI PaCCA€IOBAHHA YTOAOBHOIO [ieAad, KOHTPOAUPOBATH HC-
IIOAHEHHE yKa3aHUM II0 yTOAOBHOMY IeAy, obecrieduBaTh 3(PPEKTUBHBIN IIPO-
LIeCCyaAbHBIM KOHTPOABb U ITAAHUPOBATh PACCA€IOBAHHE YTOAOBHOIO [IEAA.

Poab mH(OpPMAIIMOHHON CHUCTEMBI «JAEKTPOHHBIH ITaCIOPT YTOAOBHOTO Oe-
Aa» HE MOIKeT ObITh IIpeyMeHbIIeHa. OHa [103BOASET COKPATUTL OyMasKHBIH IO-
KYMEHTO000POT M VIPOCTUTH IIPOLIECCYaABHBIH KOHTPOAB PaCCAEAYEMBIX YTO-
AOBHBIX [I€A.

B 1o ke BpeMsi, Kak U Ar000e IIporpaMMHOe oOecliedeHre, OHO He AUIIIEHO
HeOOCTaTKOB. Boabplllasg 4acTh M3 HUX MPOHCTEKAET H3-3a TOTO, YTO CHCTEMAa
«DAEKTPOHHBIH IaCIIOPT YTOAOBHOTO [€Aa» AEUCTBYET IIOKa TOABKO Ha TEPPUTO-
pun FOxHoro 1 CeBepo-KaBkasckoro penepasbHBIX OKPYroB. [laHHas cucreMa
Obira paspabotaHa coTpymHHKaMu CAEOCTBEHHOTO KOMHTETA W UMHU K€ IIOMI-
[epKUBaeTCsd B aKTyaAbHOM H paboTocriocobHoM coctosgHuU. MacmrrabupoBa-
HUe 3ToH MH(OPMAIIMOHHOM cHCTeMbl Ha Bce yrnpaBaeHUsa CAeNCTBEHHOTO KO-
Murera Tpebyer ee mopaboTku. MOKHO BHECTH PN MHPEIAOKEHHH II0 COBeEp-
HIEHCTBOBAHHIO HH(POPMAIIMOHHON CUCTEMBI «DAEKTPOHHBIN MACIIOPT YTOAOBHO-
ro geAan:

1. BHectu B MHPOPMAIMOHHYIO CHUCTEMY METOAUYECKHE PEeKOMEHIAIlNU
U MH(OPMAIIMOHHBIE MaTepPHUaAbl O PE3yAbTATAX PACCAEOOBAHUS PA3AMYHBIX Ka-
TETOPUM YTOAOBHBIX [IEA U ITPOBEAEHUU OTAEABHBIX CAE€ACTBEHHBIX AEeHCTBUH.

2. Co3maTh «ApXUB YIOAOBHBIX [1€A», YTOOBI IIPU IIPOCMOTpPE OOIIEro CIU-
CKa YTOAOBHBIX €A, PACCAEAYEMBIX KOHKPETHBIM CAE€ACTBEHHBIM OTIEAOM, OT-
KPbIBAAUCh UMEHHO T€ [€Ad, KOTOpble HAXOAATCH B IIPOM3BOJACTBE B HACTOS-
Y MOMEHT.

3. [das obecriedeHUsI IIOAHOTBI IIPOIIECCYAABHOT'0 KOHTPOASI PacCA€NOBaHUS
YTOAOBHBIX [IEA Ha BCEX CTaAUSX YTOAOBHOI'O Cy[AOIIPOMU3BOACTBa BHECTU B UH-
dOpMaITMOHHYIO CUCTEMY «DAEKTPOHHBIM HaCIIOPT YTOAOBHOTO AeAa» KHUTY pe-
TUCTPAIIUU COOOIIEHUN O IPECTYIIA€HHUH KaxKIOTO TEPPUTOPHUAABHOTO CAECT-
BEHHOTO OTZ€Aa B SAEKTPOHHOM BH/JIE.

Takske HEOOXOOMMO OTMETHTH, YTO IIEAECOO0pPAa3HO pacIIUupuUTh 0a3y OoaH-
HBIX U IIOOKAIOYUTH K HEM BCE CA€NCTBEHHbIE yrpaBaeHHdA CAeICTBEHHOTO KO-
muteta Poccuiickoit ®eneparivu.

B Mockosckoti akademuu CnedcmeerHozo komumema Poccutickoii Pedepa-
yuu, co30aHbl 8ce Heobxooumble Ycrnosust 0Jist OCBOEHUSL 8CexX peanusyemvlx obpa-
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308AMENbHBLIX NPOZPAMM NYmem UeneHaAnpPasieHHOol opzaHu3ayuu yuebHozo
npouecca, svlbopa popm, memooos u cpeocma obyuerHusi. Ocoboe sHuUmaHue yoe-
Jlemest AKmMu8HbIM popmam npogedeHust yuebHolx 3aHsamuli, komopuvle obecne-
yugarom bvicmpoe yceoeHue yuebHozo mamepuana u popmupyrom Heobxooumole
npaKkmuuecKkue HAa8blKU, 8 MOM UUCTEe C UCNOAb308AHUEM B803MOXKHOCMEU KOM-
nuloMepH020 Kacca.

[ToaTomy oOydyeHHe PYKOBOOUTEAEH HaBBIKaM paboThkl B cHUCTeMe «DAEK-
TPOHHBIN MMACIIOPT YIOAOBHOTO [eAa» B paMKaxX IIPOrpaMM IOBBIIIEHUS KBaAU-
duranuu O6ymetr criocooCTBOBaTh 60oAee TAYOOKOMY H3Y4YEHUIO BCEX €€ BO3MOIK-
HOCTEM.

B-TpeThHX, 3TO IIPOOAEMBI, BO3HUKAIOIIME MPHU BHEAPEHUHW HOBBIX HH-
dopMAaIIMOHHBIX TEXHOAOTUH B ITPABOIIPUMEHUTEABHON MIPaKTUKE.

[Ipexxne Bcero, oCTAHOBHMCH Ha IOPUAUYECKOM CTOPOHE BOIIPOCA, AOIIyC-
THUMOCTH OITMCAHHBIX BbIIIIe NAeiICTBHUH cAelOBATEAS.

[elicTByIOIIee OTEUYECTBEHHOE 3aKOHOMATEABCTBO OCTaBASET OTKPBITHIM
BOIIPOC O TOM, CA€AYET AW COTPYAHHUKAM ITPAaBOOXPAHUTEABHBIX OPraHOB IIOAY-
4yaTh CyaebHOoe pelleHne Ha OCMOTP TeAe(POHOB U coaepskalleiics B HUX HH-
dopmalu y4acCTHHUKOB YTOAOBHOTO CyAOIIPOU3BOACTBa. He oroBapuBaercd
nanHas npoboaeMa u B [locranoBaenuu Ilaenyma BepxoBHoro Cyna P® ot 1 uro-
Ha 2017 r. Ne 19 «O mpakTHKe pacCMOTPEHUS CyZlaMHU XO04aTalCTB O IIPOU3BO/I-
CTBE€ CA€ICTBEHHBIX NEUCTBUM, CBA3aHHBIX C OTPAHUYEHUEM KOHCTUTYIIMOHHBIX
npaB rpaxnaaH (crates 165 YIIK Pd)» [1].

B aT0i1 cBa3U cpeau Hay4dHOHM OOIIECTBEHHOCTHU U MPaKTUYECKUX pabOTHU-
KOB €CTh pa3AMYHbIE MHEHHS I10 JAHHOMY BOIIPOCY, a TaKzKe II0 BOIIPOCY C Ka-
KoM umH(opmalue, comepkalleiica B ImaMaTH TeAedpOHa CHAOBBIE BEIOMCTBA
BIIpaBe 3HAKOMUTBHCS 0e3 CyaeOHOTO pellleHHs, a C Kakoil HeT. HeomHo3Ha4HO
B 9TOM HaIlpaBA€HUU CKAQbIBaeTCs U cyneOHad nmpakTuka [2, c. 58|.

HekoToprle aBTOpPBI U NPEACTABUTEAU IIPOKYypaTyphl, K IIPUMEPY, IIpeasa-
raloT B XO/I€ OCMOTPa MOOHMABHOTO TeAe(pOHAa YIACTHHKOB YTOAOBHOTO IIpPOIlecca He
OTPaHUYUBATLCH AHIIb BHEIIHUM OCMOTPOM, a obpalaTh BHUMaHHUE U OTPazKaTh
B IIPOTOKOAE TEXHUYECKHE XapaKTEPUCTUKH, COZlep:KaHue ITaMATH MOOUABHOTO Te-
AecpoHa, mHGpOpPMAIMIO 00 abOHEHTCKUX coenuHeHUsaX, CMC-cooOlIeHusx, HcC-
IIOAB30BaTh OASI OCMOTpPAa CIIEIIMaAbHbIE TEXHHUUYECKHE CPEICTBA, ITO3BOASIOIINE
BOCCTaHaBAHUBAaTh yAdaAseHHble naHHble. COOTBETCTBYIOIME yKa3aHUd HaXOAST
OTpazkK€HUE B aKTaX IIPOKYypPOPCKOro pearupoBaHud [3, c. 23].

3amnper Ha BMENIATEABCTBO B AWYHYIO M Ce€MEWHYIO0 KU3HBb UeAOBEKa, Ha
03HAaKOMAEHHE C ero KOpPpPeCcIoHAeHIueH ycTaHoBAeH B cT.12 Bceeobieit Jekaa-
panuu mpaB 4Ye€AOBEKa, a TakxKe B cT. 8 EBpometrickoi KoHBeHIIMH O 3aluTe
IIpaB YeAOBeKa M OCHOBHBIX cBobon. [IpuyeMm B mocaenHelt KoHBeHIIMU OTHOEABb-
HO IOAYEPKUBAETCI HeOonyuwieHue emeuamenssbCmaa 20CyoapCcmaeHHbIX 0p2aHo8
8 ocyuiecmsaseHue OaHHulx npas. B Toxke BpeMd U B ToH U B apyroi KouBeHItuu
[EAQETCS OOBOPKa O TOM, YTO 8 UCKJIHUUMENbHbLLX CAYUASX, YCMAHOB/NEHHBLX
3aAKOHOM NOO00OHOE BMEeUaAmMeNbCma80 8CE-MAKU 803MOIKHO.

B cr. 23 Korctutynuu P® Takske mpoBo3raamiaeTcd, 9YTO KasKObIA HUMEET
IIpaBO Ha MailHy nepenucku, TeAe(POHHBIX II€PEroBOPOB, IIOYTOBBIX, TeAerpad-
HBIX U UHbLX coobweHull. OzpaHuueHue amoz2o npasa 0onycKkaemcst moivko HaA
OCHo8aHUU cyOebHO20 peuleHUsL.
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Tax, ommeHsist nocmaHoeieHue cyoa nepeotl uHCmMmaHyuu, cyoebHas Koane-
2uss ommemuna credyrouiee. IIpu 8vlHeceHUU peuleHUsl cYyoom nepeotl UHCMAH-
yuu He yumeHol nosoxeHuss cm.23 Koncmumyyuu PP, a marxixke mpebosaHus
cm.cm. 13, 38 YIIK P®d. Ocmomp menegoHa He sKarouaem 8 cebst ocmomp e2o co-
0epoKumozo, maxK Kak ceedeHust O meneOHHbIX COEOUHEHUSX, KOHmaxKmax
u CMC-coobweHusx sauwuwiaromest Konemumyuueti PPD.

Hecmompsi Ha mo, umo 2naga 25 YIIK P® npsmo He 3aKpensisiem 065s13aHHOCMb
cnedosamenst nonyuame cyoebHoe paspeweHue Ha ocmomp CMC-nepenucku, sma
obsis3aHHOCMb 8blmeKaem U3 Opyaux HOPM KAK Y20108HO-NPOUECCYATTbHO20 3AKOHA
u nonoxxeruit Koncmumyyuu PP, maxk u u3s mMexoyHapoOHbLX HOPM, 3aKpenieH-
Hblx 8 KoHeeHUuU 0 3aujume npasg uenogexa U OCHOB8HbLX c800600, NoOaesKaAULUX
6esycnosHomy npumerHeHuro 8 PO. Ocmomp nuuHoill nepenucku, cooeprkauietics
8 MOobUNbHOM menegoHe nodo3pesaemozo, ¢ yuemom npupoosl U cmeneHu eme-
wamenbcmea paKkmuuecku udeHmuuer ocCMompy Nnoumoeo-mesnepagpHulx om-
npasaeHuil a1ubo menezpamm, 0oasi komopozo cmameeil 185 YIIK P® npedy-
cmomperHa Heobxooumocms 8blHeceHUsl CYyoebHo20 peuleHUsL.

[Ipu ocMoTpe MOOHABHOTO Teae(pOHa, CAEOBATEAEM ITOABEPTAUCH TIIIATEAD-
HOMY OITHICAHUIO BCE COEIUHEHUS MeXKAy aO0OHEHTaMH, a UMEHHO MeXy IIoTep-
IIEBIIIUM U TEMHU AHIAMHU, KOTOpoMy OH oTnpaBada CMC-cooOlIieHrs 1 OT KOTO-
PBIX IIOAyYaA TaKHUe COOOIIEHMs, BIAOTH [0 YKa3aHUS BPEMEHHU COEIWMHEHUH,
HOMEPOB TeAePOHOB U HUMEH AHWI], KOTOPbIE ITUMHU TeAe(POHAMH ITOAB3YIOTCH.
[Ipu atoMm cratba 186.1 YIIK Pd mpemycmaTpuBaeT HEOOXOOAHMMOCTDH CYAeOHOTO
paspelleHnusa Ha IIOAydYeHHe MH(POPMAIIMU O COeAUHEHUIX MexXAy aboHeHTaMH
U (1aM) aBOHEHTCKHUMHU yCcTporcTBaMu [4].

CyoebHasi Konezust no yaonoeHom denam cyoa Smano-HeHeurxozo asmoHOM-
H020 OKpy2a ommemuna, umo uHgopmayuetl, cocmagasoueil oxparsemyro KoH-
cmumyyueili P® u odelicmgyrowumu Ha meppumopuu PP 3axoHamu maiiHy mene-
POHHBLX Nnepezo8opos, AsAsOMCesL iobble ceedeHusl, nepedasaemble, CoXpaHsiemoble
u ycmavasausaemvle ¢ NOMOUWbI0 meneoHHOU annapamypsl, eKiouas OaHHble
0 B8X00SIUUX U UCXOOSIUUX CUZHALAX COEOUHEHUS mesleOHHbIX annapamoe KOH-
KpemHblx nosb3ogamenetl Cesi3u, N03Momy 05l NONYUeHUS. MAaKo20 pooa ceedeHUl
op2aHaMU, OCYUWLECMBASIIOUWUMU pacciedosarue npecmynieHull, 8 coomsemcmauu
¢ mpebosarusimu cm. 165, u.3 cm. 183 YIIK P®D, Heobxooumo cyoebHoe peuieHue.

OpHako, KakK CAEAYET U3 MaTEPHAAOB [€Aa, OCMOTP COAEpIKAallleiicsa B Te-
AedpoHEe MHGOPMAIIMU OpraHaMU ITPEIBaPUTEABHOTO CAEICTBHUS ObIA MPOBEACH
6e3 cynebHOTO perreHus.

CoraacHo ct.75 YIIK P®, nokazaTeAbCTBa, IIOAY4YE€HHBbIE C HapylleHHeM
TpeboBanuit YIIK PP, gBagroTCcad HEAOIyCTUMBIMH, IIO3TOMY HE MMEIOT IOPUIU-
YEeCKOH CHABI ¥ HE MOTYT OBITH ITOAOKEHBI B OCHOBY OOBHHeHHs. OTCIoga IIPOTO-
KOA OCMOTpa IIpeaMeTa IOOAEKHUT UCKAIOUYEHUIO U3 YHCAA JOIIYCTHUMBIX K OLIE€H-
K€ MO0Ka3aTEeABCTB.

Koaaeruss coeaasa akIeHT Ha TOM, YTO IIpaBa M CBOOOABI YeAOBEKa U I'pa-
XKIaHUHA Mo2ym Oblmb o2paHuueHbl gpedepailbHbimM 3aKOHOM MOJbKO 8 Mol me-
pe, 8 Kakoll 9mo HeobXo0uMo 8 Uesnsx 3auiumel OCHO8 KOHCMUMYUUOHHOZ0
cmpost, HpascmeeHHoCcmu, 300p08bsl, NPAs8 U 3aKOHHbLX UHMepeco8 Opyaux July,
obecneueHust 060poHbLL cmpaHbl u bezonacHocmu 2ocyoapcemaa (4. 3 cr. 55 KoH-
crutyuuu Pd) [5].
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Heob6xonyuMo OTMETUTH, YTO CA€NOBATEAb B CBSI3H CO CIIEIIM(PUKON BO3AO-
KEHHBIX Ha Hero (PyHKIINH [0 PaCKPBITHIO U PaCCAEIOBAHUIO IIPECTYIIACHUH,
IIPUHATHUN IIPOLIECCYAABHBIX PEIIIEHUM, KaK HUKTO APYroM 4Yallle 3aTparuBaer
KOHCTHUTYIIMOHHBIE IIpaBa U CBOOOABI I'paskaaH, B TOM YHCA€ IIpaBO Ha TalHy
nepenucku. [Ipu 3ToM, 6€3yCAOBHO, 3TO AeAaE€TCd B IIEAIX 3alllUThI IpaB U 3a-
KOHHBIX UHTEPECOB Apyrux AUIL (4. 1 ct. 6 YIIK Pd, u. 4 cr. 1 3akona «O Caen-
cTBeHHOM Komuretre Poccutickoit denepariyiy), OCHOB KOHCTHUTYIIMOHHOTO CTPO4,
HPaBCTBEHHOCTH, 30POBbs, obecriedeHust 000POHBI CTPAHBI U O€30IIaCHOCTH I'0-
cyZapcTBa.

Cynpl, npu3HaBasd HEOOIyCTUMBIM QOKAa3aTE€ABCTBOM, ITPOTOKOABI OCMOTPA
comepkaleiica B TeaedpoHe MHGPOPMAIIMH YacTO CChblraauch Ha OmnpeneseHHe
Koucrurynnonsoro Cyga P® ot 02.10.2003 Ne 345-O Ne 4 u uHa cr. 186.1 YIIK
P® — «IloaydyeHme wmH(pOpPMAaIIMM O COEAWHEHUSIX MeXKAy aboHeHTaMU U (HAH)
abOHEHTCKHUMH YCTPOMCTBaMU», YTO HE SIBASIETCHA IPABUABHBIM. HyKHO YETKO
pasrpaHUYUBATE CUTYAllMH U BO3HHKAIOIIHE ITPABOOTHOIIIEHUS, Koraa TeAaepOH
U3BAT B XOJI€ IIPOBEAEHUS CAENCTBEHHOIO AEUCTBUA U HAXOAUTCH Y CA€IOBATEAS
OT CAyYaeB, KOT/[a CAEIOBATEAb OAs TIOAYYEHHs MH(OpMAaIlMH ol0parraercs K ore-
paTopy COTOBOM CBA3HU.

Be3ycaoBHO, 3aKOHOOATEABCTBO O CBSI3H IIpeAyCcMaTpUBaeT TaillHy CBS3U
U 3ammTy uHopmalmu. CBeaeHus 00 aOOHEHTaX M OKa3bIBAEMBIX UM YCAyTax
CBSI3H, CTaBIIINE U3BECTHLIMHU OIlepaTopaM CBS3U B CHAY HCIIOAHEHUS AOroBopa
006 OKazaHUU YCAYT CBH3H, SIBAFIOTCH HH(opMAallvell OrpaHHMYEHHOIo IOCTyIIa
U TIoJA€XKAaT 3allluTe B COOTBETCTBUH C 3aKOHomaTeAbcTBOM Poccuiickoit dene-
pauuu [6]. Jocmyn K HEUM BO3MOXKEH He MHadYe KaK Ha OCHOBAaHUHU CyneOGHOTro
pemrenusd. [IpuyeM 3aMeTHM, YTO pedb U B HOPMATUBHBIX aKTaX, U B PELIEHUU
KoHCTHUTYIIMOHHOTO CcyZa HUAET MMEHHO O docmyne K 3TUM CBEAEHUSM, a He 00
O3HaKoOM/leHUUW C HUMU caefoBaTeAsi. Benb caemoBaTeAab, K IIPUMEPY, IIOAYYUB
110 CymeOHOMYy peIIeHHI0 HMH(POPMAIHIO OT OIlepaTopa O COEAMHEHUSIX MEXKIY
aboHeHTaMH, OCMaTpPHUBAaEeT IIPEACTaBA€HHbIE JOKYMEHTHI B COOTBETCTBUU C 4. 5
ct. 186.1 YIIK P® yxe 6e3 cymeOHOTO pPeLIeHHs, O YEM COCTaBASIET OTIEABHO
IIPOTOKOA OCMOTpPa JOKYMEHTOB.

Ecamu xe TearepoH yKe HUIBSAT U HAXOOAUTCH Y CA€LOBATEAs, TO €r0 OCMOTD,
KOTOPBIHM, KaK IIPeACTaBASeTCs, BKAIOYaeT B cebd M OCMOTpP comepskarieicsa
B HeM HHQOpPMAaIMH (B TOM YHCAE YVIAAEHHOH) mpom3BoguTcs 0e3 cymebHOro
pelIeHus.

3mech MHOTHE MPaKTHKH IIPOBOAAT aHAAOTHIO C U3BATHIMH KOMIIBIOTEpPaMH,
a TaksKe SAEKTPOHHBIMH U OOBIYHBIMHU 3aIIUCHBIMU KHIZKKAaMH, [TUCbMaMH U IIP.

Tarx, 30 cenmsabps 2014 200a BepxosHoim Cyodom Poccuiickoii Pedepayuu
paccmompeHsbl KaCCAUUOHHbLEe 2KANobbl 0CYsKOeHH020 U e20 adsokama HA NPuzo-
gop Bepxoerozo Cyda Pecnybrukxu Xakacust 8 KOmopblx, cpedu npouezo, yKasvl-
80aJ10Cb, UMO OCMOMP U3BSMO20 Y OCYIKOEHH020 MOOUNBLHO20 mesieghoHa, cooep-
xKauwezo OaHHble 0 e20 mesepOHHBbLX Nepezo8opax, NPo8edeH ¢ HapyuleHuem 3a-
KOHa 88UdYy omcymcemaust cyoebHo20 peuleHUsl.

Ouerueast 008006l xanob, Bepxoghwvili Cyo PP ykaszan, umo ocmomp Mo-
bunbHo20 mesiegpoHa nposedeH caedosamesiem 8 coomeememaue co cm. 176 YIIK
Pd u, sonpexku ymeepiKOeHUsIM OCYIKOeHHO020, 05l 9moz20 He mpebosanioce Cy-
0ebHoz0 pewerus [7].
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Hpyro#i nipumep. [IpumMmopckuil kpaeBoit cyn B deBpase 2015 roma pac-
CMaTpUBaA alleAATIIHOHHOE IIpeCTaBA€HUE IIPOKYpopa, HE COTAACHUBIIIETOCS C pe-
IIEHWEeM ParoOHHOIo cyzma o6 omkase e yodosnemgopeHuu xooamaticmea cniedo-
gameJsisl 0 paspeuweHuu npou3soocmasa ocmompa MoOUNbHbIX MenegpoHo8, U3 b-
TBIX B XOJI€ TIPOU3BOACTBA OOBbICKA B JKUAUIIIE.

B amneaassiimoHHOM IIpeACTaBAEHUHU IIPOKYPOP yKa3aA, YTO U3 IOAOXKEHUH 4. 2
cr. 23 KoHcruryuuu P® caeayer, 4ToO KaXKAblii MMEET IIPaBO Ha TaWHy Iepe-
ITUCKH, TEAC(POHHBIX IIEPETrOBOPOB, IMOYTOBBIX, TeAeTpPadHBIX M HHBIX COOOIIe-
Huii. OrpaHuyeHUe TAKOTO IIpaBa A0IyCKaeTCd TOABKO Ha OCHOBaHUU CyneOHOro
perreHusa. BBUAY OTCyTCTBUS CyaeOHOTIO pEeIIeHuss Ha OCMOTP TeAaepoHa U IIOAyYe-
HUS WH(OpPMAIUH, cofaepzKalllel TalHy IepenucKH, CAeJoBaTeAb 000OCHOBAHHO
obpaTHACHd B Cy[ C XOOATAWCTBOM O pa3pelleHUU ITPOH3BOJCTBA OCMOTPA MO-
OUABHOTO TeaepoHa, U3BATOrO B X0O/A€ 0O0bICKA B KHUAUIIIE.

[Ipokypop OTMETHA, YTO CYZ, OTKas3blBas B yAOBAETBOPEHUHU XO[AaTarCcTBa
CAEIOBATEASd, MOMUBUPYEm C80e peuleHue mem, umo Y20 108HO-NPOUECCYAbHbIM
3aKOHOM He NpedycmMompeHo noayueHue paspeuleHust Ha YKadaHHoe Caeo0CmeeH-
Hoe Oelicmsue u paKkmuuecku pasbsCHIIemMm 803MOXKHOCMb 0CMOMpPa UHgpopma-
yuu, codeprkaweticss 8 MOOUNLHOM mesieghoHe, UTO TIOBAEUET HapyIlIeHHe IIpaBa
AWIIA Ha TalHy [EPENHUCKH, IpeayCMOTpeHHOoE 4. 2 cT. 23 Korncrurynuu Po.

OpHako cyo anestsiylOHHOU UHCMAHYUU CO2NLACUNCSL ¢ 00800aMU cyoa nep-
801l UHCMAaHYuUuU 06 omecymemaeuu 0CHO8aHULL 051 cy0ebHo20 CaHKUUOHUPOBAHUSL
ocmompa menegoHos.

CynoM yCTaHOBAEHO, YTO OOBICK B JKHAUIIE I1003PEBAEMOTO C IIEABIO OTbI-
CKaHHUs MOOMABHBIX T€A€(POHOB M MHBIX CPEACTB CBA3U IIPOU3BENEH B COOTBET-
cTBUH ¢ TpeboBanuamu HopM YIIK PP, T.e. Ha oCHOBaHHH CyneOHOTO peIIeHuUs.

OO0OCHOBBIBasI IPUHATOE PEIIEeHNe, CYL YKa3aa, YTO B COOTBETCTBHUU CO CT. 29
YTIK PP, cynebHoe pelieHHe HEOOXOOUMO [IAS ITPOU3BOACTBA KOHTPOAL U 3aIllU-
CH TeAe(POHHBIX U MHBIX [1€PETOBOPOB, MTOAYYEHUT MH(POPMAIINN O COEIUHEHUSIX
MexXay aboHeHTaMu U (HAM) aOOHEHTCKUMHU yCTPOHCTBAMHU.

Cyn aneaAsiIIMOHHOM MHCTaAHIIMU COTAACHACS C BBIBOZAMH patOHHOTO cyaa
0 TOM, YTO IO CMBICAY 3aKOHA NoOnyueHue cyoebHoz20 peuieHust He0HXxoo0umo
IIPU IPOU3BOACTBE OIIEPATUBHO-PO3BICKHBIX AUOO0 CAEICTBEHHBIX MEPOIPUATHH
ona ucmpeboeaHust uHgopmauuu, Haxoostwelcsi Yy onepamopa Cesi3u
8 uensix obecneueHust 3aKOHHOCMU ee NOSI6NIEHUSl Y coomeemcmaeyrouie2o
op2aHa, OCYIIIECTBASIIOIIETO YTOAOBHOE IIpecAaemoBaHue. [Ipu aToMm, Cym OTMe-
THA, YTO Y207108HO-NPOUECCYANbHBIM 3AKOHOO0AMENbCMBOM HEe NPedyCMompeHo
nonyueHue opezarHom, npousgoosiuium OPM nubo npedsapumenvHoe creocmeue
cyoebHo20 pewleHusl 011 npou3soocmea ocmompa, Hanpumep, NPomoKosio8 me-
NlepOHHBIX cOeOUHEeHUU mexK0Yy aboHeHmamu, npedocmagieHHbLX HA OCHOB8AHUU
cyoebHo20 peuleHust.

[To MHEHUIO cyZa alleAASITMOHHON HHCTAHIIUH, CYZ OOOCHOBAHHO OTKAa3aA
CAEIOBATEAI0 B pa3pelleHUH ITPOU3BOACTBA OCMOTPA MOOHABHBIX TeA€(POHOB,
U3BATHIX IIPU OOBICKE B JKUAHIIE, TAK KaK 3TO HE IIPEAYCMOTPEHO YTrOAOBHO-
IIPOIIECCYaAbHBIM 3aKOHOAATEABCTBOM. [Ipy TaKHUX 00CTOATEABCTBAX OCHOBaHUU
[ASI YAOBAETBOPEHHS 3asIBAEHHOI'O CAEIOBATEAEM XoAaTadcTBa II0 MHEHHUIO Cyaa
AIeAAIITMOHHON MHCTAHIIMU HE UMEAOCH, a JOBOBI alleAAIITHOHHOTO IIpeaCcTaB-
A€HHd O BO3MOXKHOM HapyIIEeHHH IIpaBa AWIlAa Ha TaWHy IEPENUCKH, IIpeny-
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cmoTpeHHoro 4. 2 ct. 23 KoHcrurynuu PP, He ocHOBaHbBI HA HOpMaxX YyTrOAOBHO-
IIPOIIECCYaABHOIO 3aKOHA, a IIOTOMY YIOBAETBOPEHHIO HE IIofaexar [8].

TakuMm o06pa3om, HECMOTPS Ha HEOMHO3HAYHOCTH ITOJHATOTO BOIIPOCA, CAE-
OyeT cAeAaThb BBIBOL O TOM, YTO B CHTyaIlUdX, KOTJa COTOBBIM TeaedOH ydacT-
HHUKa YTOAOBHOI'O CYZOIIPOU3BOACTBA HU3BAT U HAXOAUTCH yV CAENOBATEAd, IIOAY-
4yaTh CyAebHOe pelIeHHe Ha €ro OCMOTP M O3HAaKOMAEHHE C IU(POBBIM COAEP-
JKHUMBIM He TpebyeTcs.

ITokazamenvHbiM 8 OaHHOM Katoue seasemest Onpedenerue Koncmumyuyu-
oHHOo20 Cyda PD om 25.01.2018 Ne 189-O «O6 omkxaze 8 npuHsimuu K paccmom-
peruro sxkanobel epaxoarura IIpo3oposckozo Amumpusi AnexcaHoposuua HA Ha-
pYyuwieHue e2o0 KOHCMUmMyyuoHHsulX npa8 cmamesamu 176, 177 u 195 Yzonoero-
npouyeccyanvHozo kodexca Poccuiickoii @edepayuw. B 0aHHOM nocmaHO8/eHUU
KoxncmumyuyuorHuetii Cyo noduepKHy.Jl, umo npogedeHue ocmompa U sKcnepmussl
C Uenblo NOAYUeHUust umeroujell 3HaueHue 0Nl Y207108H020 O0ena UHGPOPMAayUU,
Haxoosiueticst 8 9IeKMPOHHOU namsimu abOHEeHMCKUX Ycmpolicms, Usbsimblx npu
npousgoocmee c1edCm8eHHblX Oelicmeull 8 YCmaHO8IeHHOM 3AKOHOM nopsioke,
He npednosiazaem 8blHeceHUst 06 9Mmom cneyuartbHozo cyoebHozo peweHus [9].

1, HakoHell, B-4€TBEePTBIX, BOIIPOChl BHEAPEHHS IHU(MPPOBBIX TEXHOAOTHN
B 9KCIIEPTHYIO A€ATEABHOCTD.

Ocoboe mecTo cpenu cynebOHBIX SKCIEPTHU3 CETOMAHSI 3aHSIAW HWH(pOpMAaIlU-
OHHBbIE TeXHOAOTHH. CAEICTBHEM 3TOTO SIBUAUCH, C OJHOH CTOPOHBI, OIIPEIEAECH-
Has TpaHchopMalld 5KCIIEPTHOIO UCCAEIOBAHUA KakK IIpoliecca Mo3HaHus, C ApPY-
rofl — 3HaYNUTEABHOE PACIINPEHHUE €TI0 BO3MOXKHOCTEH, a TakKe IOBBIIIEHNE Hayd-
HOM OOOCHOBaHHOCTH IIOAyYa€MbIX JAHHBIX. B Hacrosiiee BpeMs CAOXKHAOCH He-
CKOABKO HAITpaBAE€HUH KOMITBIOTEPU3AINU CYAeOHO-9KCIIEPTHON AeSITeABHOCTH.

Tax, HHpopmayuoHHO-nouckosas cucmema (HIIC) «Opyrxue» npedHasHaue-
HA 0Nl XpaHeHUsl U NOUCKA UHPOPMAYUU NO Hape3HOMY opyrkuro; MHpopmayu-
oHHo-nouckosast cucmema (HUIIC) «([Iampor» npedHasHaueHa ONst XpaHeHUst U no-
UCKa UH@OopMayuu no nampoHam ONst HapesHozo opyskust. I'eHepamop sxcnepm-
Holx 3arnouerutl (I'983) «(KnuHok» npedHasHaueH 051 CO30aHUSL SKCNepPmHOo20 3a-
KJIIOUEHUSL N0 XOJI00OHOMY OPYIKUIO; «(ApCeHa» — COBPEMEHHASL MOULHASL KOMNBIO-
mepHasl cucmema, NOo38OAAULASL ABMOMAMUIUPO8AMb B8CHO MEXHOJI02UUECKYIO
Uenouky ucciedo8aHuUll nYsib, 2ulb3 U UX ppazmeHmo8: om 88004 UHGOpMaAuUU
U co30aHUSL SNeKMPOHHOU 6a3bl OAHHBLX, NPOBEPOK U CPABHUMENbHBIX UCCe00-
8aHUTL 00 NOSYUEHUSL FIKCNEPMHO20 3aK/AOUEHUSL.

Kpome mozo, uyugposvle mexHosio2UU NPUMEHSIIOMCS npu npousgoocmaee
npakmuuecKku 8cex CYuecmsyrouux cyoebHblx sKcnepmus: JUH28UCMUUECKUX,
sudeomexHu1uecKux, QpoOHOCKONUUECKUX, KOMNbIOMEPHO-MEXHUUEeCKUX U Op.

CoBpemeHHbIe [U(PPOBHIE TEXHOAOTHH B 00AacTU (PUKCAIIUU ayqHUOBHU3Y-
aAbHOM HWHQOPMAIIMHN [JOCTUTAM TaKOrO YPOBHHA pasBHTHL, YTO CO3IAIOTCS
IIPEATIOCBIAKY [IASl TIPUMEHEHUS] 3THUX TEXHOAOTHH B KPUMHHAAUCTUYECKUX Ile-
Asx. [udpoBble MeToAbI (PUKCAIIMK HH(POPMAIIMHM BO MHOT'OM ITPEB30IIIAU B Ha-
CTOdIlle€ BpeMd aHAAOTOBBIE CPEACTBA II0 KAQ4ECTBY 3aIlMCH, BOCIIPOU3BEIECHUS
U cOXpaHeHUd 3apUKCUPOBAaHHOU MH(OPMAaIIHH.

lleHTpaABHBIM SIBASETCS BOIPOC O HPUHIIUIIMAABHOM MOOIIyCTUMOCTH HC-
roab3oBaHusg OBM mpu npous3BoAcTBE COOCTBEHHO CYAeO0HO-3KCIIEPTHBIX UCCAE-
[JOBaHUU U 00 YCAOBUSX, IIPU KOTOPBIX 3TO CTAHOBUTCS BO3MOKHBIM.
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HriHe He cTaBUTCS BOMNPOC (B T€X CAydadx, KOrja SKCIEPT UCIIOAB3YET
KOMIIBIOTEP KaK OpyAHe Tpyda) MOo3HAA AU OH MEXaHU3M «HMCCAEIOBATEABCKOM»
OeITEeAbBHOCTH MAalllMHbI. BaskHO Apyroe — HaAEXKHO AW B TEXHHUYECKOM CMBICAE
paboTaeT maHHad MaIlMHA U JAaeT AU OHA BEPHBIE PE3yABTATHI IPUMEHUTEABHO
K TEXHOAOTHH OCYIIECTBASIEMOIO IIpoIlecca, HallpuMep, IPUMEHHUTEABHO K aHa-
AV3y KOAMYECTBEHHBIX XapaKTEePUCTHK BBIIEA€HHBIX ITPHU3HAKOB.

HecocToaTeAbHBI U yTBEPKAEHUS, OyATO SKCIIEPT HE MOXKET OOBICHUTH HU
xapakTep paborel OBM, HM TPUHIUIIEI (POPMUPOBAHUS «BBIBOJOB» MAIITMHEI.
[eao B TOM, YTO AIOOOH KOMIIBIOTEP paboTaeT 1o YeTKHUM M OJHO3HAYHBIM aATO-
pUTMaM, B IIPHHIHUIIHAABHOH CTPYKTypPe KOTOPBIX MOXKET pasodparThbcs AIOOH
CIIEIITUAAUCT-TIPEAMETHHUK. ECAM He TOBOPUTH 0 pemuadinux coboax, 9BM mesaet
TOABKO TO, YTO € IPeAIIUCaHO YEAOBEKOM.

[TogBoasg UTOT, MOXKHO OTMETHTBH TO, UTO SKCIIEPTHBIE CUCTEMbBI HE TOABKO HE
IIPEAIIOAATal0OT BBITECHEHUS YeAOBeKa M3 KaKHX-ANOO HHTEAAEKTYAABHBIX cdep
OESITEeALHOCTH, a HAao0OpPOT, OPUEHTHUPYIOTCHA Ha TO, YTO HMPodpeCcCHOHaABHBIE 3HA-
HUS CIEIIMAaANCTa UTPAIOT BECOMYIO POAb B OKCIIEPTHBIX CUCTEMAaX. OTa POAb CO-
CTOUT B TOM, YTOOBI CIeAaTh 3HAHHS OMHOIO HAU HECKOABKUX 3KCIIEPTOB AOCTOSI-
HHUEM AIOOOTO CIIEITHAAMCTA B JAHHOM 00AACTH HE3aBHCHMO OT IIPOCTPAHCTBEHHO-
BPEMEHHBIX OrpaHUYeHUM. HeMarOBasKHBIM SBAGETCS U TO, YTO, YEM BBIIIE CTe-
TIeHb aBTOMATH3aIlMH 3KCIIEPTHOTO MUCCAEIOBAHUS, TEM MEHBIIIE CTEIleHb TBOpUe-
CKOI'0 ydacTHusa 3KCIepTa, HO C APYrod CTOPOHBI IPH IIOMOIIM aBTOMAaTH3allUU
9KCIIEPT TPATHUT MEHBIIIe BpeMeHU Ha paboTy u 6oAee TOUeH B CBOUX OIIEHKAX.
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Lecture:
“Digital technologies
of modern forensics science”

Alexander I. Bastrykin"

Annotation. This lecture contains theoretical and practical material, reflecting
the debatable issues of the introduction of digital technologies of the modern science
of criminology in the Russian Federation. It is specially shown that the development of
digital technologies imposes increased requirements for ensuring the activities of in-
vestigators when using digital technologies: when proving legal facts; optimization of
procedural and managerial processes, both at the stage of initiating a criminal case
and during the investigation of a crime; solving problems arising from the introduction
of new information technologies into law enforcement practice.

The author proposes to carefully analyze the current regulatory legal framework
in order to correct it in the direction of increasing the efficiency of using digital tech-
nologies in modern criminology.

Key words: criminal legislation, criminal procedural law, Investigative Commit-
tee, digital technologies, criminalistics.

The digitalization of public relations, of course, dictates new, previously
unknown approaches in forensic theory and practice. The analysis of investiga-
tive practice reflects the fact that the legislator in this direction lags somewhat
behind the development of high technologies, and, as a consequence, in the in-
vestigator's practice, questions often arise that require both scientific substan-
tiation and practical testing and use.

These problems can be systematized and identified the main problems of
digitalization.

Firstly, it concerns the use of digital technologies in proving legal facts.

We are talking about modern possibilities of collecting evidence-based in-
formation both by operational-search and investigative ways, namely:

v Obtaining satellite photos of images of open areas of the terrain
due to remote sensing of the Earth's surface. To date, an agreement has

* Bastrykin Alexander Ivanovich, Chairman of the Investigative Committee of the Rus-
sian Federation, Doctor of Law, Professor, Honored Lawyer of the Russian Federation. E-mail:
lawinst-spb@mail.ru
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been concluded between the Investigative Committee of the Russian Federation
and the Scientific Center for Operational Monitoring of the Earth (NTs OMZ) of
the Russian Space Systems (Roscosmos), according to which all relevant in-
formation is synchronized and supplied to the Main Department of Criminalis-
tics (Forensic Center) of the Investigative Committee of Russia. Thus, any in-
vestigator has the ability to promptly through e-mail receive information about
the availability of the necessary personnel at the time of interest in a specific
place.

So, in the Republic of Adygea, the investigator proved the person's guilt in
committing crimes under Art. 171 of the Criminal Code of the Russian Federation
“lllegal Business” and Art. 198 of the Criminal Code of the Russian Federation
“Evasion of an individual from paying taxes, fees and (or) an individual — a payer
of insurance premiums from paying insurance premiums”, which refused to ac-
knowledge the fact of using the fenced area as an unauthorized parking lot. Pho-
tos from space not only confirmed such illegal actions for a long time. But they
also allowed to count the number of cars (light trucks) that were parked in the
parking lot.

Earth remote sensing data were successfully used in the investigation of the
facts of sabotage and other illegal activities on the territory of Ukraine and Rus-
sia, Savchenko Nadezhda.

v Use of digital devices in vehicles. Computer systems of motor vehicles
provide the investigators with quite useful information about the speed of the
vehicle, the weight of passengers and driver, routes of movement, etc.

For example, the event data recorder AUTO (EDR ACU) in an accident or
under conditions close to an accident can store (depending on the manufactur-
er of the device) up to 60 analog and 30 specific (on / off) parameters of a mov-
ing vehicle, many of which are forensically significant. Among such parame-
ters, during a certain time interval before the collision (overturning), the follow-
ing can be recorded:

— the state of the latch of the driver's and passenger's seat belt buckle in
the front seat;

— position of the gear shift lever;

— the degree of pressing the accelerator pedal, brake;

— engine speed;

— readings of the speedometer;

— turns of the steering wheel,;

— the state of the ABS, ESR, SRS systems;

— time of activation of emergency braking systems

— signals from light and rain sensors.

Moreover, the information in the electronic memory EDR is continuously
updated. At the same time, the memory capacity of some EDR models allows
storing per-second data recorded for a period of time covering 5 seconds before
the collision (overturning), and ending with 1 second after it.

v Receiving data from street, transport, internal video cameras. Vid-
eo recording of the investigative actions themselves. It is difficult to overes-
timate the value of video recording of investigative actions. This additional fixa-
tion allows:
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firstly, the investigator should concentrate on the essence and purpose of
the investigative action, its tactics, establishing psychological direct contact
with the participants, and not documenting it in the form of a mechanical
drawing up of a protocol;
secondly, visually, an unlimited number of times to reproduce the course and
content of the investigative action, and not only its result, to focus the atten-
tion of the investigator on previously unnoticed details;

thirdly, he is critical of the change in the testimony by the person, since it
confirms the absence of any influence in relation to him, leading questions,
and also fixes the moral and physical state of the latter;

fourthly, to record the non-verbal reactions of the participant in the inves-
tigative action (facial expressions, rhythm and confidence of speech, reactions
to the questions posed, the position of the limbs, etc.) when answering ques-
tions posed by the investigator or other participants that are important for
a criminal case, demonstrating irrefutable evidence and so on;

fifth, to appoint a forensic phonoscopic and (or) psychological examination
based on video recordings of investigative actions, including for the exclusion of
alleged pressure on a person, possible leading questions, giving false testimony
(psychological and vocalographic examination, psychological and linguistic or
psychological acmeological);

sixth, to carry out the investigative action more effectively and offensively, to
prevent violations of the law and ethical norms on the part of all its participants;

seventh, to demonstrate in the court session a video recording of the in-
vestigative action, including in the event that the participants did not appear at
the session.

v' Criminally significant information contained in the memory of dig-
ital devices. The widespread use of electronic devices by both endured and
criminals (cellular telephones, smartphones, tablet computers, fitness brace-
lets, chip tickets for transport, navigators, portable GPS devices, etc.) in the
preparation, commission of crimes, concealment traces, demanded from foren-
sic experts to revise modern possibilities for collecting evidence. The issue re-
lated to the seizure, fixation and research of information contained in such
media has become relevant.

The value of such information is obvious for the detection, disclosure and
investigation of crimes, identification of unidentified corpses, etc. After all, with
the help of this information, the investigator can obtain criminally important
evidentiary or orienting information: to determine the location of the subject of
the crime, his accomplices, witnesses, victims at a certain time, get acquainted
with the log of calls, the content of SMS correspondence, chats, study the log of
browsers — Internet pages visited by a person, etc.

The investigator can obtain this information either through a communica-
tions operator or directly from an electronic device seized from the person.

The first step towards the unification of the current procedural legislation
of Russia and its adaptation, the modern capabilities of mobile operators in
providing assistance in the disclosure and investigation of crimes, was the in-
clusion of Art. 186.1 — “Obtaining information about connections between sub-
scribers and (or) subscriber devices” in the system of investigative actions.
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Today, investigators expand the possibilities of such an investigative ac-
tion indicate in the resolution not only the standard requested information
about the subscriber, the interlocutor, the type of connection, its date, time
and duration, but also the azimuth (the angle between the direction to the
north (zero compass) and the direction to the place location of the subscriber),
time energy (the time the signal travels from the subscriber's device to the base
station). After receiving this information, forensic investigators go directly to
the base station and, using a compass and a map of the area, designate the
area where the verified subscriber was. Also, with the help of electronic recon-
naissance sensors, all base stations are installed to which the user's phone
could be switched.

So, for example, in the Republic of Dagestan, a forensic investigator, work-
ing on the fact of the unknown disappearance of an entrepreneur, using the azi-
muth of the last connection and the intersection of the coverage vectors of pre-
vious connections, managed to establish the place of his murder. A thorough ex-
amination of the scene made it possible to find a body drowned in the sea and to
track the killers (the victim's daughter and her boyfriend).

Often, the location of the person of interest to the investigating authorities
can be established subject to the seizure of gadgets that are constantly with
this person and have a built-in receiving and transmitting GPS or GLONAS
module (smartphone, tablet, electronic watch, books, heart rate monitor, pe-
dometer, fitness bracelet, car registrar). These devices, provided that the navi-
gation function is activated, store data on their location (and, most likely, the
user's location) in memory. Also, user devices with wireless LAN WI-FI technol-
ogy save information about the place and time of connection with the router;

In this vein, the “assistants” of the investigation are also media files (pho-
tos, videos) stored in various digital devices and social networks. Most modern
photo cameras save the latitude and longitude of the location where the photo
or video was taken. You can check the alibi of a person with the help of tickets
for transport seized from him, card-passes equipped with microcircuits that are
triggered by touching the validator in surface public transport, metro, at
checkpoints to various institutions.

So, in Moscow, according to the metadata of a photograph of a carpet taken
by a kidnapped child in the abuser's apartment, the address of the house was
established and by way of a round-trip round the criminal's apartment. During
the inspection of the apartment, it was possible to seize a sufficient amount of
evidence confirming the guilt of the person and confirming the multi-episode na-
ture of his actions.

Moreover, the sensors of the electronic situation received by the forensic
departments, as well as the freely available Netmonitor, G-nettrack programs al-
low investigators to track and fix base stations (2G, 3G,) of all telecom operators
and make a point request to the operator indicating the identification data of the
stations (LAC, CID - for the type of network 2G, 3G or TAC and CL - for LTE).

For example, in the city of Oryol, a forensic investigator established the loca-
tion of the wanted murderer of a minor girl. After receiving information from the
telecom operator and finding out that the offender is connecting through the same
base stations, a visit to the location of these repeaters was organized, with the
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help of specialized programs, the boundaries of the person's stay in dense build-
ings were outlined. Through a door-to-door tour with a photograph of the killer,
the latter was discovered and detained.

This information, subject to the operator's correct initial data and careful
analysis (including using hardware and software systems in service with law
enforcement agencies), allows you to establish information about the subscrib-
er's area of residence at a certain time, the duration of stay in this place; con-
firm the fact of his presence at the sites of other (similar) incidents; to check
the possibility of simultaneous stay of the suspect and the victim (the suspect
with the victim's phone on) in one place at the same time.

If the gadget has already been seized by the investigator, then he has the
opportunity to examine it using high-tech forensic technology. For example, the
hardware and software complex “Oxygen Forensic Suite” or “UFED” can also
view deleted data (call log, SMS, MMS, chat data, photo and video files, visited
Internet resources), which help correctly build versions of unobvious crimes,
prove the guilt (innocence) of the person being checked, confirm the preparato-
ry actions, or actions to hide the traces of the crime, establish an additional
witness or a new illegal episode.

So, during the investigation of the fact of committing violent acts of a sexual
nature against a minor Golovanova O.V. (Amur Region) suspects Kuznetsov T.Sh.
and Ivanishchev M.O. they completely denied their guilt.

Inspection of the cell phones seized from them with the help of the UFED
complex made it possible to restore and copy previously deleted video recording
files, one of which recorded the process of committing criminal acts.

At the same time, a video frame was recorded by a clearly visible license
plate of the criminals’ car, the brand of which and, moreover, the license plate
the victim could not name. In the course of the investigative and operational-
search measures, A.M. Rebrov was identified — the main perpetrator of the crime
committed against Golovanova. The seized video became the decisive proof of his
guilt.

In addition, the use of UFED when examining cell phones seized on the ba-
sis of fatal railway injuries made it possible in a number of cases to restore de-
leted SMS messages indicating suicidal intentions of citizens.

The Main Department of Criminalistics of the Investigative Committee of
the Russian Federation has a hardware and software complex “Segment-S”,
which allows carring out analytical work of cellular networks, to identify possi-
ble periodic intersection of subscribers, their joint location, traffic routes,
points of last registration, etc.

Search and analytical work in social networks and the study of the user's
Internet activity are becoming widespread in forensics.

The LIS-M complex allows you to find a specific user, visually displays the
social graph of users and groups, and also solves such problems as finding
common acquaintances of a suspect, identifying clusters, calculating centrality
metrics.

Secondly, the use of digital technologies to optimize procedural and ma-
nagerial processes, both at the stage of initiating a criminal case and during
the investigation of a crime.
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It is obvious that modern criminal justice has a steady trend towards digi-
talization and this is inevitable. We are talking about those domestic and for-
eign regulatory innovations concerning the widespread use of various electronic
devices for objectification and simplification to investigative checks, criminal
investigations and court proceedings.

It should be admitted that the domestic criminal process lags behind in this
direction. Communication with investigators, study of their daily work indicates
the need to revise some conservative approaches. We are talking about the possi-
bility of remote (using videoconferencing) interrogations of some participants, the
inappropriateness of duplicating a video recording of an investigative action and
drawing up a protocol, operational electronic requests in accordance with Article
21 of the Criminal Procedure Code of the Russian Federation, and much more.

The work of an investigator, like any other, must keep pace with the times.
High technologies and technologies of artificial intelligence are developing in
our country, but, unfortunately, not in the field of jurisprudence. Most of the
software used for lawyers is help systems (Consultant +, GARANT, etc.). This is
definitely not enough. Until now, there is no high-quality and regularly updated
automated workplace (AWS) for the investigator; virtual reality technologies are
poorly used. Therefore, the only way to develop legal application software is to
develop it by an organization independently. The Investigative Committee of the
Russian Federation also took this path.

The information system “Electronic passport of a criminal case” was put into
effect by Order of the Investigative Committee of Russia No. 27 / 108r dated
09.04.2014. According to the information of the State Investigative Committee of
the North Caucasus Federal District, for the first half of 2016, this information
system contains more than 45,000 cards of criminal cases, 600 user accounts,
uploaded over 300,000 files related to criminal investigations. The information
system allows real-time monitoring of the progress of the investigation of a crimi-
nal case, monitoring the execution of instructions in a criminal case, ensuring ef-
fective procedural control and planning the investigation of a criminal case.

The role of the information system “Electronic passport of a criminal case”
cannot be underestimated. It allows you to reduce paperwork and simplify pro-
cedural control over investigated criminal cases.

At the same time, like any software, it is not without flaws. Most of them
stem from the fact that the system “Electronic passport of a criminal case” is
operating so far only on the territory of the South and North Caucasian Federal
Districts. This system was developed by the employees of the Investigative
Committee and is maintained by them in an up-to-date and efficient state.
Scaling this information system to all departments of the Investigative Commit-
tee requires its completion. A number of proposals can be made to improve the
information system “Electronic passport of a criminal case”:

1. Introduce methodological recommendations and information materials
into the information system on the results of the investigation of various cate-
gories of criminal cases and the conduct of certain investigative actions.

2. Create an “Archive of Criminal Cases” so that when viewing the general
list of criminal cases investigated by a specific investigative department, exactly
those cases that are currently being processed are opened.

179



3(119)-2029 Kpranieckan moican

3. In order to ensure the completeness of procedural control over the in-
vestigation of criminal cases at all stages of criminal proceedings, add to the
information system "Electronic passport of a criminal case" a book for register-
ing messages about a crime of each territorial investigation department in elec-
tronic form.

It should also be noted that it is advisable to expand the database and
connect all the investigative departments of the Investigative Committee of the
Russian Federation to it.

At the Moscow Academy of the Investigative Committee of the Russian Fed-
eration, all the necessary conditions have been created for the development of all
educational programs being implemented through the purposeful organization of
the educational process, the choice of forms, methods and teaching aids. Particu-
lar attention is paid to active forms of conducting training sessions, which ensure
the rapid assimilation of educational material and form the necessary practical
skills, including using the capabilities of a computer class.

Therefore, training managers in the skills of working in the “Electronic
passport of a criminal case” system within the framework of advanced training
programs will contribute to a deeper study of all its capabilities.

Thirdly, these are the problems that arise during the introduction of new
information technologies in law enforcement practice.

First of all, let us dwell on the legal side of the issue, the admissibility of
the actions of the investigator described above.

The current domestic legislation leaves open the question of whether law
enforcement officers should receive a court decision to inspect the phones and
the information contained in them of the participants in criminal proceedings.
This problem is not specified in the Resolution of the Plenum of the Supreme
Court of the Russian Federation of June 1, 2017 No. 19 “On the practice of
consideration by the courts of petitions for the production of investigative ac-
tions related to the restriction of the constitutional rights of citizens (Article
165 of the Criminal Procedure Code of the Russian Federation)” [1].

In this regard, among the scientific community and practical workers,
there are different opinions on this issue, as well as on the question of which
information contained in the phone's memory the law enforcement agencies
have the right to get acquainted with without a court decision, and which not.
Judicial practice is also ambiguous in this direction [2, p. 58].

Some authors and representatives of the prosecutor's office, for example,
suggest that during the examination of the mobile phone of the participants in
the criminal process not to be limited only to an external examination, but to
pay attention to and reflect in the protocol the technical characteristics, the
contents of the memory of the mobile phone, information about subscriber
connections, SMS messages, use special technical means for inspection, allow-
ing you to recover deleted data. The relevant indications are reflected in the
acts of the prosecutor's response [3, p. 23].

The prohibition on interference in a person's personal and family life, on
familiarization with his correspondence is established in Article 12 of the Uni-
versal Declaration of Human Rights, as well as in Art. 8 of the European Con-
vention for the Protection of Human Rights and Fundamental Freedoms. More-
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over, the last Convention separately emphasizes the prevention of interference
by state bodies in the exercise of these rights. At the same time, in both Con-
ventions, a reservation is made that in exceptional cases established by law
such interference is still possible.

In Art. 23 of the Constitution of the Russian Federation also proclaims
that everyone has the right to privacy of correspondence, telephone conversa-
tions, postal, telegraph and other messages. Limitation of this right is allowed
only on the basis of a court decision.

So, canceling the ruling of the court of first instance, the panel of judges noted
the following. When making a decision, the court of the first in-station did not take
into account the provisions of Article 23 of the Constitution of the Russian Federa-
tion, as well as the requirements of Articles 13, 38 of the Criminal Procedure Code
of the Russian Federation. Inspection of the phone does not include inspection of
its contents, since information about telephone connections, contacts and SMS
messages are protected by the Constitution of the Russian Federation.

Despite the fact that Chapter 25 of the Criminal Procedure Code of the Rus-
sian Federation does not directly enshrine the duty of the investigator to obtain
judicial permission to inspect SMS correspondence, this duty follows from other
norms of both the criminal procedure law and the provisions of the Constitution
of the Russian Federation, and from international norms enshrined in the Con-
vention on the protection of human rights and fundamental freedoms, subject to
unconditional application in the Russian Federation. Inspection of the personal
correspondence contained in the suspect's mobile phone, taking into account the
nature and degree of interference, is virtually identical to the inspection of postal
and telegraph items or telegrams, for which Article 185 of the Criminal Procedure
Code of the Russian Federation provides for the need for a court decision.

When examining a mobile phone, the investigator thoroughly described all
connections between subscribers, namely between the victim and those per-
sons to whom he sent SMS messages and from whom he received such mes-
sages, up to indicating the time of connections, phone numbers and names of
persons who they use these phones. At the same time, article 186.1 of the
Criminal Procedure Code of the Russian Federation provides for the need for
judicial permission to obtain information about connections between subscrib-
ers and (or) subscriber devices [4].

The Judicial Collegium for Criminal Cases of the Yamalo-Nenets Autonom-
ous District Court noted that the information that constitutes the secrecy of tele-
phone conversations protected by the Constitution of the Russian Federation and
laws in force on the territory of the Russian Federation is any information trans-
mitted, stored and installed using telephone equipment, including information
about incoming and outgoing signals for connecting the telephone sets of specific
communication users, therefore, in order to obtain this kind of information by the
authorities investigating crimes, in accordance with the requirements of Article
165, Part 3 of Article 183 of the Code of Criminal Procedure of the Russian Fed-
eration, a court decision is required.

However, as follows from the materials of the case, the examination of the
information contained in the telephone by the bodies of the preliminary investi-
gation was carried out without a court decision.
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According to Article 75 of the Criminal Procedure Code of the Russian
Federation, evidence obtained in violation of the requirements of the Code of
Criminal Procedure of the Russian Federation is inadmissible; therefore, it has
no legal force and cannot be used as the basis for an accusation. Hence, the
protocol of the inspection of the object is subject to exclusion from the number
of evidence admissible for assessment.

The Collegium emphasized that human and civil rights and freedoms can be
limited by federal law only to the extent necessary in order to protect the founda-
tions of the constitutional order, morality, health, rights and legitimate interests
of others, to ensure the country's defense and security state (part 3 of article 55
of the Constitution of the Russian Federation) [5].

It should be noted that the investigator, due to the specifics of the functions
assigned to him for the disclosure and investigation of crimes, the adoption of
procedural decisions, more often than anyone else affects the constitutional
rights and freedoms of citizens, including the right to privacy of correspondence.
At the same time, of course, this is done in order to protect the rights and legi-
timate interests of other persons (part 1 of article 6 of the Criminal Procedure
Code of the Russian Federation, part 4 of article 1 of the Law “On the Investiga-
tive Committee of the Russian Federation”, the foundations of the constitutional
order, morality, health, ensuring the country's defense and state security.

The courts, recognizing as inadmissible evidence, the protocols of the ex-
amination of the information contained in the telephone, often referred to the
Definition of the Constitutional Court of the Russian Federation dated
02.10.2003 No. 345-O No. 4 and to Art. 186.1 of the Code of Criminal Proce-
dure of the Russian Federation — “Obtaining information about connections be-
tween subscribers and (or) subscriber devices”, which is not correct. It is ne-
cessary to clearly distinguish between situations and emerging legal relation-
ships when the phone is seized during the course of an investigative action and
is kept by the investigator from cases when the investigator turns to a cellular
operator to obtain information.

Of course, the legislation on communications provides for the secrecy of
communications and the protection of information. Information about sub-
scribers and the communication services provided to them, which became
known to communication operators by virtue of the execution of the contract
for the provision of communication services, is information of limited access
and is subject to protection in accordance with the legislation of the Russian
Federation [6]. Access to them is possible only on the basis of a court decision.
Moreover, it should be noted that both in the normative acts and in the deci-
sion of the Constitutional Court it is precisely about access to this information,
and not about familiarizing the investigator with it. After all, the investigator,
for example, having received information from the operator about connections
between subscribers by a court decision, examines the submitted documents
in accordance with Part 5 of Art. 186.1 of the Code of Criminal Procedure of the
Russian Federation already without a court decision, about which a separate
protocol of examination of documents is drawn up.

If the phone has already been confiscated and is in the possession of the
investigator, then its examination, which seems to include the examination of
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the information contained in it (including deleted information), is carried out
without a court decision.

Here many practitioners draw an analogy with confiscated computers, as
well as electronic and ordinary notebooks, letters, etc.

So, on September 30, 2014, the Supreme Court of the Russian Federation
considered the cassation appeals of the convict and his lawyer against the ver-
dict of the Supreme Court of the Republic of Khakassia, which, among other
things, indicated that the examination of the mobile phone seized from the con-
vict, containing data on his telephone conversations, was carried out with viola-
tion of the law due to the absence of a court decision.

Evaluating the arguments of the complaints, the Supreme Court of the Rus-
sian Federation indicated that the examination of the mobile phone was carried
out by the investigator in accordance with Art. 176 of the Code of Criminal Pro-
cedure of the Russian Federation and, contrary to the assertions of the convicted
person, this did not require a court decision [7].

Another example. In February 2015, the Primorsky Regional Court consi-
dered an appeal by a prosecutor who did not agree with the decision of the dis-
trict court to refuse to satisfy the investigator's request for permission to inspect
mobile phones seized during a search of a home.

In the appeal, the prosecutor indicated that from the provisions of Part 2
of Art. 23 of the Constitution of the Russian Federation it follows that everyone
has the right to privacy of correspondence, telephone conversations, postal,
telegraph and other messages. Limitation of such a right is allowed only on the
basis of a court decision. In the absence of a court decision to inspect the tele-
phone and to obtain information containing confidentiality of correspondence,
the investigator reasonably applied to the court for permission to inspect the
mobile phone seized during the search in the home.

The prosecutor noted that the court, refusing to satisfy the request of the in-
vestigator, motivates its decision by the fact that the criminal procedure law does
not provide for obtaining permission for the specified investigative action and actual-
ly explains the possibility of examining the information contained in the mobile
phone, which will entail a violation of the person's right to secrecy of correspon-
dence, provided for in Part 2 of Art. 23 of the Constitution of the Russian Federation.

However, the appellate court agreed with the arguments of the first instance
court about the absence of grounds for judicial authorization of the telephone in-
spection.

The court established that the search in the suspect's home in order to
find mobile phones and other means of communication was carried out in ac-
cordance with the requirements of the Code of Criminal Procedure of the Rus-
sian Federation, i.e. based on a court decision.

Justifying the decision, the court indicated that in accordance with Art. 29
of the Code of Criminal Procedure of the Russian Federation, a court decision is
necessary to control and record telephone and other conversations, to obtain in-
formation about connections between subscribers and (or) subscriber devices.

The appellate court agreed with the findings of the district court that,
within the meaning of the law, obtaining a court decision is necessary in the
course of operational-search or investigative measures to retrieve informa-
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tion held by a telecom operator in order to ensure the legality of its ap-
pearance from the relevant body carrying out criminal prosecution. At the
same time, the court noted that the criminal procedural legislation does not pro-
vide for the receipt by the body producing ORM or preliminary investigation of
a court decision to conduct an inspection, for example, protocols of telephone
connections between subscribers, provided on the basis of a court decision.

According to the court of appeal, the court reasonably refused to allow the
investigator to inspect the mobile phones seized during the search of the home,
since this is not provided for by the criminal procedure legislation. In such cir-
cumstances, in the opinion of the court of appeal, there were no grounds for
satisfying the petition filed by the investigator, in the opinion of the court of
appeal, and the arguments of the appeal submission about a possible violation
of the person's right to privacy of correspondence, provided for in Part 2 of Art.
23 of the Constitution of the Russian Federation, are not based on the norms
of the criminal procedure law, and therefore are not subject to satisfaction [8].

So, despite the ambiguity of the issue raised, it should be concluded that
in situations where the cell phone of a participant in criminal proceedings is
seized and is from the investigator, it is not required to receive a court decision
for its examination and familiarization with the digital content.

Indicative in this vein is the Definition of the Constitutional Court of the Rus-
sian Federation dated 25.01.2018 No. 189-O “On the refusal to accept for con-
sideration the complaint of citizen Dmitry Alexandrovich Prozorovsky on violation
of his constitutional rights by Articles 176, 177 and 195 of the Criminal Proce-
dure Code Russian Federation”. In this decision, the Constitutional Court em-
phasized that the conduct of an examination and examination in order to obtain
information relevant to a criminal case in the electronic memory of subscriber de-
vices seized during investigative actions in the manner prescribed by law does
not imply the issuance of a special court decision on this [9].

And finally, fourthly, the issues of introducing digital technologies into
expert activities.

Information technologies occupy a special place among forensic examina-
tions today. The consequence of this was, on the one hand, a certain transfor-
mation of expert research as a cognitive process, on the other, a significant ex-
pansion of its capabilities, as well as an increase in the scientific validity of the
data obtained. At present, there are several directions of computerization of fo-
rensic activity.

Thus, the Information Retrieval System (ISS) “Arms” is designed to store
and search for information on rifled weapons; The information retrieval system
(ISS) “Patron” is designed to store and search information on cartridges for rifled
weapons. The generator of expert opinions (GEZ) “Blade” is designed to create an
expert opinion on melee weapons; “Arsenal” is a modern powerful computer sys-
tem that allows automating the entire technological chain of research of bullets,
shells and their fragments: from entering information and creating an electronic
database, checks and comparative studies to obtaining an expert opinion.

In addition, digital technologies are used in the production of almost all ex-
isting forensic examinations: linguistic, video-technical, phonoscopic, computer-
technical, etc.
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Modern digital technologies in the field of recording audiovisual informa-
tion have reached such a level of development that prerequisites are created for
the use of these technologies for forensic purposes. Digital methods of record-
ing information have largely surpassed analogue means in the quality of re-
cording, reproducing and storing recorded information.

The central issue is the question of the fundamental admissibility of using
a computer in the production of forensic research itself and about the condi-
tions under which this becomes possible.

Nowadays, the question is not raised (in those cases when an expert uses
a computer as a tool of labor) whether he has learned the mechanism of the
“research” activity of a machine. Another thing is important — whether this ma-
chine works reliably in a technical sense and whether it gives correct results in
relation to the technology of the process being carried out, for example, in rela-
tion to the analysis of the quantitative characteristics of the selected features.

The assertions that the expert cannot explain either the nature of the op-
eration of the computer or the principles of forming the “conclusions” of the
machine are also untenable. The fact is that any computer operates according
to clear and unambiguous algorithms, the fundamental structure of which can
be understood by any subject specialist. If you do not talk about the rarest
failures, the computer does only what it is prescribed by a person.

Summing up, it can be noted that expert systems not only do not imply
the displacement of a person from any intellectual spheres of activity, but, on
the contrary, are guided by the fact that the professional knowledge of a spe-
cialist plays a significant role in expert systems. This role is to make the
knowledge of one or more experts the property of any specialist in the field,
regardless of space-time constraints. It is also important that the higher the
degree of automation of the expert research, the less the degree of creative
participation of the expert, but on the other hand, with the help of automa-
tion, the expert spends less time on work and is more accurate in his as-
sessments.
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