
Lecture Notes in Networks and Systems 805

Andrea Bencsik
Anastasia Kulachinskaya   Editors

Digital 
Transformation: 
What is 
the Company 
of Today?



Lecture Notes in Networks and Systems 

Volume 805 

Series Editor 

Janusz Kacprzyk , Systems Research Institute, Polish Academy of Sciences, 
Warsaw, Poland 

Advisory Editors 

Fernando Gomide, Department of Computer Engineering and Automation—DCA, 
School of Electrical and Computer Engineering—FEEC, University of 
Campinas—UNICAMP, São Paulo, Brazil 

Okyay Kaynak, Department of Electrical and Electronic Engineering, 
Bogazici University, Istanbul, Türkiye 

Derong Liu, Department of Electrical and Computer Engineering, University of 
Illinois at Chicago, Chicago, USA 

Institute of Automation, Chinese Academy of Sciences, Beijing, China 

Witold Pedrycz, Department of Electrical and Computer Engineering, University of 
Alberta, Alberta, Canada 

Systems Research Institute, Polish Academy of Sciences, Warsaw, Poland 

Marios M. Polycarpou, Department of Electrical and Computer Engineering, 
KIOS Research Center for Intelligent Systems and Networks, University of Cyprus, 
Nicosia, Cyprus 

Imre J. Rudas, Óbuda University, Budapest, Hungary 

Jun Wang, Department of Computer Science, City University of Hong Kong, 
Kowloon, Hong Kong

https://orcid.org/0000-0003-4187-5877


The series “Lecture Notes in Networks and Systems” publishes the latest 
developments in Networks and Systems—quickly, informally and with high quality. 
Original research reported in proceedings and post-proceedings represents the core 
of LNNS. 

Volumes published in LNNS embrace all aspects and subfields of, as well as new 
challenges in, Networks and Systems. 

The series contains proceedings and edited volumes in systems and networks, 
spanning the areas of Cyber-Physical Systems, Autonomous Systems, Sensor 
Networks, Control Systems, Energy Systems, Automotive Systems, Biological 
Systems, Vehicular Networking and Connected Vehicles, Aerospace Systems, 
Automation, Manufacturing, Smart Grids, Nonlinear Systems, Power Systems, 
Robotics, Social Systems, Economic Systems and other. Of particular value to 
both the contributors and the readership are the short publication timeframe and 
the world-wide distribution and exposure which enable both a wide and rapid 
dissemination of research output. 

The series covers the theory, applications, and perspectives on the state of the art 
and future developments relevant to systems and networks, decision making, control, 
complex processes and related areas, as embedded in the fields of interdisciplinary 
and applied sciences, engineering, computer science, physics, economics, social, and 
life sciences, as well as the paradigms and methodologies behind them. 

Indexed by SCOPUS, INSPEC, WTI Frankfurt eG, zbMATH, SCImago. 

All books published in the series are submitted for consideration in Web of Science. 

For proposals from Asia please contact Aninda Bose (aninda.bose@springer.com).

mailto:aninda.bose@springer.com


Andrea Bencsik · Anastasia Kulachinskaya 
Editors 

Digital Transformation: What 
is the Company of Today?



Editors 
Andrea Bencsik 
Department of Management 
University of Pannonia 
Veszprém, Hungary 

Anastasia Kulachinskaya 
Graduate School of Industrial Economics 
Peter the Great St. Petersburg Polytechnic 
University 
St. Petersburg, Russia 

ISSN 2367-3370 ISSN 2367-3389 (electronic) 
Lecture Notes in Networks and Systems 
ISBN 978-3-031-46593-2 ISBN 978-3-031-46594-9 (eBook) 
https://doi.org/10.1007/978-3-031-46594-9 

© The Editor(s) (if applicable) and The Author(s), under exclusive license to Springer Nature 
Switzerland AG 2023 

This work is subject to copyright. All rights are solely and exclusively licensed by the Publisher, whether 
the whole or part of the material is concerned, specifically the rights of translation, reprinting, reuse 
of illustrations, recitation, broadcasting, reproduction on microfilms or in any other physical way, and 
transmission or information storage and retrieval, electronic adaptation, computer software, or by similar 
or dissimilar methodology now known or hereafter developed. 
The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication 
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant 
protective laws and regulations and therefore free for general use. 
The publisher, the authors, and the editors are safe to assume that the advice and information in this book 
are believed to be true and accurate at the date of publication. Neither the publisher nor the authors or 
the editors give a warranty, expressed or implied, with respect to the material contained herein or for any 
errors or omissions that may have been made. The publisher remains neutral with regard to jurisdictional 
claims in published maps and institutional affiliations. 

This Springer imprint is published by the registered company Springer Nature Switzerland AG 
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland 

Paper in this product is recyclable.

https://doi.org/10.1007/978-3-031-46594-9


Contents 

Transformation of Marketing Complex of IT-Companies 
in the Digital Age (The Case of Video Game Industry) . . . . . . . . . . . . . . . . 1 
Nikolay Nikolaevich Molchanov, Oksana Sergeevna Muraveva, 
Kirill Antonovich Yumashev, and Nikolay Vladimirovich Lukashov 

Hierarchical Cybernetic Model of Oil Production Enterprise 
with Distributed Decision-Making Centers . . . . . . . . . . . . . . . . . . . . . . . . . . . 21 
Daria E. Fedyaevskaya, Zhanna V. Burlutskaya, Aleksei M. Gintciak, 
and Saurav Dixit 

Digital Modelling of the System of Knowledge Exchange 
and Building Within a Network of Industrial Enterprises . . . . . . . . . . . . . 35 
Zhanna V. Burlutskaya, Aleksei M. Gintciak, and Lo Thi Hong Van 

Digital Ecosystems Development in Russian Media Industry 
as a Result of Their Digital Transformation . . . . . . . . . . . . . . . . . . . . . . . . . . 45 
Arkady Kiselev and Liubov Silakova 

Assessing the Product Maturity of the IT Team in the Context 
of Digital Transformation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63 
A. V. Ivanov and L. V. Silakova 

Support for Management Decision-Making Based on the “HAM” 
Method and the DL “Random Forest” Model to Increase Company 
Efficiency . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85 
Nikolay Lomakin, Maxim Maramygin, Alexey Polozhentsev, 
Julia Polozhentseva, Pavel Kravchenya, and Galiya Rakhmankulova 

Digital Transformation of Heat Supply and Unified Heat Supply 
Organizations Based on the Introduction of Digital Control 
Elements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 105 
Valeriya Glazkova

v



vi Contents

Railway Transport Digitalization: Development Methodology 
and Effects of Digital Implementation Processes . . . . . . . . . . . . . . . . . . . . . . 123 
Natalia A. Zhuravleva and Tomas Kliestik 

Digital Transformation of the Corporate Accounting and Finance 
Process: Limitations and Risks for Russian Companies . . . . . . . . . . . . . . . 147 
N. V. Generalova, G. V. Soboleva, I. N. Guzov, S. A. Soboleva, 
and N. A. Polyakov 

New Opportunities for Predicting Heat Supply to Consumers 
in the Context of Digitalization of Operation Processes . . . . . . . . . . . . . . . . 165 
Natalia G. Verstina, Olga F. Tsuverkalova, and Nikolay A. Verstin 

RPA and Choosing Business Processes for Automation . . . . . . . . . . . . . . . . 179 
Igor Nickolaevich Lyukevich, Artsrun Vrezhevich Melikyan, 
and Inga Prokhorovna Sokolova 

Predicting the Probability of Bankruptcy of Service Sector 
Enterprises Based on Ensemble Learning Methods . . . . . . . . . . . . . . . . . . . 195 
Dmitriy Rodionov, Aleksandra Pospelova, Evgenii Konnikov, 
and Darya Kryzhko 

Intellectual Resources of Energy Sector Management in the Frames 
of Digital Economy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 209 
Natalia Ketoeva and Ekaterina Orlova



Transformation of Marketing Complex 
of IT-Companies in the Digital Age (The 
Case of Video Game Industry) 

Nikolay Nikolaevich Molchanov , Oksana Sergeevna Muraveva , 
Kirill Antonovich Yumashev , and Nikolay Vladimirovich Lukashov 

Abstract The digital transformation of industries and companies is an integral 
element of progress at the present stage. However, companies are experiencing 
problems in systematizing and finding effective marketing digital approaches. The 
purpose of this paper is to develop proposals for improving the marketing mix for 
digital video game industry companies. Interest in the study is due to the lack of 
effective marketing tools that would satisfy the requirements of modern companies 
in this field. The methodological basis of the paper is the research of theory and 
practice of applying innovative digital technologies in the field of marketing. An 
empirical study of video game companies was also carried out on the base of general 
scientific principles, methods of systemic, logical analysis, generalizations, as well 
as methods of mathematical statistics. The results of the research can be summarized 
in three blocks. Firstly, an overview of the digitalization level of countries. For this, 
the relationship between the overall level of digitalization and the level of GDP per 
capita by countries was analyzed; business use of the main digital technologies was 
investigated; index of digital technologies development was determined by country 
of the world. Secondly, the characteristics of the video game industry were given: 
the concept, market capacity, main segments, the place of the Russian Federation in 
this market was determined; the numerical value of companies in the video game 
industry was analyzed for different types of markets; ranking of countries by the size 
of the company’s net profit in the video game industry was presented. Thirdly, the 
peculiarities of marketing mixes elements for IT products were indicated, with the 
highlighting of new components suggested by authors; the financial performance of 
companies using streaming platforms as a technology to promote their products were 
analyzed; the main digital marketing technologies were identified in terms of popu-
larity among IT companies. A comparative analysis of specific marketing software 
was also carried out, which can be used in the development of marketing campaigns 
in the IT field to create, analyze and optimize the reach of the target audience.
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1 Introduction 

Many sectors of the economy are currently undergoing digital transformation 
processes [1]. With the changing paradigms of the consumer and business market, 
organizations are increasingly forced to adopt digital technologies. This is already 
an unstoppable process, and digitalization is a concomitant element of progress. The 
continuous development of Information and Communication Technologies (ICT) has 
led to the emergence of a new digital reality, where new sectors, products and services 
have been developed as a result of the rapid digitalization of the world economy [2]. 

When forming the Global Innovation Index (GII) 2022, experts identified the main 
directions for two new waves of innovation: (1) a wave of innovation in the field 
of digitalization based on supercomputers and artificial intelligence (ICT-sphere) 
(2) a wave of Deep Science innovation based on breakthroughs in biotechnology, 
nanotechnologies and new materials. According to statistics, Russia is 47th in the 
GII ranking among 132 countries. Today our country is in 34th position in terms of 
the use of ICT, and only in 70th in terms of the export of ICT services (1.7% of the 
total turnover) [3]. 

At the present time companies from the digital industries are experiencing issues 
in systematizing and finding effective methods for products promotion, because 
of the emergence and development of new technologies. Innovations in the tech-
nology sector affect the process of digitalization in industries, in digital marketing 
itself and in digital products. The development of digital marketing, and the decline 
in the effectiveness of classical marketing tools, as well as the increase in prices 
for such campaigns, requires the systematization of theoretical provisions and the 
development of a methodology for using digital technologies in marketing. 

A distinctive feature of a digital product from a classic physical product is its 
intangible form. This entails both certain difficulties (legal problems of authorship 
and patenting of such products, pricing issues, and others), as well as additional 
opportunities. The most important and basic opportunity is the ability to innovate 
and upgrade the product endlessly. At the same time, digital product can be updated 
and upgraded without any technical and time restrictions. They also contain the 
fundamental developments of computer science and mathematics, in particular Data-
Science and Computer-Science [4]. The growth of digital sectors of the economy not 
only depends on R&D, but also forces to strengthen fundamental and applied research 
for ever-increasing technological needs. The highest priority in such areas are the 
achievement of quantum superiority, the creation of virtual reality and devices that 
allow human consciousness to interact directly with the virtual digital world [5]. 

In the last two decades, digital marketing has been actively developed and studied, 
using digital technologies (for example, PCs, mobile phones, the internet and its 
elements, etc.) to promote products and services, research target markets, sales,
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provision of services, community management, etc. Its progress has changed the way 
companies use marketing tools. As digital technology advances at an accelerating 
pace and costumers use digital devices more and more, digital marketing campaigns 
are becoming predominant and actively developing now. 

Modern marketing concepts are less developed in the outdated classical markets, 
but are actively being used in digital industries with digital products. But even compa-
nies in the video game industry that went digital more than 15 years ago face signif-
icant challenges in finding and applying new digital technologies that meet their 
requirements in marketing campaigns. A few years ago, every fourth product of the 
industry could boast of good profitability, but in modern realities, due to the increased 
importance of marketing and the obsolescence of its classic tools, as well as the poor 
research on this issue, only every twentieth product is recognized as commercially 
successful [6]. 

Many authors deal with marketing issues using digital technologies, in particular 
Gavrilov [7], Kulikova [8], Amado [9], Faruk et al. [10], Butenko and Chernikov 
[11], Grigoriev and Chvyakin [12], Krasavina [13], etc. 

There are much fewer works that would highlight the problems of digital sectors 
of the economy and innovative digital products presented at them. Such problems 
were considered in the papers of the following authors: Drokina [14], Kalimullin 
[15], Sokolova [16]. 

There are very few studies devoted to the marketing of videogaming digital prod-
ucts. Interest in this field is due to the lack of effective marketing tools that would 
meet the requirements of modern companies in the videogaming digital markets. 

2 Material and Methods 

The theoretical and methodological basis of the paper was the research of leading 
authors involved in the theory and practice of applying innovative digital technologies 
in the field of marketing. The study used reference and information publications, 
factual information published by marketing and information agencies of statistics, 
information materials and articles, as well as legislative acts and individual laws of 
different countries. 

An empirical study (questionnaire) of companies in the video game industry, the 
results of which are also presented in the article, was carried out based on general 
scientific principles of a comprehensive study of economic phenomena, methods 
of systemic, logical analysis, generalizations, as well as methods of mathematical 
statistics. Selective and monographic observations were used. The questionnaire 
designed by the authors of the study was distributed via the internet. The collected data 
were processed using IBM SPSS Statistics 26 & Excel program. The following tools 
were used to analyze the data: frequency analysis, comparison of means, correlation 
analysis.
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3 Results 

3.1 Overview of the Overall Level of Digitalization 
of Countries 

There is a pattern that countries with high GDP per capita have a higher digital-
ization index than countries with low GDP per capita (Table 1) [17, 18]. However, 
Russia breaks out of this logic of interconnection. It has an above-average digital 
transformation index, with a low GDP per capita. This can be explained by the 
availability of digital technologies (the cost of the internet, services, etc.), low tax 
rates, preferential terms for digital companies, etc. Digital methods of production 
and consumption of the product are transition factors to digitalization. The software, 
music and video game industries are the pioneers that have almost completed the 
digital transformation. 

According to Rosstat statistic, at the end of 2021, the share of organizations with 
a website was 46.2%. If we compare this value with EU countries, we can see that 
90% of large EU businesses have their own websites [19]. 

The situation with the use of traditional ICT by Russian companies [20] is the  
following. The share of enterprises using ERP for doing business by medium and large 
businesses reaches 19.6 and 37.5%, respectively. If we talk about the EU countries, 
these values reached 28% for small businesses, 57% for medium businesses and 76% 
(for large businesses). So, for example, in Belgium for medium-sized companies, the 
value reached 77.5% [21]. 

The share of companies using CRM-systems in Russia reached 13.4%. The 
maximum values among the OECD countries for this indicator were: Germany 
(43.35%), the Netherlands (62.18%), Finland (77.89%) respectively [22].

Table 1 The level of digitalization of countries, thousand USD per year (2021) 

Country Region GDP per capita, thousand USD Digitalization, % 

Singapore APAC 73 97 

USA North America 70 88 

Sweden EU 61 86 

Israel East 52 75 

Germany EU 51 95 

South Korea APAC 35 100 

Russia BRICS 12 55 

China APAC 12 94 

Brazil BRICS 7,5 39 

India APAC 2,2 52 
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Table 2 Use of key digital 
technologies by businesses in 
Russia and the EU 

Digital technology In Russia (%), 2021 In EU (%), 2021 

ERP 13,8 38 

CRM 13,4 35 

SCM 4,8 34 

Digital platforms 14,7 78 

The share of Russian enterprises using SCM systems, reaches 4.8%, while 41.26% 
in Germany and 66% in Belgium. The share of Russian enterprises using digital 
platforms is 14.7%, but in EU this figure reached 78% [23]. 

The summarized result is presented in Table 2, which demonstrates statistics on 
the main digital technologies and averages for Russia and the EU. 

Therefore, the level of use of digital technologies by Russian business is much less 
than that in the EU, while the maximum gap between the EU countries and Russia is 
in SCM technology. This conclusion can be confirmed on the base of the Information 
Technology Development Index (ICTD Index), which for Russia is 7.07, which is 
above the average, but below the advanced countries of the EU and the USA. So, 
Fig. 1 shows that Iceland has the maximum index (8.98), and the United States in 
this rating takes 16th place in the global list [24]. 

If we look at the digital industry, Russia occupies only 0.6% of the entire global 
digital industry. For the video game industry, which is part of the digital industry,

0 
1 
2 
3 
4 
5 
6 
7 
8 
9 

10 

Ic
el

an
d 

N
or

w
ay

 
Fr

an
ce

 
Fi

nl
an

d 
Ca

na
da

 
Cr

oa
tia

 
Cz

ec
h 

Bu
lg

ar
ia

 
Ba

ha
m

as
 

Le
ba

no
n 

Ku
w

ai
t 

Th
ai

la
nd

 
M

al
di

ve
s 

So
ut

h 
Af

ric
a 

Tu
ni

sia
 

Fi
ji 

G
ab

on
 

Bh
ut

an
 

Ca
m

bo
di

a 
M

ya
nm

ar
 

Se
ne

ga
l 

Ca
m

er
oo

n 
To

go
 

Eq
ua

to
ria

l G
ui

ne
a 

Et
hi

op
ia

 
Index of development of digital technologies 

by countries of the world 

Fig. 1 Index of development of digital technologies by countries of the world. (Compiled by the 
authors) 



6 N. N. Molchanov et al.

this value reaches 1%. According to Russoft statistics, the size of the digital market 
in Russia reached $34 billion and grew by 8% compared to the previous year [25]. 

Among specific digital technologies in the Russian online space, Yandex, the main 
search engine, dominates, followed by Google. Among the most popular applications 
are Yandex Taxi, Yandex Money, Yandex Market and others. Yandex is mainly used 
in Russian, takes into account the culture and its shades. SEO in Russia also has its 
own particular qualities. 

Digital transformation actively promotes the implementation of digital technolo-
gies, including in the marketing of IT-products. For example, there is a change in 
the structure of regional sales, by simplifying the globalization of product sales. It 
does not make sense to limit sales to a particular region or country in the video game 
market, since distributors allow products to be sold online in all countries where this 
is possible. 

3.2 Peculiarities of the Video Game Market 

A video game is a digital product which is sold online digitally and doesn’t have 
a physical body or representation. The video game industry covers many different 
work disciplines such as programming, design, animation, modeling, etc. The manu-
facturing process in the industry is one of the most complex in the global economy, 
requiring the involvement of world-class specialists to solve problems such as real-
time physics simulation, material strength calculation, simulation of the behavior of 
light and the reflective properties of the surfaces of material objects, etc. The industry 
employs tens of thousands of people around the world. 

The high growth rate of the industry affects other industries, such as informa-
tion technology, software, computer components (hardware), microelectronics, space 
industry, and others. The development of the industry and the growth of the market 
affect the entire economy as a whole, which in turn contributes to the development 
and growth of the production capacity of personal computers and their components, 
contributing to the introduction of new technological developments in the field of 
information technology and in the production of computer components, which are 
used in most industries of the world economy, from the creation of films and computer 
graphics, to calculations of manned space flights and the most complex physical 
simulations. 

Since the creation of each new item does not require raw materials and does 
not incur any costs, then, therefore, marginal costs will always tend to zero, unlike 
ordinary physical products. As well as marginal cost, the cost per unit of output will 
tend to zero–decrease in proportion to volume. Only 1–5% of market products can be 
called commercially successful, it depends on the segment, but earlier this number 
exceeded 25%. Because of this, enterprises tend to develop several of their products 
simultaneously to minimize risk, and if they fail, they may exit the market. In order 
to make a profit and cover the budget in this case, the product often needs to pay off 
ten times or even more.
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According to the annual report of the marketing agency ‘WCP’, the market has 
more than one and a half billion unique consumers, where 20% of the market are 
console users (300 million users), and 67% of the market are personal computer 
users (1 billion users). Also, more than 80% (1 billion 200 million users) prefer 
mobile platforms such as smartphones, set-top boxes, etc. [26]. Among the markets, 
according to this study, the largest one is the Asian market segment, which occupies 
33% of the total world market (500 million people). The European market ranks 
second and occupies 20% of the global market with 300 million consumers, both on 
personal computer and mobile platforms. At the same time the market for console 
video games in Europe and North America is more than twice the size of Asia and 
reaches 100 million people. 

The age of a typical customer is around 34 years. The number of men is 6% higher 
than the number of women and equals 56%. The typical gamer spends an average of 
7 h a week  playing  multiplayer (network) games. Among online game players, 36% 
prefer shooter, 28% prefer action, and 27% prefer adventure [27]. 

The video game market and industry are divided into three main segments: AAA, 
AA and Indie. Each of them has its own consumer and its own competition model. 
These segments are divided according to several indicators: 

1. Number of employees. However, it is important to take into account the peculiari-
ties of the digital industry. There is a similar situation with gradations of business 
sizes. For example, according to a business size assessment, Valve, having a staff 
of 150 people, would be considered a medium or small business, however, based 
on net profit calculations from 1 billion USD to 10 billion USD per year will be 
considered big business. 

2. Project budgets. It is generally accepted that an Indie project cannot cost more 
than 100 thousand USD, while an AA does not exceed 10 million USD and AAA 
projects can cost more than half a billion USD [28]. 

The largest AAA-players (EA, Activision-Blizzard, Ubisoft, Saber-Interactive, 
Nintendo and others) occupy more than 95% of the market. The rest of the market 
share is occupied by low-budget AA and Indie studios. Based on the growth of 
capitalization and profits of these companies, one can judge the profitability and 
prospects of the market as a whole. In general, it is customary to consider the AAA 
segment of the market to be oligopolistic, with a small number of large players, 
while companies in the Indie and AA segments compete freely with each other. At 
the same time, companies from lower segments can move to higher-budget segments. 
This is explained by the fact that if the product shoots and sales volumes increase 
many times, then due to the specifics of production in the industry, the costs do not 
increase, and this allows companies to reinvest a significant share of the funds. 

The authors analyzed the numerical value of video game industry companies in 
countries with a developed financial market, in countries with emerging and frontier 
financial markets. For this stage of the study, 1803 video game companies from 54 
countries were selected from open data banks, and their quantitative share by country 
was determined (Table 3).
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Table 3 Quantitative distribution of video game industry companies by countries 

№ Country Number of 
companies 

(%) № Country Number of 
companies 

(%) 

1 United 
States 

662 37 10 Poland 23 1,3 

2 Japan 379 21 11 Australia 22 1,2 

3 United 
Kingdom 

248 14 12 Czech Republic 22 1,2 

4 Canada 59 3,3 13 Netherlands 20 1,1 

5 Germany 53 2,9 14 Russia 20 1,1 

6 France 52 2,9 15 Finland 16 0,9 

7 Sweden 38 2,1 16 Spain 14 0,8 

8 South 
Korea 

31 1,7 17 Taiwan 10 0,6 

9 China 25 1,4 18 Other countries 84 4,66 

It was revealed that majority of companies in the video game industry are in 
the US, Japan and the UK (37%, 21% and 14% respectively). These countries are 
followed by Canada, Germany, France and Sweden (3%-2%). All other countries, 
including Russia (1,1%), is less than 20% of total companies. 

If we look at the spread of companies by country in terms of developed, emerging 
and frontier financial systems, then 94% of all companies are located in countries 
with developed financial markets, 5%–in countries with emerging financial markets 
(including Russia), and the remaining 1%–in frontier financial systems. The corre-
lation coefficient between the degree of development of the financial market and the 
number of companies on it is 0.881. It is quite obvious that the more developed the 
financial market, the greater number of companies from the video game industry is 
there. 

Further, the profitability of video games companies was assessed among the coun-
tries (Table 4) [29]. The main major markets of the world are represented: China, 
USA, Japan, Great Britain, South Korea, Germany, France, Canada, Italy and Spain. 
Russia is not included, as its net income of the video game industry is below 2 billion 
USD.

The level of net profit in the video game market in China reaches 40 billion USD, 
which is 4 billion USD more than in the United States. This is due to the peculiarities 
of the economic development of the China and the growth in the number of its 
population–the attitude towards video games in the Asian region differs from the 
entire main world, the size of the China video game market is much larger than the 
video game markets represented in other countries. It is also important to note that 
India with the same population, is a much less digitalized country than China, which 
serves as evidence in favor of the theory about the peculiarity of the Chinese video 
game market.
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Table 4 Ranking of 
countries by net profit of 
video game industry 
companies, billion USD per 
year 

Country Net profit, billion USD per year 

China 40,85 

USA 36,92 

Japan 18,68 

The Republic of Korea 6,56 

Germany 5,97 

Great Britain 5,51 

France 3,99 

Canada 3,05 

Italy 2,66 

Spain 2,66

As a result of data analysis, it becomes obvious that the digitalization level and 
development of the video game digital industry in countries with developed financial 
markets will be higher than in countries with emerging and frontier financial markets. 
The results obtained can be confirmed by the assumption that in countries with 
developed financial markets, credit is cheaper due to greater competition among 
banks and, in general, due to their larger number, which means a more favorable 
environment for doing business. Secondly, in such countries there are more necessary 
specialists (digital products development requires qualified personnel) due to a higher 
level of education. 

3.3 The Use of Digital Technologies in the Marketing 
Complex for Video Game Companies 

According to current research, global digital marketing spending reached 450 billion 
USD in 2022 and continues to rise, estimated to reach 500 billion USD by 2024. 
Digital marketing spending in Russia reached 6 billion USD in 2022 [30]. The 
Russian market is unique, mainly characterized by its local platforms such as Yandex, 
or the leading social network VK with a market share of 83%, which owns platforms 
such as Mail.ru, etc. The Russian Federation has one of the fastest growing digital 
markets in the world: Russian e-commerce (electronic commerce, microtransac-
tions, etc.) in 2020 reached revenues of 33 billion USD, also stimulated by the 
SARS COVID-19 pandemic [31]. By 2024, it is expected that total size of Russian e-
commerce markets will reach 300 billion USD. At the moment, according to Rosstat, 
the share of e-commerce in the entire GDP of Russia reaches 3.29%. Among the 
top positions of countries with the greatest demand for digital marketing are such 
countries as Canada, India, USA, UAE, Australia, Ireland, Philippines, England. 

When considering specific digital marketing technologies that are practiced by 
Russian IT-companies, the following can be distinguished:
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1. O2O marketing–includes Big Data analysis and the subsequent use of predic-
tive analytics, as well as the effective interaction of offline and online tools. 
The market for such services has reached 30 billion rubles [32]. It includes the 
development of personalized offers, alternative cheaper methods of delivering 
information to the desired segment, the ability to collect more data on consumer 
behavior, evaluating the effectiveness of online advertising, etc. Many digital 
companies describe the experience of testing such marketing as positive (for 
example, VK, i Odnoklassniki reported revenues increased by 15% and 4% 
accordingly [33]). 

2. SEO (Search Engine Optimization)–increasing the visibility of the site or infor-
mation in the search engine, in order to stimulate the transition to a media resource 
through keywords in the search. Each search service uses its own SEO algorithms, 
such as Google Ads, Bing, Yandex.Direct, and others. SEO, from one point of 
view, can be considered its own media. SEO also has an earned media compo-
nent where search engine visibility can be improved by getting relevant backlinks 
from websites. According to the experience of Russian digital companies (for 
example Gameloft) that published the effectiveness of this digital marketing tool, 
SEO attracts almost 10 times more traffic than regular social networks. This tool 
is actively used by IT-companies in Russia and around the world. 

3. CRO (Conversion Rate Optimization)–conversion rate optimization (capturing 
traffic from paid advertising and increasing its conversion), used to increase 
conversions on the site, is a complex digital marketing tool. The end result of 
this tool is to increase in the profitability of an advertising campaign. This tool is 
rarely used compared to others, but some digital companies (for example Mail.ru) 
practice this digital tool. 

4. SMM (Social Media Marketing)–includes complex interaction with the target 
audience on a specific digital platform or social network. Used by almost any 
IT-company. 

5. Digital PR (Public Relations)–increases brand awareness and works with the 
media and the target audience in the media space (in social networks, blogs, 
podcasts and other digital resources). Digital PR also includes reaction to negative 
or positive brand mentions online and public relations through a website, such 
as a social media news hub or blog. 

6. DP (Digital Partnerships)–is creating of partnerships for mutual benefit with 
various digital platforms, advertisers or public figures on digital platforms. This 
digital tool is actively used by IT-business, especially by video game companies 
in the world, and in Russia in particular. For example, the Russian company 
BattleState Games, using only this digital tool, increased sales of its product by 
more than 10 times [34]. 

In general, the practice of foreign companies in the use of digital technologies in 
marketing is the same as the practice of Russian companies. However, as statistical 
data show, Russian companies use digital technologies less frequently than Western 
companies.
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3.4 Study of Effective Digital Marketing Tools Based 
on a Survey of Representatives of IT-Companies 

An empirical study was carried out by the authors of the article to explore the expe-
rience of video game companies in the framework of their marketing campaigns. 
The questionnaire survey was offered to a number of Russian and foreign companies 
for which financial data for the latest reporting periods was available. As a result, 
the most popular and effective digital marketing tools among video game providers 
were identified. To confirm the conclusions, the effectiveness of the identified tools 
was compared with the financial performance of the companies. 

In total, 22 companies from different countries, including Russia, took part in the 
survey. Both large companies and small “Indie-studios” were covered by the survey. 

Authors planned to find out: the role of marketing in the video game market 
over the past 10 years; degree of agreement with the statement that a well-designed 
marketing campaign is currently a decisive factor in the success of a product in the 
market; evaluation of the contribution of community management to the success of 
the project; which of the digital marketing technologies is the most effective now 
in the video game market; what marketing technologies will be mostly in demand 
in the future; estimation of the percentage of financially successful products in the 
video game market. 

The following results were obtained:

1. All of respondents (100%) believe that over the past 10 years, the role of 
marketing in the financial success of digital products in the video game market 
has grown significantly. The role of marketing still plays a paramount role and the 
percentage of financially unsuccessful products continues to grow. (As part of the 
2015 study, one of the results was the calculation of the proportion of financially 
successful projects, where the criterion for financial success was taken as a net 
profit in the amount of 10 times the project development budget [33]). As part of 
this current study, an attempt was made to correlate these data with current data 
to date. As a result of data processing, a result of 7% was obtained. An increase 
in the share of financially successful projects by 2% was revealed. One can try to 
explain this by the subjective judgment of the respondents about projects within 
the framework of their companies’ experience. 

2. Respondents consider the marketing campaign to be the decisive factor in the 
financial success of the project. It was revealed that the vast majority of respon-
dents (~85%) consider marketing to be the fundamental element in the financial 
success of the video game market product. But it is inefficient to promote video 
game market products using classical promotion methods. 

3. Currently, community management plays one of the most important roles in the 
success of a product. Due to the peculiarities of consumer behavior and close 
contact between the target audiences of projects and developers and publishers, 
one can observe very intensive community management on the part of compa-
nies. As a result of the analysis of the data obtained, the following conclusions
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can be drawn: some (30%) of the respondents believe that community manage-
ment is extremely important in the market, the majority, in turn (40%), consider 
community management important, but a well-constructed marketing campaign 
and the quality of the final product are more important.

4. The respondents were given a list of the following main digital marketing 
technologies: “Twitch/Youtube (Digital Partnership)”, “SMM”, “Open Beta”, 
“Internal tools of digital distribution sites”, “O2O-Marketing”, “CRO and CEO”. 
Options were also offered: “Classic methods of promotion” and open answer. 
On Fig. 2 is a summary of the popularity of digital marketing tools used by IT-
companies responding to the video game industry. The y-axis shows the share of 
references to digital technologies in the practices of marketing campaigns (%). 
The abscissa shows specific digital technologies provided by the Internet survey. 

The analysis of the received data showed that among all the technologies 
mentioned, the respondent companies turn to streaming platforms most often. 
This can be explained by the spontaneous growth of such sites on the part of 
the target audiences of various projects, as well as the significant cheapness of 
this technology compared to other digital marketing technologies. SMM and 
SEO as more universal digital marketing technologies are in second and third 
places in terms of popularity, respectively. Thus, the hypothesis is confirmed. 
Also, it is worth noting that their technologies were also mentioned, which were 
not provided for in the answer and are not digital marketing technologies (for 
example Promotional Merch). 

5. Respondents disagreed about which technology will be most in demand in the 
future. They suggested that streaming platforms and influencers will remain the 
most sought-after marketing technologies in the video game market. The compa-
nies also suggested that SMM will soon be more in demand. Among the answer 
options were neuro-technologies and neuromarketing. This can be explained by 
the fact that the respondent is one of the few companies in the global industry that
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is actively developing in the field of neurotechnology and in the coming years 
will be ready to introduce a neuro-implant that allows the user to be directly 
aware of himself in virtual reality. 

To confirm the effectiveness of this technology, it is possible to compare the 
effectiveness of the MSE (marketing and sales expenses) of the part of the respondent 
companies that use this technology of streaming platforms and companies that do 
not use this it (Table 5). It is worth noting that since the authors did not have data 
exclusively on MSE, the SGA indicator was used, which includes: management 
costs, salaries of marketing service personnel, depreciation; materials and resources 
for the normal functioning of the marketing service and, accordingly, the costs of 
developing a product, price, communication, marketing and distribution policy [35]. 

The average SGA cost growth rate for companies was 52.85%, while the average 
cost-to-revenue ratio was 6.17% for companies practicing Digital Partnership tech-
nology and 13.79% for companies not using this technology. Thus, it can be said that 
companies using Twitch/Youtube and other streaming services as a digital marketing 
tool, on average, have more than two times lower marketing costs with proportional 
revenue indicators. Speaking about individual revenue growth for companies, on 
average it ranged from 3 to 161% for companies using the studied technology in 
their marketing campaigns, and from 1 to 4% for companies that do not practice it. 
The average annual revenue growth rate for companies has reached 40%. 

Thus, several conclusions can be made: companies that practice the streaming 
platform technology have higher revenue growth rates, lower marketing costs growth 
rates, and a significantly lower ratio of marketing costs to revenue. Also, marketing 
costs continue to grow steadily on average in the market. We can say that the

Table 5 Revenue and SGA of companies using streaming platforms for promotion 

Company Revenue, 
mln USD 

Year 

2015 2016 2017 2018 2019 2020 2021 

Blizzard 4664 6608 7017 7500 6489 8086 8803 

Ubisoft 1463,753 1393,997 1459,874 1731,894 1845,522 1594,831 2223,8 

Saber 25,2496 35,3164 59,4866 475,0903 548,1346 1018,623 1657,058 

Take Two 1082,938 1413,698 1655,55 1595,182 2408,064 3187,582 3552,597 

ND 75,111,31 67,574,21 70,333,54 77,116,54 78,166,33 75,980,84 84,892 

SGA, 
mln USD 

Year 

Company 2015 2016 2017 2018 2019 2020 2021 

Blizzard 734 1210 1378 1062 926 1064 1025 

Ubisoft 283,572 303,633 314,416 337,087 408,292 376,374 430,6 

Saber 13,3903 20,8058 27,8232 387,9258 389,0376 390,1494 624,773 

Take Two 235,341 198,309 285,453 256,092 391,4 458,424 444,985 

ND 4063,201 3262,335 3365,455 3674,47 3477,292 3306,574 2453,252 
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marketing mix is more effective with this technology than the marketing mix without 
the use of this technology within the video game market. Companies in the video 
game industry are not inclined to spend money on the development of new innovative 
marketing tools and prefer to use existing ones. As a result of data analysis, it was 
revealed that about 80% of respondents do not experiment with the development of 
new tools. 

4 Discussion 

4.1 Modification of the Marketing Complex for IT-Products 
(The Case of Video Games) 

When developing a marketing campaign for both an IT-product and for video games 
in general, more parameters should be taken into account than when developing a 
classic 4P marketing mix. In this regard, within the framework of this study, it is 
proposed to modify the existing classic marketing mix into a 6P mix applicable to 
digital products and video games in particular. 

Place as a separate element of the marketing mix complex does not have such 
paramount importance as for ordinary physical products. This assertion can be 
supported by the arguments: 

1. Some IT-products assume global distribution either through individual global and 
local distributors, or by the company itself. Artificial limitation of sales by region 
exists, but in reality, is never observed for economic reasons (usually political, 
legal and company philosophy). 

2. There are exclusively local IT-products. Marketing of such products is carried 
out within the scope of the distributed region. However, it is important to note 
that anyone in the global world market can download or purchase such a product. 

3. Due to the nature of IT-products, it currently does not make economic sense for 
companies to have offices or retail outlets. 

Because of the peculiarities of IT-products, as part of the modification of the 
marketing mix, two additional “Ps” were proposed–“Platform” and “Publisher”. 
This modification realizes itself as much as possible in the video game market, but 
can be used by any IT-product. Each element should be considered separately. 

Platform –can be considered as the device through which user interacts with 
the end product. This device stores an IT-product in its memory and, if necessary, 
provides the user with access to it. The importance of considering the platform as a 
separate element of the marketing mix proposed by the authors of the study lies in 
the fact that the platform is what often transforms the product. 

Companies, should decide for which platform (or for a number of platforms) their 
product is being developed. This can be explained by several reasons:
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1. The developing cost for different platforms is different, companies for each 
specific product and for each specific platform need to analyze and predict costs 
and correlate them with potential profit. 

2. Each platform often has its own audience, which sometimes overlaps (for 
example, sometimes the same consumer can buy the same product both on “Play 
Station” and on “PC”). 

3. Each platform is different. Often, development for different platforms requires 
different specialists. 

With platforms, as sometimes with distributors, the concept of “exclusivity” is 
often associated. For example, video game companies rarely limit product devel-
opment to a single platform. However, platform owners (such as Sony with “Play 
Station” or Microsoft with “Xbox”) can offer lucrative contracts to developers and 
publishers to develop exclusively for their platform, which can attract new consumers 
and force them to purchase the platform. 

Publisher–a company that helps development companies in various aspects of 
business activities. Such companies exist in many digital markets, including the 
markets for computer software, video games, cinema, and others. 

Finding a publisher is extremely important for companies-developers. The 
publisher can provide them with the necessary resources, including financial invest-
ments, as well as assistance in bringing and distributing products to the market. The 
publisher can help with marketing, distribution, and product development. For small 
companies or independent developers, finding the right publisher can help to move 
to higher segments, such as from Indie to AA. In this case, the publisher will provide 
financial support, which can improve the quality of the final product by expanding the 
staff and competencies of employees through the hiring of more qualified personnel. 
In reality, publishers rarely work with low-budget projects and small local companies. 

Under certain conditions, the publishing company can dispose of the development 
companies, organizing various projects between them. Companies are to report on the 
funds spent, development progress, are required to adjust the product development 
process in accordance with the standards of the publishing company and comply 
with corporate policy. 

Developer companies can function successfully without a publisher, imple-
menting and distributing the project on their own. For small “Indie” companies, 
it is enough to get by with electronic distribution, for example, “Steam”, but then the 
ability to enter other platforms will be limited or greatly complicated. In this case, 
companies should not count on significant profits, with rare exceptions in the form 
of “hitting” in trends. It can also be noted that companies without a publisher, if such 
companies are planning a marketing campaign, need an additional department, and 
the cost of conducting a campaign may exceed the cost of developing a product. 

If there is a publisher, he assumes all obligations for the implementation of the 
marketing campaign, public relations and, if any, additional funding. Thus, it is 
possible to compare the proposed author’s marketing mix with the classic 4P and 7P 
(Table 6).
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Table 6 Application of marketing mix elements for IT products 

Element of marketing mix Classic physical product IT-product 

Product Applicable, plays a primary 
role 

Applicable, plays a primary role 

Price Applicable, plays a primary 
role 

Applicable, plays a primary role 

Place Applicable, plays a primary 
role 

Not of paramount importance for a 
digital product 

Promotion Applicable, as well as for a 
digital product 

Applicable, as well as for a 
physical product 

Process Applicable, as well as for a 
digital product 

Applicable, as well as for a 
physical product 

People Applicable, as well as for a 
digital product 

Applicable, as well as for a 
physical product 

Physical Evidencee Applicable Not Applicable 

Platform Not Applicable Applicable, plays a primary role 

Publisher Not Applicable Applicable, plays a primary role 

Platform and Publisher are not applicable to classic physical products. However, 
individual firms may perform similar roles to the publisher. Authors analyzed specific 
marketing software that can be used in the development of marketing campaigns in 
the digital field. To develop any marketing campaign, various software tools designed 
for marketers are used. 

Marketing process management software is a tool that allows companies to 
manage their marketing campaigns. Typically, such software includes features such as 
various social media audience tools, detailed analytical tools and financial reporting, 
content management, and others. Such software is used to create, analyze and opti-
mize campaigns in order to maximize the reach of the desired target audience. 
Comparative analysis of the characteristics of these platforms has been conducted 
(Table 7).

The main software platforms that are used in the video game market were 
highlighted: 

1. Marketo [36]–this platform offers automated marketing tools such as SMM, 
analytics and financial marketing reporting tools, etc. 

2. HubSpot [37]–offers a set of tools to automate the marketing process, including 
online content management, SEO, CRO and others 

3. Salesforce Pardot [38]–this platform is designed for B2B marketing and provides 
tools for lead scoring, SMM, various marketing campaign promotion metrics. 

4. Act-On [39]–platform offers an integrated set of marketing tools including 
analytics, landing pages and more. 

5. SharpSpring [40]–this comprehensive platform offers tools for marketing process 
automation, analytics and reporting, SMM and more.



Transformation of Marketing Complex of IT-Companies in the Digital … 17

Table 7 Comparative analysis of software platforms 

Parameter Platforms/Software 

Marketo HubSpot Salesforce 
Pardot 

Act-On SharpSpring 

Price Starting from 
$1000 per 
month 

Free and paid 
subscriptions 
from $50 per 
month 

Starting from 
$1250 per 
year 

Starting from 
$900 per 
month 

Starting from 
$400 per 
month 

Pricing 
model 

Mix of models 
from tiers/ 
footprints/ 
adaptive use 

Mix of models 
from tiers/ 
footprints 

Mix of 
models from 
tiers/ 
footprints/ 
perclient 

Perclient 
model 

Tiers model 

Assortment 
of tools 

Over 40 + 
tools 
including 
SMM, Event 
and Webinar 
Marketing 

SMM, content 
management, 
CRO, CEO, 
WEB analytics 
and more 

SMM, 
analytics and 
more 

SMM, 
analytics and 
more 

SMM, CRO, 
analytics and 
more 

Complexity Average Low High Low Average 

Regional 
restrictions 

Yes Yes Significant, 
EU and US 
only 

No Unknown 

Markets Any, more 
aimed at 
classic 
physical 
markets 

Aimed at IT 
companies, can 
be applied to 
any market 

Not 
specialized 

Not 
specialized 

Specializing 
in service 
markets 

Type Marketing 
Process 
Automation 
Software 

Marketing 
Process 
Automation 
Software 

Marketing 
Process 
Automation 
Software 

Marketing 
Process 
Automation 
Software 

Marketing 
Process 
Automation 
Software 

Owner 
company 

Adobe HubSpot Saleforce ActOn Constant 
Contact 

The target 
audience 

B2B B2B and B2C B2B B2B and 
B2C 

B2B

Knowing the advantages and disadvantages of platforms, it is possible for compa-
nies to choose the best option that meets all the requirements. So, for Indie companies, 
price will be a critical factor and they should consider platforms operating in b2c 
markets. At the same time, the complexity of using the software will also be an impor-
tant factor. Thus, for small Indie companies, HubSpot can be recommended, as the 
software can be used not only by corporate clients, but also by individuals. HubSpot 
licensing costs are significantly lower than for similar products from other compa-
nies. The focus on customers from digital markets can be considered an additional 
argument in favor of choosing this marketing software.
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5 Conclusion 

The overall level of digitalization of countries generally correlates with the level 
of GDP per capita. Russia breaks this logic and has an above-average digital trans-
formation index. However, the level of use of digital technologies by businesses is 
significantly lower than in the EU. 

The video game industry in the Russian Federation occupies about 1% of the 
global value. The market itself can be divided into 3 segments: AAA; AA, Indie, 
each of them has its own consumer and competition model. 

Most companies in the industry are located in countries with a developed financial 
market, the top three include countries such as the US, Japan and the UK. In general, 
the level of digitalization and development of the video game IT industry in countries 
with a developed financial market is higher than in countries with emerging and 
border financial markets. 

In the course of an empirical study of representatives of IT companies, it was 
found that the vast majority of respondents consider marketing to be a fundamental 
element in the financial success of a video game market product, and community 
management plays one of the most important roles in the success of a product. 
Most often, companies turn to streaming platforms, which can be explained by the 
spontaneous growth of sites on the part of the target audience, and the significant 
cheapness of this technology. SMM and SEO are in 2nd and 3rd place in terms of 
popularity, respectively. Companies that use streaming platforms as a video game 
promotion technology have higher revenue growth rates and a higher marketing 
return on investment (ROMI). It can also be said that the marketing mix is more 
effective with this technology than without it. 

In view of the peculiarities of IT products, it would be reasonable to use two addi-
tional elements of P–Publisher & Platform as part of the modification of the marketing 
mix. Companies, during the development of a product concept, need to decide for 
which platform their product is being developed. Related to this is the notion of 
publisher choice and exclusivity. A publisher can assist video game producers with 
a number of functions. Among them: financial support; marketing and distribution; 
public relations and proprietary platform companies; quality control; consultation 
and assistance in development; development organization. 

A comparative analysis of specific marketing software was also carried out, which 
can be used in the development of marketing campaigns in the IT field to create, 
analyze and optimize the coverage of the target audience.
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Abstract The chapter addresses the features of decision-making in multi-level hier-
archical systems. The features of such systems are the set of optimum points for 
various individual system’s components and the subsequent difficulty in coordi-
nating and choosing optimal or quasi-optimal solutions related to conflicts of interest 
at different levels of management. The study describes the game-theoretic formal-
ization of management, including control actions performed by agents, feedback 
flows, agents’ objective functions, i.a. utility functions. The presented formalization 
is based on the concept of transition to the management of multi-objective hierar-
chical systems via multi-agent simulation models. Based on the provided formal-
ization, the chapter describes the organizational system of an oil production enter-
prise, which is a typical three-level enterprise divided into decision-making levels: 
strategic, tactical, and operational. By analyzing the system, we developed a concep-
tual management model at an oil production enterprise using a multi-agent approach. 
Within the developed system, agents are represented as decision-making organiza-
tions: parent organization, subsidiary, administrative and managerial personnel of 
the field. Thus, the result of the work is a conceptual model of a three-level multi-
objective system. The prospects for the research development are: detailed elabora-
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1 Introduction 

Most modern management systems are multilevel hierarchical organizational 
systems [1, 2]. In the simplest or highly abstracted systems, management is repre-
sented by a manager agent (supervisor) and a subordinate agent who directly interacts 
with the organizational system processes. The greatest interest in the field of hierar-
chical systems is directed to multi-level objective systems [2, 3]. In such systems, 
decision-making is distributed between levels. The problem of decision-making in 
them lies in the fact that although there is a common goal-setting, contradictions may 
arise both between the actions of the same-level agents and the goal-setting of agents 
of different levels (boss-subordinate) [2]. Researchers pay the greatest attention to 
the mathematical formalization of hierarchical systems, where decision-making is 
divided into two levels, which are considered the basic ones [4]. However, in such 
systems, the lower level makes decisions regarding the impact on the process of the 
organizational system itself. 

Due to the presence of several agents with different goal-setting in multi-level 
systems, conflicts of interest arise, including situations in which decisions made by 
different agents mutually reduce their effectiveness [5]. Moreover, experience-based 
management leads to the adoption of not only suboptimal, but even quasi-optimal 
plans. To make more effective decisions, systems offering analytical justification are 
required. Multi-agent intelligent systems currently being developed allow modeling 
groups of agents with different goal-setting. This type of simulation models is a 
priority for use in hierarchical multi-objective systems due to their features. 

In this chapter, we propose to consider a three-level target system in which deci-
sions are distributed among agents in accordance with their classification: strategic, 
tactical, and operational. At the same time, modeling the basic structure of a multi-
objective system will facilitate a changeover to more complex systems that are 
currently developing widely. Within the study, we carried out a game-theoretic 
formalization of the management of a typical multi-objective hierarchical system. 
The chapter proposes a changeover to the management of multi-objective hierar-
chical systems via the use of multi-agent simulation systems. The research results 
are illustrated with a multi-level management system at an oil production enterprise. 

2 Materials and Methods 

2.1 Hierarchical System Theory 

A monograph by Messarovich and Mako is considered the first mathematical 
formalization of hierarchical systems [3]. They define hierarchical systems as 
follows:
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1. Single-level single-objective systems are systems in which the goal is defined 
for the entire system. The main feature of such systems is the absence of 
contradictions when optimizing the solution. 

2. Single-level multi-objective systems are systems in which decision-making lies 
with agents who are at the same level and have distinct goal-setting, different 
from the goals of the system. In this case, the occurrence of conflicts between 
decision makers is not excluded. 

3. Multi-level multi-objective systems are systems that represent a hierarchy of 
subordinates, where agents can have different goal-setting both between levels 
and each other, and with the entire system. 

Multi-level multi-objective systems are of the greatest interest to researchers, since 
resolving conflicts between the goal-setting of agents and achieving the maximum 
objective function of the entire system is a complex task. In such systems, the 
elements of the upper level determine the purposefulness of the lower-level agents, 
but do not control it [3]. Thus, agents can influence the motivation of lower-level 
management agents, but they will retain the degree of latitude in decision-making. 

In addition, there are several features in hierarchical systems: 

1. Upper-level agents see broader aspects of the process associated with a high level 
of abstraction. The detailing of the process occurs with the transition to the level 
of lower-level agents gradually. Thus, upper-level agents have a high level of 
uncertainty. 

2. The control actions of the upper-level agents occur with a longer time period as 
compared with the lower-level ones. 

3. The description of the system at the upper level has a high level of uncertainty, so 
the formalization of decision-making becomes more difficult, especially without 
going to the description of the lower-level agents. 

To solve management problems in multi-level target systems, researchers use 
game theory to formalize strategies and optimization problems. For instance, it was 
applied to solve management problems at a two-level production enterprise [6] and 
typical management tasks [7–10]. These studies consider a specific enterprise with 
poor standardization. 

2.2 Multi-agent Systems 

Modern trends in the organizational systems management include the integration of 
game-theoretic formalization of the system with multi-agent systems. In this case, 
agent strategies are set for groups of agents, based on which multiple game simulation 
(imitation) and optimization are performed. 

Multi-agent systems are distributed information systems the use of which is hinge 
on the interaction of agents [11, 12]. The term “agent” in the agent-oriented approach 
is understood as active, autonomous, communicative, motivated objects [11]. Agents



24 D. E. Fedyaevskaya et al.

have the ability to communicate and influence both other agents and the entire system 
[13, 14]. One agent simulates the behavior of one person, and multi-agent systems 
simulate the behavior of a group of people and even the society [15]. 

The use of multi-agent systems allows modeling the agents’ environment, param-
eters and patterns of their behavior, dependencies and consequences of their actions. 
The agent’s parameters can be set with the objective f_i (·) and utility functions v_ 
i (·), and the system can be defined with parameters that reflect the “technologies” 
function w(·). Based on game theory, the properties of the game are set, including 
the sequence of actions, strategies, etc. Using methods of scenario reduction and 
optimization, an optimum is achieved, which is a solution in which the objective 
function of the entire system will be maximal. 

The use of multi-agent systems is premised upon the increasing complexity of 
organizational systems, which does not allow using the approaches applied earlier. 
This conclusion especially concerns the intuitive decision-making in management. 
Following the concept of decision-making based on the management object models 
in most cases allows solving this problem. The aim is to create a model which would 
be a digital analogue of the management object allowing to conduct experiments and 
test various scenarios of impact on the system. The developed models have varying 
precision and reflect the selected aspects of the organizational system functioning, 
which depends on the application purpose. 

2.3 Formalization of Organizational System Management 

Organizational system management (UA × UV × UI × UR ⊆ U ) is the impact on it 
in order to ensure the required behavior, including the result of this behavior. 

The impact can be directed to one of the system parameters [16]: 

1. Composition; includes agents and system components; 
2. Structure; a set of information, management, technological, and other relation-

ships between agents; 
3. Set of possible actions; 
4. Objective functions of participants reflecting their interest; 
5. Awareness; a set of information owned by agents; 
6. Functioning order; a sequence of making decisions, actions, obtaining informa-

tion, etc. 

When two or more agents are involved in decision-making, management consists 
in influencing decision-making by another (related) agent. The agent’s decision-
making model is a tuple Ψ = {A, A0, θ, v(·), w(·), I }, where A is a set of possible 
actions, A0 is a set of permissible results, Θ is a set of possible values of situations 
(uncertainty), v(·) is a utility function, w(·) is the “technologies” function, I is infor-
mation. Uncertainty is defined as the agent’s awareness of the external and internal 
system parameters. In this case, uncertainty covers both external and internal one. 
The external environment Θo ⊂ Θ includes everything that does not depend on a
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particular system: environmental conditions, regulations, relation of other systems 
to the system, etc. The internal uncertainty Θi ⊂ Θ can include the enterprise’s 
resources, i.a. labour ones, the equipment condition, etc. As part of the uncertainty 
consideration, it is noteworthy that the information in the decision-making tuple can 
determine the knowledge of uncertainty parameters. The “technologies” function 
w(·) reflects the structure of the managed object [16]. 

Denote the relationship of the performance from the agent’s action. When deciding 
on the impact on the management object, the y ∈ A0 result will depend on its parame-
ters and the existing uncertainty (internal and external parameters of the system): The 
z = w(y, θ) “technologies” function appears, since the agent’s actions are directed 
at the management object structure; the results directly depend on it. 

The objective function of the Ai agent is defined through the utility function of the 
performance: fi = vi (w(y, θi )). Each management agent has its own utility function, 
which is determined by motivation to participate in the process and get the result. 
Agents strive to maximize their objective function. Thus, they will strive to make 
such a decision: yi = Agrmax fi (y). 

The goal-setting of the entire system can also be represented through the utility 
function: f0 = v0(w(y, θ). Consideration of the objective function of the manage-
ment agents’ functions is due to the possibility of applying various hypotheses and 
types of games when formalizing the organizational system management. 

Based on the composition of the decision-making model tuple, the following types 
of management are distinguished [16, 17]: institutional, motivational, and informa-
tion. Institutional management (u A ∈ U A ⊆ U ) is an impact on the activity regula-
tions; thus, the impact occurs on a variety of permissible actions (A). Motivational 
management (uV ∈ UV ⊆ U ) is aimed at changing the utility function (v(·)). In 
information management (uI ∈ UI ⊆ U ), the impact occurs on the information (I ) 
that the agent uses to make decisions. Consider an organizational system manage-
ment model in which decisions between three levels are distributed according to 
these decision types. 

In addition, the management agents of the organizational system have the ability 
to influence the flow of resources into the process, which affects the control action on 
the management object. Thus, we will also introduce the concept of indirect control 
action on the resources of the process uR ∈ UR ⊆ U . This control action affects the 
internal uncertainty Θi . 

3 Results 

3.1 Decision-Making in a Multi-level Objective System 

The three-level system is recognized as simple-basic for multi-level objective systems 
[4]. Based on the mathematical formalization of such systems, it will be easy to 
changeover to systems with a large number of management agents. Consider one
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Fig. 1 Management model in a three-level multi-objective system 

of the possible options for managing a hierarchical multi-level objective system 
(Fig. 1). There are three agents in the system (A1, A2, A3), the control between 
which is distributed, but only A3 produces a direct control action on the process. 
A typical three-level system has a planning distributed into three levels: strategic, 
tactical, and operational. Thus, the strategy contains system-wide goals; tactics are 
methods for achieving these goals, and operational planning consists in choosing 
specific achieving tools. 

In hierarchical multi-level objective systems, decision-making, as well as manage-
ment, is distributed. The upper levels (A1) of decision-making have a high level of 
the uncertainty representation abstraction (θ1 ∈ Θ) associated with the process [3]. 
Therefore, the uncertainty at the upper level of decision-making will be higher or 
equal (it is possible in some cases of small organizational systems) to the uncer-
tainty at the lower levels (A1, A2, . . . ,  An): θi ≥ θi+1; θi, θi+1 ∈ Θ, i ∈ [1, n]. The  
transfer of control functions to the lower levels at this point is appropriate due to the 
reduced level of uncertainty in the decision-making model of the lower-level agent:
Ψ2 =

{
A2, A02 , θ2, v2(·), w2(·), I2

}
. . In this case, it is required to make a motiva-

tional impact on A2 (uV ∈ UV ), consisting in the message of the target outcomes 
Z ⊆ A0, where Z is the set of acceptable results of the process from the set A0, as  
well as informational impact (uI ∈ UI ), consisting in the transmission of information 
about the external environment, parameters of other agents, activity predictions, etc. 
[16]. It is noteworthy that each agent has a number of preferences on a set of results 
Z ⊆ A0, while the set Z consists of a set z = w(y, θ), where y ∈ A is the impact on 
the management object.
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An institutional impact (u A ∈ UA) is made on the subordinate agent (in the model 
under consideration, it is A3), in which a set y3 ∈ A is reported to him or her. At 
the same time, the agent is no longer informed of a set Z , but of actions in which 
the upper-level agent A2 expects to receive the targets z = w(y3, θ3) ∈ Z ⊆ A0 

that agent A1 informed him or her about by making an impact uI . In this case, the 
result of the activity depends on the actions y3 ∈ A of agent A3 and the environment 
θ3 ∈ Θ. 

The objective function of the organizational system in the case determined is 
specified as follows (1): 

f0(y3) = v0(w(y3, θ  )) (1) 

The hypothesis of the agent’s rational behavior is that out of all possible options, 
with the information available, the agent will make a decision that maximizes the total 
utility [17]. When making a decision, the agent selects an action fromP(y) ⊆ A. 
Therefore, for agents A1 and A2, the actions will be to selectu ∈ U . As part of  
the formalization of managerial decision-making in a multi-objective hierarchical 
system, it stands to mention that the lower-level agents have less idea of the utility 
function v0(w(y)) of the entire system than the upper-level ones. Moreover, the 
remoteness of agents from the center leads to high uncertainty θ ∈ Θ in under-
standing the objective function of the center, which is associated with the benev-
olence hypothesis. Thus, the hypotheses of rational behavior and benevolence in a 
multi-level system are inapplicable. 

In addition, agents with a greater understanding of the objective function of the 
system (located higher in the hierarchy) have an indirect influence on the impact on 
the management object y. Thus, when deciding on the control action on the lower-
level agents, it is necessary to be aware of the objective function fi (y) of agent 
Ai. 

3.2 Oil Production Enterprise 

Consider the formalization of a hierarchical multi-objective organizational system on 
the example of an oil production enterprise. The oil production enterprise is a typical 
representative of the organizational system with the management distributed into 
three levels: the parent organization, subsidiary, and administrative and managerial 
personnel (AMP) of the field (Figs. 2 and 3).

The parent organization is responsible for following the strategies of the company 
and the state, which also influences the process, but not the managerial one. Thus, its 
goal-setting level is strategic. A subsidiary is subordinate to the parent organization, 
while having a certain degree of latitude. At this level, decisions are made based 
on the requirements and restrictions li  ∈ Li  provided by the upper-level agent. The 
budget is distributed between subsidiaries depending on a variety of indicators: the 
feasibility of developing fields managed by them; the area of fields; possible activities
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Fig. 2 Hierarchical management of the oil production enterprise

to be carried out; the number of personnel, etc. Therefore, the control action of the 
parent organization to the subsidiary is motivational uV ∈ UV , presented in the 
form of submitted requirements li  for technological and economic indicators of 
production, and informational uI ∈UI , presented in the form of restrictions on the 
input flows of the oil production process and information about the external and 
internal environment θo, θi ∈ Θ. 

The subsidiary has an institutional impact on the field’s AMP, which consists in 
transmitting the plan and project for the field development. In these conditions, the 
AMP can adjust plans and perform operational management, which has not been 
originally incorporated in the plan. The input flows of the oil production process 
uR ∈ UR are managed by both the parent organization and subsidiary through 
step-by-step flow diversification. In this way, the parent organization determines 
the input flows of information, material, and financial resources for subsidiaries that 
combine fields. The second agent decides on the allocation of resources between the 
fields in accordance with the plan that was selected based on motivational uV and 
informational uI impacts. 

The feedback information flows (I ) contain, among other things, the decisions 
made and the results z ∈ A0, and are directed to the field’s AMP for analysing, 
accounting, operational decision-making, etc. The sum of these flows

∑M 
i=1 I on
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Fig. 3 Oil production enterprise management

fields go to subsidiaries, where they are aggregated and directed to the parent 
organization

∑N 
i=1 I . 

When making a decision on performing a control action, the parent organization 
focuses on the requirements imposed by market conditions, the strategies of the 
state and the company. Uncertainty θ1 ∈ Θ is limited by external environment 
and aggregated input streams. The information I based on which subsidiaries make 
decisions is limited by detailed input flows of field resources, but the organization has 
incomplete information about the external situation and the actions of other agents. 

Although A1 has a motivational impact on A2, it determines only the output flows 
(results) of the process z ∈ A0. In addition, the subsidiary has its own motivations 
for the distribution of teams, the process of field development, including the closure 
and commissioning of new wells. Given a certain number of subsidiaries, the parent 
organization cannot have full information about the objective function of A2. At the 
same time, A2 has full information about A3’s actions in terms of tactical decisions; 
however, some of them may come with a time lag. 

One of the main problems of managing multi-objective hierarchical systems is the 
complexity of the management process and the associated difficulties in analyzing its 
functioning [2]. In this regard, the management process is also complicated, including 
the control action on agents and actions aimed at the process. In addition, the classical 
cybernetic model implies the impact formed by the management subject on the
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managed system is not specified, and in general takes the form of intuitive decision-
making, or decision-making based on accumulated experience, or other available 
management patterns. This puts the management object’s functioning efficiency in a 
strong dependence on the individual characteristics of the subject, and actually takes 
this object far from optimal and even quasi-optimal scenarios. 

3.3 SM-Based Decision-Making. Multi-agent Systems 

Delegation of control functions is an integral part of the hierarchical objective system 
[4]. In this case, the agents of the upper levels of management become dependent 
on the actions of the lower-level agents when implementing both their own function 
and the aggregate objective one. Multi-agent simulation systems are widely applied 
to make informed management decisions in a multi-objective system [15, 18–20], 
which allow designing an environment and agents with different goals. To solve 
the problems of optimizing managerial functions in a multi-objective hierarchical 
system, using the example of an oil production enterprise, we propose to develop a 
conceptual model of a multi-agent system. 

Based on the cybernetic model (Fig. 3), we have developed a model for the imple-
mentation of managerial functions at an oil production enterprise using a multi-agent 
simulation model (Fig. 4).

Simulation models allow building simulations of the system’s state depending 
on the set parameters, which is predictive analytics [21]. The parent organization, 
subsidiary, and field’s AMP were identified as agents of the multi-agent system. 
Management objects are represented as a set of lower-level agents, which is associated 
with the representation of an entire hierarchical system. In this manner, the agent 
of the parent organization simulates the impact on the management object at the 
level of subsidiaries, which is represented by all organizations subordinate to the 
agent, as well as fields’ AMP subordinate to upper-level agents, and the process 
of oil production itself. The parent organization makes hypothetical impacts on the 
management object uIh, uVh, uR1h ∈ U , while receiving information

∑N 
i=1 Ih about 

the outputs of the oil production process
∑N 

i=1 zh . Focusing on the organizational 
system’s indicators, agents can adjust their impact u ∈ U . Similarly to the above 
description, the subsidiary agent and the field’s AMP act. 

The use of a multi-agent system allows simulating behavior (control action u ∈ U ) 
of agents with different goal-setting in accordance with the specified parameters 
(management tuples Ψ ), as well as their impact on the external environment θo ∈ Θ, 
which is a component of other agents’ tuples. 

A simulation model application gives the management subject the opportunity 
to evaluate the results of the system’s response to the control action. In this case, it 
will have an analytical justification for the decisions taken. Simulation models with 
stochastic events, an integral part of social systems, predict pessimistic and optimistic 
scenarios, which also makes it possible to assess and manage risks.
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Fig. 4 Conceptual model of the application of the multi-agent system for managing a multi-
objective hierarchical organizational system

4 Discussion 

Undergoing digital transformation processes, including the Industry 4.0 revolution, 
enterprises produce a large amount of data that can potentially be used in making 
management decisions [17]. Researchers are actively investigating the application 
of big data for decision-making [23]. They develop specialized technologies for 
data acquisition, processing, [23, 24] and analysis [23, 25–27]. Among the issues of 
scientific interests are the following: the rationality of decisions and the impact on the 
entire system effectiveness [28], mathematical formalization of the decision-making 
process [29, 30], and the use of simulation models [28, 29]. 

With the growth of digital data amount, a sociotechnical system becomes diffi-
cult to formalize and structure. This is due to the emergence of new dependencies 
that can be taken into account when building a system model. Hybrid models are 
increasingly being used in the systems design [31]. Hybrid modeling is a modeling 
which uses several paradigms when building a model. The advantages of its appli-
cation include the data availability. It is achieved by combining several sources for 
various paradigms due to different levels of modeling abstraction [32]. Data can be 
represented as digital data collected from sensors, etc. [22].
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The use of digital data has both advantages and disadvantages, which are described 
in detail in [33]. The main advantages of utilizing Industry 4.0 technologies for 
enterprises are the data relevance, accuracy, and timeliness. This is particularly rele-
vant when compiling dynamic models to support managerial decision-making in 
organizational systems. 

However, digital transformation also carries some difficulties associated with the 
new context of this data [33]. It is also worth paying attention to the features of 
digital data acquisition and processing, which are becoming more complex and more 
expensive in comparison with non-digital ones. If it is the use of digital data types 
that is evaluated, then it does not entail major drawbacks. This is becoming the driver 
for the intense digital transformation of organizations. 

5 Conclusion 

The chapter considers the problem of making informed management decisions in 
organizational systems, as well as the possibilities and requirements for information 
systems to support decision-making. The result of the work is a conceptual model of 
a three-level multi-objective system. The study describes the game-theoretic formal-
ization of management, including control actions performed by agents, feedback 
flows, agents’ objective functions, i.a. utility functions. Based on the provided formal-
ization, the chapter describes the organizational system of an oil production enter-
prise, which is a typical three-level enterprise divided into decision-making levels: 
strategic, tactical, and operational. By analyzing the system, we developed a concep-
tual management model at an oil production enterprise using a multi-agent system. 
Within the developed system, agents are represented as decision-making organiza-
tions: parent organization, subsidiary, administrative and managerial personnel of 
the field. 

The research will continue in two directions. The first one is to detail the structure 
of the system and the decision-making tuple, as well as strategies and sequences of 
agents’ actions. The second one is to develop algorithms for the multi-agent system 
intelligent module, which will optimize the games in the system. 
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of Knowledge Exchange and Building 
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Abstract The chapter aims to the study of the opportunities of using simulation 
modeling to describe the system of the knowledge exchange and building within 
a network of industrial enterprises. Such systems are responsible for the innova-
tive development of companies, ensuring the development of more functional and 
resource-intensive products. Thus, innovative activity leads to sustainable production 
and consumption by ensuring high consumer value of goods. Within the framework 
of this work, the features of building industrial enterprise networks are considered 
from the point of view of possible strategies for combining companies. Based on the 
information received, the selection of simulation modeling tools is given. The result 
of the work is a conceptual hybrid model of the system of knowledge exchange and 
building within a network of industrial enterprises. The hybrid model being devel-
oped combines such paradigms of simulation modeling as system dynamics and agent 
modeling. Agent modeling tools are used to describe the dynamics of networks of 
industrial companies formed from independent agents–companies. System dynamics 
is used to describe the dynamics of knowledge flows and their economic equivalent. 
The results of the simulation of the agent model determine the coefficients that affect 
the processes of knowledge building. In turn, the choice of strategies by agents 
depends on the dynamics of accumulated knowledge and their financial equivalent. 
This work is an analytical basis for the development of a hybrid simulation model 
of the system of knowledge exchange and building within a network of industrial 
enterprises. 
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1 Introduction 

A lot of scientific and analytical works deal with innovation management, each of 
which shows certain aspects of the knowledge exchange and building process pecu-
liarities. Part of the studies focuses on the knowledge diffusion both between enter-
prises and within the region [1, 2]. Others consider approaches to building knowledge 
through collaborative research [3–8]. In this case, relations of the following types are 
examined: research enterprises–industrial enterprises, industrial enterprises–indus-
trial enterprises, etc. However, it was not possible to find studies that consider the 
processes of knowledge exchange and building within a single integrated model or 
a set of interrelated models. However, the issues of the dissemination of knowl-
edge and the mechanisms of their increase are of high importance both for the 
scientific community and for society. Technological innovations lead to the develop-
ment of more functional and resource-intensive products with higher quality. Thus, 
the consumer value of an individual product increases by improving quality and 
reducing costs. The latter is true provided that the more innovative product is an 
improved equivalent of two or more existing products. In such a paradigm, techno-
logical innovations become a tool for the transition to sustainable consumption and 
production. 

However, the realization of the innovative potential of an individual company, an 
industrial cluster or a region as a whole requires additional resources, capabilities and 
skills that can be acquired by integrating research activities with other companies. On 
the other hand, large industrial companies, which are a complex system consisting 
of many branches, often lose knowledge at the stage of spreading new technologies 
within the company. So, the larger the enterprise or network of enterprises, the more 
complex the processes of knowledge transfer and joint development. 

This work is aimed at solving the global problem of organizational management 
of knowledge flows between interconnected agents within a single system. 

Knowledge diffusion models are considered within strictly defined static 
networks. Such a division is conditioned by the complexity of describing socioe-
conomic systems with a distinctive low determinism and complexity of processes. 
Hybrid simulation can be used to solve these problems. Simulation modeling allows 
exploring the system in a secure environment of digital technologies [9]. A kind of 
a real system digital analogue is created with a certain degree of abstraction. The 
obtained result is calibrated with regard to the available real data on the behavior of 
the system, and then, using mathematical prediction tools, the behavior of the system 
is simulated depending on changes in internal or external parameters. Such a system 
makes it possible to describe social systems with high uncertainty. However, a single 
simulation model will not allow us to consider all aspects of knowledge exchange 
and building. In this case, we apply a hybrid approach [10]. It implies two or more 
simulation models implemented within different paradigms of simulation modeling 
being built. Each of the paradigms presents its own perspective on the system.
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In this connection, the present chapter aims to develop the prototype of a concep-
tual hybrid model of knowledge exchange and building within a network of indus-
trial enterprises. Within the research, the features of building industrial enterprise 
networks are considered from possible strategies for merging enterprises, as well 
as their strengths and weaknesses perspectives. Based on the information received, 
the selection of simulation modeling tools is given, taking into account their appli-
cation specifics. The research result is a conceptual hybrid model of the system of 
knowledge exchange and building in the industrial enterprise network. 

2 Materials and Methods 

2.1 Review of the Specifics of Building Industrial Enterprise 
Networks 

Most of the analyzed articles (about 70%) deal with single-cluster enterprise 
networks. The related literature review has shown that the industrial cluster success 
de-pends on a wide network of connections at both local and cross-border levels, as 
well as its management for access to relevant knowledge and resources [6]. Thus, 
in a wide cluster network, unique local knowledge of each enterprise is retained 
separately and then they are supplemented by other enterprises’ similar experience. 
In such cluster networks, a node or hub enterprise is often allocated. In this case, 
this enterprise is considered as the network innovation capacity center and is respon-
sible for the cluster evolution. Since not all firms have the same qualifications for 
the introduction and use of new knowledge, it is often the concentrator firm that 
has the greatest tendency to identify and absorb new knowledge. It is noteworthy 
that regardless of the individual innovation potential of the hub enterprise or other 
network enterprises, the cluster will be weakened without the synergy of resources 
and well-established knowledge acquisition processes [5]. 

However, there are proponents of the opinion that international expansion under-
mines the cluster technological advantage and core industrial values such as local 
knowledge and research infrastructure [7]. Moreover, while clusters help provide 
knowledge advantages, they can also potentially hinder investment [4]. Since clus-
ters also include a large group of competitors and related enterprises, they are places 
of intensive, fierce competition, and high production costs. In addition, if knowl-
edge were really localized in separate industrial clusters, the landscape of the global 
knowledge economy would be a world of local knowledge pools [5]. 

Another approach to networking is based on partnerships between enterprises 
participating in a single value chain. Thus, enterprise networks may include enter-
prises from similar but different types of activities. In this way, innovation will be 
stimulated by a combination of related but differentiated knowledge. It is crucial to 
mention that unrelated knowledge is of less value to enterprises [4]. This approach 
solves the problem of high competition within the network, but requires more
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attention to the knowledge transfer structure from both a conceptual and empirical 
perspectives [4]. 

Another attribute of the network success is the availability of financial resources. 
When considering the success story of Silicon Valley, one may notice the connection 
between the technological development of the region and the development of the 
California venture industry [8]. 

Based on all of the above, several conclusions can be drawn. Firstly, enterprise 
network models can be divided into: models of networks of companies from one 
cluster, models of networks of companies from interconnected clusters, models of 
networks of companies from complementary clusters and models of networks of 
companies with international connections. These models may be hybrid. 

Secondly, the success of innovative development directly depends on the strength 
of connections within the network. Thus, the passivity of individual companies can 
lead to the "burning" of the innovative potential of the entire network. 

Finally, the importance of financial support for innovative developments should 
not be underestimated. In this case, financial support can be obtained both from the 
resources of the network and through venture capital. 

2.2 Application of Simulation Modeling 
for the Socioeconomic Systems Analysis 

Please note that the first paragraph of a section or subsection is not indented. The 
first paragraphs that follows a table, figure, equation etc. does not have an indent, 
either. 

Subsequent paragraphs, however, are indented. Comparing technical, sociotech-
nical, and socioeconomic systems, one can notice a decrease in the level of deter-
minism and a concomitant increase in complexity with an increase in the proportion 
of social agents [9]. As a result, the socioeconomic system will have a consider-
able uncertainty, expressed in the unpredictable dynamics of the system and the its 
agents’ behavior. However, there are numerous studies aimed at solving the problem 
of making informed management decisions in the management of socioeconomic 
systems. Simulation modeling is the most flexible tool for studying socioeconomic 
systems, combining mathematical logic with empirical re-search [11, 12]. 

Simulation modeling is applied when studying complex systems based on their 
digital counterpart exploration. Thus, the simulation model repeats the object under 
study with a certain degree of detail and accuracy [9]. Such a model becomes a source 
of additional information about the behavior of the system by conducting simulation 
experiments. The results of the experiments allow us to answer the question of system 
functioning peculiarities depending on changes in internal or external conditions. 
Since experiments on a real socioeconomic system are nearly impossible, simulation 
modeling is in fact the only tool for predicting the system dynamics. Unlike expert 
assessment methods, simulation modeling has greater accuracy due to the use of
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formalized mathematical prediction methods. Moreover, predictions based on expert 
opinion are used only in the short term, while mathematical predictions are used on 
all planning horizons. 

An additional advantage of applying simulation modeling is the dynamically 
developing base of diverse approaches and tools. For instance, various simulation 
modeling methods are used for systems with different levels of detail and features 
of the simulated process [11]. Thus, the behavior of the demographic system can be 
considered with both system dynamics and agent-based modeling. In the first case, 
the system will be described as a set of interconnected flows with a high degree of 
abstraction [9]. The results obtained will allow us to assess global trends affecting 
demographic flows. At the same time, considering the system as interconnected 
agents, we get a high degree of detail and analysis of the strategies of each agent 
or agent groups. Such models allow assessing the impact of particular events on the 
selected social group. In addition to system dynamics and agent modeling, discrete-
event simulation, system dynamics, and game-like simulation are also distinguished. 
How-ever, we will not consider them in this work, since they are more appropriate 
for high-ly specialized industries or sociotechnical systems. 

Despite the advantages of each simulation type, hybridization is the most 
promising approach [12–16]. The hybrid approach allows considering the system 
from several perspectives at once and at different levels of abstraction [13, 15, 16]. 
In this way, it can be either a sequential application of models for study with varying 
degrees of detail, or parallel modeling, which allows exchanging results at selected 
steps and therefore refine the model step by step. 

Consider the application of a hybrid approach with regard to the problem being 
solved. There are a number of enterprises with a certain amount of knowledge [15]. 
On the one hand, it is the agent interaction of enterprises with each other. As part of 
their interaction, enterprise agents decide whether to enter or exit the corresponding 
enterprise network. What is more, enterprises make decisions on the knowledge 
transfer, financial support for scientific and technical developments, or participation 
in training. Thus, there is a clear strategic interaction between network agents. On the 
other hand, knowledge is represented with flows that have the ability to accumulate 
and change in some conventional units. In turn, the accumulated knowledge can 
be translated into a financial equivalent that allows companies to continue their 
innovative activities. 

2.3 Hybrid Modelling 

In the last decade, hybrid modeling has been developed in operations research. This 
term refers to a combination of different paradigms in order to model a single system. 

Hybrid modeling is a modeling that combines two or more modeling methods to 
achieve results that cannot be obtained using combined methods separately. 

It should be noted that in this case we are not talking about using different 
approaches to modeling within one model or even within one program tool. Hybrid
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modeling is an exclusively methodological approach that allows studying the same 
simulated object from different sides or at different levels of abstraction. However, 
the creation of software designed specifically for hybrid simulation is possible in the 
very near future. 

Although the concept of combining different types of modeling is not particularly 
complex and original, in recent years its popularity has continued to grow. There are 
reasons to believe that this fact is associated with the need for a more complete study 
of the systems of interest using separate modeling approaches. 

The popularity of the hybrid approach is also increasing when modeling sociotech-
nical systems for management optimization–this is confirmed by the positive 
dynamics of the number of publications in the domains of operations research, control 
systems, and industrial engineering. 

The transition to hybrid modeling allows to get much more information about 
the system, considering it from the point of view of different elements, which often 
do not overlap within the framework of classical simulation approaches. However, 
the question of choosing a certain approach and type of modeling causes additional 
difficulties due to the excess of possible options. 

As part of the solution of the designated task, the hybrid approach will look at 
the system of knowledge dissemination from two points of view. So agent-based 
modeling will be used to describe the behavior of companies in the context of inno-
vation management. Such a model will allow us to assess the prospects for the 
development of companies depending on the activity and desire for unification. The 
main process of knowledge dissemination will be described by system dynamics. 
Thus, the models will be dependent on each other. 

3 Results 

The result is that there are two independent models: an agent-based model of enter-
prise interaction and a system-dynamic model of knowledge dynamics. Each of them 
considers the system from a certain perspective and can operate separately. However, 
the initiating model is the agent model. Since the knowledge flows correspond to 
each enterprise network, the accumulated knowledge value will be zero at the initial 
time. With an agent, the accumulated knowledge value will be equal to this agent’s 
accumulated knowledge value. 

Let’s consider a hybrid model of the knowledge exchange and building system in 
a network of industrial companies (Fig. 1).

The appearance of the agent initiates the simulation. Each agent can be in one of the 
states visualized on Statecharts. At the stage of the agent’s transition to the “agent of 
the network” state, the model switches to the active state. This means that any further 
action of the agent sets in motion a model of system dynamics. So, when switching 
to the “active agent” state, the process of accumulation of knowledge begins, the 
increase of which is a function of the knowledge value of this agent. In turn, the 
accumulated knowledge is transformed into financial resources. The next iteration
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Fig. 1 Hybrid model of the system of knowledge exchange and building within a network of 
industrial enterprises

of the agent model is performed taking into account the results of the simulation 
of the system dynamics model and updated data on accumulated knowledge and 
financial resources. 

In this case, we will have a certain set of agents A, in which each agent corresponds 
to a certain set of states (we presume that these are: new agent, agent innovator/agent 
imitator, independent agent/agent of the network, active agent/passive agent), some 
set of parameters and some set of functions. 

A = {C; P; F} (1) 

In formula (1) C is a set of states, then Ci is one of the possible states of the agent. 
Accordingly, P is the set of agent parameters, and F is the set of agent functions. 

It is assumed that a change in the agent’s state affects the accumulated knowledge 
value K(t). 

K (t) = K (t − dt) + (K ) × dt (2) 

In the formula (2), K(t)is the accumulated knowledge for a certain period of time. 
In turn, the dynamics of accumulated knowledge K(t)affects the financial 

resources of companies M. At this stage, feedback arises from the system dynamics 
model to the agent model. This relationship is expressed by the fact that the accu-
mulated value of financial resources directly affects the agent’s choice of behavior 
strategy.
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Ci j  = f (M(t)) (3) 

In formula (3), Ci j  is the state of the agent, and M(t) is the accumulated value of 
financial resources. 

Thus, the developed model covers all the prerequisites determined based on the 
analysis of sources: the activity of network agents, financing and type of network are 
considered. 

During the development of the model, it will also be necessary to take into account 
other factors that influence the agent’s choice of strategy. For example, it is assumed 
that depending on the maturity of the model (maturity here means the presence of 
a network of at least three companies), agents will form networks with relation-
ships first within one cluster, then between interconnected clusters, complemen-
tary clusters, and finally between interconnected clusters at the international level. 
Accordingly, it is the last level that will be characterized by the maximum benefit 
for companies. 

4 Discussion 

Innovation and technology diffusion is associated with a certain competitive ad-
vantage loss risk for business. This leads to the isolated development of technologies 
in private commercial or public centers without the possibility of extension. Existing 
cross-licensing measures between enterprises do not fully support the innovation 
diffusion. Even large industrial enterprises, which are a complex multiple-branched 
integrated systems, often lose knowledge at the stage of diffusing emerging technolo-
gies within the enterprise. Therefore, the larger the enterprise or enterprise network, 
the more complex the knowledge transfer and joint development processes [2]. 

At the same time, technological innovations lead to the development of more 
functional and resource-intensive high-quality products. Thus, the consumer value 
of a certain product increases by improving quality and reducing costs. The latter is 
true provided that the more innovative product is an improved equivalent of two or 
more existing products. In this paradigm, technological innovations become a tool 
for the transition to sustainable consumption and production. 

Thus, large enterprises concerned about the knowledge diffusion through the 
internal networks of the enterprise’s branches can utilize the developed model. More-
over, at the strategic planning stage, the developed model will allow identifying enter-
prise expansion opportunities, taking into account the possible knowledge integration 
with other industrial enterprises. 

Since the developed model of the system of knowledge exchange and building 
within a network of industrial enterprises has a complex structure, at the next stage of 
its implementation, an agent-based model of interaction between enterprises will be 
developed, taking into account strategies for connecting, exiting, or internal collab-
oration with other enterprises within the network. This decision stems from the 
fact that it is the agent model that initiates the system dynamics model describing
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the dynamics of knowledge flows. It is worth noting that in the agent model being 
developed, it is assumed to divide agents into four groups according to the Gartner 
quadrant. It is assumed that depending on the position of the company in the Gartner 
quadrant, preferences in choosing a strategy will change [17]. For example, leaders 
are more likely to strive to stimulate innovative developments, sparing no financial 
resources. 

5 Conclusion 

Innovation and technology diffusion is associated with a certain competitive ad-
vantage loss risk for business. This leads to the isolated development of technologies 
in private commercial or public centers without the possibility of extension. Existing 
cross-licensing measures between enterprises do not fully support the innovation 
diffusion. Even large industrial enterprises, which are a complex multiple-branched 
integrated systems, often lose knowledge at the stage of diffusing emerging tech-
nologies within the research will continue in two directions. The first one is to 
detail the structure of the system and the decision-making tuple, as well as strategies 
and sequences of agents’ actions. The second one is to develop algorithms for the 
multi-agent system intelligent module, which will optimize the games in the system. 
The chapter aims to the study of the opportunities of using simulation modeling to 
describe the system of exchange and knowledge building in the network of industrial 
companies. In the course of the study, the features of the association of companies in 
the network for the purpose of joint research and development are considered. Based 
on the analyzed information, simulation modeling tools relevant to the description 
of the selected system are selected. The results obtained are used in the development 
of a conceptual hybrid model of the system of knowledge exchange and building 
in a network of industrial companies. The developed hybrid model combines the 
advantages of such paradigms of simulation modeling as system dynamics and agent 
modeling. Agent modeling tools are used to describe the dynamics of networks of 
industrial companies formed from independent agent companies. System dynamics 
is used to describe the dynamics of knowledge flows and their economic equiva-
lent. Thus, the simulation results of the agent model determine the coefficients that 
affect the processes of knowledge building. In turn, the choice of strategies by agents 
depends on the dynamics of accumulated knowledge and their financial equivalent. 

This work is an analytical basis for the development of a hybrid simulation model 
of a knowledge exchange and building system in a network of industrial companies. 
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Digital Ecosystems Development 
in Russian Media Industry as a Result 
of Their Digital Transformation 

Arkady Kiselev and Liubov Silakova 

Abstract In modern world media companies face serious challenges. From one 
hand, new technological companies enter the media market and displace traditional 
mass media. From other hand there is an unstable situation in the advertising market 
in Russia, whereas advertising is the main source of revenue for traditional mass 
media companies. Authors have an opinion that digital ecosystem creation as a result 
of digital transformation will help to overcome these difficulties. There are digital 
ecosystems, which include media services in Russia, however no studies have been 
found that assess their development. Comparison of media segments was conducted 
and digital ecosystem development was assessed in this paper. Ecosystems were 
analyzed by three blocks: ecosystem development as a whole, media segment devel-
opment in ecosystem and media services development inside media segment. Criteria 
groups were defined for each block for comparative analysis. Authors make a conclu-
sion, that majority of the biggest traditional media companies in Russia do not have 
developed digital ecosystem and focus on the development of the main business. 

Keywords Digital transformation · Digital ecosystem · Digital maturity ·
Ecosystems’ media segment ·Media company · Video and audio streaming ·
Content 

1 Introduction 

Nowadays media industry faces different problems, which have negative impact on 
media companies results. Among them is competitiveness maintaining in the context 
of rapid development of media products and technologies in response to changes in 
user preferences. The biggest players use different methods and tools to attract and 
retain customers, however user preferences change more and more each year. This 
problem is exacerbated by the emergence of large technology players from other
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industries like Sber, Yandex, MTC which are replacing traditional media companies 
by using advanced technologies and large financial resources. 

Taking into account the fact that the main source of income for media companies is 
advertising, which third-party companies buy for promotion [1], there is a dependence 
of the country’s advertising market on external factors (foreign political situation, 
the state of the world economy) and internal factors (legislative regulation of the 
market, the emergence of new players from other industries). 

Media companies and companies from other industries understand how important 
is digital transformation (DT) to adapt to the rapidly changing media environment 
and continue to satisfy audience needs. Successfully implemented digital transfor-
mation can help companies expand their business by creating new digital services 
and, as a result, business processes, improve customer experience and create new 
sources of income, new ways to monetize current products, enter new markets [2–5]. 
In the scientific field, the authors pay quite a lot of attention to the concept of 
digital transformation, however, often without reference to a specific industry [6–12]. 
Therefore, digital transformation in the media industry arouses particular interest for 
authors. 

The goal of the digital transformation in media companies can be considered 
to increase the operational efficiency and obtain a synergistic effect by integrating 
various products and services into a single digital platform. The result of this process 
is the creation of a digital ecosystem. 

There are many examples of companies that have built a digital ecosystem in the 
process of digital transformation. One of them is Microsoft, which creates and imple-
ments digital technologies both in third-party organizations and optimizes its own 
business processes and creates a full-fledged digital ecosystem. Amazon has created 
an ecosystem by bringing together their online retail, cloud services, marketplace, 
streaming services, and other products and services. As a result, company create 
a unique experience for customers and expand its business in various directions. 
Therefore, digital ecosystem is one of the possible results of the company’s digital 
transformation. Company that has created a digital ecosystem can continue to carry 
out digital transformation based on the assessment of digital maturity and strategy, 
that they will choose. 

According to a study by “Team A” (IT-consulting company), there are five steps 
to run a digital transformation business [13]. The figure below shows these stages, 
and we have also added comments at which stages of digital transformation the 
company is choosing a digital ecosystem as a result of digital transformation and 
make a detailed plan of strategy (Fig. 1).

Therefore, after digital maturity assessment, the company’s management forms a 
strategic vision and decides how the company should change. At this stage, companies 
can choose the direction of creating a digital ecosystem. After DT management 
department was created, a DT strategy should be developed, in which it is necessary 
to develop a transformation plan with details of projects and initiatives. 

Within the digital ecosystem, companies perform different roles based on their 
characteristics and competitive advantages. For example, various video streaming 
and audio streaming services tend to have a large user base, while usually always
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Fig. 1 Key steps of companies’ digital transformation

having low profitability [14]. It is beneficial for ecosystems to use a large user base 
of these services in order to offer them higher margin products within this network. 
The examples of high-margin products can be real estate sales, e-commerce [15]. 

Conceptually, an ecosystem is a network of companies, so companies need to 
change their business structure in order to become part of such a structure. In partic-
ular, digital ecosystems can be used to enable more efficient and flexible teamwork 
and information sharing across departments. 

At the same time, the media ecosystem, according to a number of researchers, is 
a set of interdependent economic and technological components that form a certain 
integrity, form an interconnected structure of society, the unity of relations in the 
sphere of production, storage, distribution, exchange digital content in a single digital 
and interactive technological media environment [16–18]. 

An analysis of the Elibrary and Elsevier databases showed a lack of research on the 
development of media companies’ ecosystems or the development of media services 
within the ecosystem. The reason for this may be that the largest business ecosystems 
in Russia include not only media assets, but also services from other industries (the 
most famous: e-commerce, banking, taxi, cloud services). For example, the Yandex 
company has several media assets (Yandex Music, Kinopoisk) that users can get 
through a Yandex Plus subscription. At the same time, thanks to the subscription, 
users receive an increased cashback in taxis, food delivery, e-commerce, which they 
can spend in the future within this ecosystem. In this regard, it is difficult to study only 
the media assets of this ecosystem, since the company’s management can redistribute 
resources within the company for the sake of profit, so that public accounting and 
financial statements will differ from the actual data. 

Despite the lack of research on this particular topic, there are works devoted to 
broader related topics. For example, there is a study that discover approaches to the 
regulation of ecosystems in Russia. Particular attention is paid to the role of the 
banking sector within the ecosystem, as data from banking transactions makes it 
possible to analyze customer preferences and adapt the ecosystem services to new
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customer preferences. However, the study compares ecosystems only by the type 
of platform solutions model within ecosystems (open, closed, hybrid), but does not 
consider the development of ecosystem media services [19]. 

In another study, ecosystems were considered as a tool for strategic development, 
but it remained unclear how to determine the most developed system [20]. 

In foreign sources, there are studies devoted to the study of the media ecosys-
tems concept. The most fundamental is the study of the organization of economic 
cooperation and development, which describes the concepts of digital platforms and 
digital ecosystems [21]. However, this study is aimed at studying ecosystems and 
considering companies in all areas of activity. At the same time, the media segment 
in ecosystems is not considered separately, and ecosystems are not compared with 
each other. 

There is also a study that aims to explore the ecosystems of digital content and 
services. Despite the narrowly focused title, the authors of the study consider the 
maturity of ecosystems not for specific companies, but for countries as a whole, there-
fore, the methodology implies the usage of criteria that are relevant for comparing the 
development of entire countries but not comparing the results of digital platforms/ 
ecosystems of specific companies [22]. 

In addition to research aimed at studying the digital ecosystem, there are works 
that explore the process of digital transformation in digital platforms and digital 
ecosystems. Thus, there is a foreign study that states that digital transformation can be 
expressed in the creation of a business based on a digital platform within the existing 
innovation ecosystem. At the same time, three levels are distinguished within this 
process: 1. The level of strategic decision-making and the level of management, 2. 
The co-innovation and coordination level, 3. the level of the joint production process 
[23]. In another work, they study the effects of digitalization in the context of digital 
ecosystems [24]. 

It should be noted that in Russia there is a study where the digital eco-system 
is considered as a means of digital transformation of the university [25]. However, 
digital transformation is a process that involves the usage of digital technologies at 
multiple levels of an organization. The same features apply to the digital ecosystem. 
However, to create a digital ecosystem, additional features are needed that may not 
be present in digital transformation. For digital transformation, there is no need to 
have one or more digital platforms, and also be present in several markets, unlike an 
ecosystem. But it is also possible to perform digital transformation after company 
become digital ecosystem. Therefore, the digital transformation process can be used 
both to create a digital ecosystem and to further develop the company, and then the 
digital ecosystem can become part of the digital transformation. 

Therefore, the lack of relevant research on the development of media services 
among digital ecosystems makes this work relevant, given the fact that digital business 
transformation and digital ecosystems are currently popular areas of research. 

The aim of the work is to develop a methodology for assessing the development 
of media segments of digital ecosystems in the media industry.
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The tasks of the work are the following:

• Perform a review existing definitions of business ecosystems and digital ecosys-
tems, and analyze ecosystem features

• Analysis of the general condition of the largest ecosystems in Russia and the 
world and their impact on the economy

• Analysis of the largest media companies in Russia: media services monetization 
model study, presence and ecosystem types, operating model

• Develop criteria for comparing ecosystems, as well as determine their weight for 
comparing media segments. 

2 Methods and Materials 

There are many companies in Russia that are actively developing digital ecosys-
tems, while almost all companies have assets from different markets. The purpose 
of the work is to compare digital ecosystems by assessing media services develop-
ment. Therefore, we analyzed those ecosystems that are at least partially present in 
the media market. 10 companies Yandex, Sberbank, VK, Megafon, MTS, Gazprom 
media, National Media Group (NMG), VGTRK, European Media Group (EMG), 
Russian Media Group (RMG) were taken for analysis. 

The stages of the study were following:

• Analysis of the essence and features of the digital ecosystem. Existing research 
analysis and list of companies’ definitions that need to be considered in the media 
market.

• Identified companies’ analysis by type of core business and ecosystem, media 
assets presence and types, monetization and operational model of each company. 
An operating model is an abstract representation of the applied methods and 
procedures for implementing a corporate strategy in the daily activities of a 
company [26]. We used open sources to find information about each company. 
This stage will help to highlight the features of ecosystems in working with the 
media segment.

• Comparison of digital ecosystem by assessing media services development. For 
comparison groups of criteria will be created. In each group criteria will be defined 
and companies will be analyzed. The criteria aim to assess the development of 
the ecosystem as a whole, the media segment within the ecosystem, as well as 
media services within the ecosystem. Each criteria within the group has a weight, 
based on the importance and influence of this indicator. The data obtained for 
each criterion will be normalized and multiplied by weights to obtain the final 
value for the group of criteria. Further, the values for each group of criteria will 
be summed up for each company and the total values analyzed.
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3 Results 

Business ecosystems contribute to the development not only of themselves, but also of 
the countries in which the ecosystem operates. The development of digital platforms 
and ecosystems leads to country’s economic growth, productivity and innovative 
activity growth in the economy, and the expansion of international trade. For example, 
in Western European countries, with an increase in the share of e-commerce in total 
retail market by 10 p.p., the annual GDP growth rate increased by 0.01 p.p. They 
also affect the labor market, inflation and prices of goods and services, and other 
macroeconomic factors [27]. 

In the scientific community, there are several variations of the ecosystem terms. 
The term business ecosystem was introduced by J. Moore–it is a flexible structure 
that includes people, firms interacting with each other to create and exchange values 
[28]. At the same time, there are similar concepts of the ecosystem that were given 
later and are more accurate and relevant to the current business. For example, an 
ecosystem is a network of interconnected companies that work together to achieve a 
common goal. One of the main goals of creating an ecosystem is to increase business 
efficiency by integrating various products and services into a single platform, which 
can lead to synergy and increased competitiveness. A similar definition is given by 
BCG: a business ecosystem is a dynamic group of largely independent economic 
players that create products or services that together constitute a coherent solution 
[29]. 

The concept of "digital ecosystem" is not formulated in countries legislation and is 
still rather informal. According to a study by the Gaidar Institute, a digital ecosystem 
is a broader concept in relation to a digital platform, while the main properties of 
ecosystems are similar to those of platforms. Digital ecosystems develop on the basis 
of digital platforms by connecting other digital services to them. Platform companies 
have the highest potential for becoming ecosystems [27]. 

According to researchers from the Gaidar Institute, the features of a digital 
ecosystem include:

• At least one digital platform among the company’s services;
• Presence in more than two markets and/or industries;
• Integration of services with each other (both technical, for example, through a 

single technical solution, a common subscription, a loyalty program, a single 
ID or a super application, etc., and substantive–the benefits of obtaining several 
services for the consumer);

• High role of data about users and their actions, as well as ways of collecting, 
storing and processing them in the company’s business model [27]. 

This list of features is the most accurate and applicable for determining digital 
maturity, while in order to compare companies in the future, the integration of services 
with each other and data collection will be further separated in order to assess the 
development of ecosystems.
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There are several types of ecosystems: transaction ecosystems and decision 
ecosystems. Transaction ecosystems imply communication between producers of 
goods and services and customers through a single platform. Solution ecosystems 
imply the creation of a product by adding additional participants to the value chain 
that create additional goods and services [30]. A mixed model is also possible, which 
combines a solution ecosystem and a transaction ecosystem. 

The building of business ecosystems and digital ecosystems takes place in order 
to improve the financial and operational performance of companies. In Russia and 
in the world, there are many companies from different industries that are actively 
developing as ecosystems to attract even more customers/users. Table 1 presents a 
list of the largest ecosystems in the world and Russia. 

According to the table, only Meta has a core business related to media (social 
network), while every major ecosystem in the world has media assets available, but 
they are not the core business. 

Currently, there are more than 10 digital ecosystems in Russia. Table 2 present 
information about the largest Russian ecosystems and their key businesses.

Based on the table above, we can conclude that there is no major ecosystem with 
media as a core business. At the same time, only about half of the companies have 
media assets. For comparison, below is a table with a list of the world’s largest 
ecosystems. 

To assess how ecosystem approach has influenced the results of these companies, 
it is necessary to assess the size of their historical capitalization. Figure 2 shows the 
dynamics of capitalization of the largest world and Russian ecosystems.

As you can see, the largest growth in capitalization was in American companies 
(Meta, Alphabet, Amazon), which form the ecosystem, while the cost of Chinese 
ecosystems is below than US companies, but over the past 10 years they have also 
grown significantly. Russian companies have not yet realized their maximum growth 
potential and this should be expected in the future (Fig. 3).

For comparison, the impact of Russian ecosystems on the global economy is 
shown below in the figure as a percentage of their share.

Table 1 List of the biggest global business ecosystem [27] 

Company name Core business Media assets presence, yes/no 

Meta Social network Yes 

Alphabet Search engine Yes 

Amazon E-commerce Yes 

Apple IT Yes 

Baidu Search engine Yes 

Tencent Gaming Yes 

Alibaba E-commerce Yes 
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Table 2 List of the biggest business ecosystem in Russia [27] 

Company name Core business Media assets presence, yes/no 

Sber Banking Yes 

Yandex Search engine Yes 

X5 Retail Group Retail No 

Wildberries E-commerce No 

Tinkoff Bankinf No 

Ozon E-commerce No 

VTB Bankin No 

MTS Telecommunication Yes 

Megafon Telecommunication Yes 

Avito Classified No 

VK (ex. Mail.ru) Search engine Yes 

Gazprombank Banking Yes

Fig. 2 Market capitalization of the largest global and Russian ecosystems, USD bn. [27]

Fig. 3 Market capitalization distribution of the largest ecosystems by region, % [27]
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Therefore, the share of Russian platform companies was only 0.76% in global 
capitalization, which indicates the low influence of Russian ecosystems on the global 
economy. 

The authors agree with the opinion [31] that the main trends in the development 
of the Russian audiovisual market will remain consolidation, vertical integration 
and large digital ecosystems formation in partnership with traditional businesses 
(telecom, banks, etc.) with large subscriber bases. 

To cover the entire media industry, it is necessary to consider media companies 
in traditional media segments (Radio, TV, press) and in digital segments (video 
streaming, audio streaming,). For this task, it is necessary to consider the largest 
representatives of each direction and analyze business and operational model, media 
services. Thus, the largest representatives of traditional media were identified in 
the context of each media segment. In the TV segment, there are three largest 
holdings (Gazprom-Media, National Media Group, VGTRK), in the radio segment, 
three largest companies are: the European Media Group, Gazprom-Radio (Gazprom-
Media structure), Russian Media Group, and in the press segment Izvestia, Komm-
ersant and Rossiyskaya gazeta are the largest newspapers [32–34]. However, the 
traditional and digital press was not considered further, since these assets cannot 
be attributed to ecosystems, since they do not have a digital platform and are 
presented either on one traditional market (press) or two traditional markets (press 
and radio). The following table describes media services, their business and oper-
ational models of the largest companies in their industry. Analysis of companies 
also include information about the presence/absence of ecosystems and their types 
(Table 3).

Based on the analyzed companies, we can conclude that transactional model 
prevails among the largest digital platforms, the mixed model prevails among TV 
holdings, and radio companies do not have their own ecosystem at all, since they do 
not have a digital platform. 

Next, it is necessary to compare media segment of Russian ecosystems. To do 
this, it we need to determine the groups of criteria by which ecosystems will be 
analyzed. Criteria groups were compiled based on the fact that the most developed 
media segment in the ecosystem in Russia should have the following characteristics: 

Media segment position in the company’s ecosystem. To assess the significancy of 
media segment in ecosystem, we need to assess how many media services are present 
in this ecosystem and what share the media segment has in the revenue structure of 
media companies. Also, digital ecosystem development as a whole and the media 
segment is indicated by the number of digital services. These include products that 
only work online. Therefore, the share of digital services in the media segment should 
also be taken into account when analyzing the position of the media industry in the 
company’s ecosystem. 

Content quantity and quality. The main product of media company is content; 
therefore, we need to evaluate both its quantity and quality. Number of films/series/ 
tracks/in the service and the number of active users per month (MAU) should be 
analyzed, because it reflects the content quality. Therefore, digital types of media 
services will be analyzed: video streaming, audio streaming, digital press.
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Table 3 Media services description of the biggest digital ecosystem in Russia 

Company 
name 

List of media services Ecosystem 
Type 

Media assets 
monetization model 

Operational model 

Yandex Yandex music–audio 
streaming 
Kinopoisk–video 
streaming 
Yandex 
Studio–content 
production 

Transactional Yandex Plus 
subscription (inc. 
media services) 300 
rub./month. 
Advertising model 
is also working 

Yandex Music and 
Kinopoisk buy 
license to use audio 
and video content 
from copyright 
holders and give 
access Yandex Plus 
subscribers to this 
content through the 
platform. Yandex 
also produce own 
video content 

Sberbank Sber zvook–audio 
streaming 
Okko–video 
streaming 

Transactional Sber prime 
subscription (inc. 
media services) 200 
rub./month. 
Advertising model 
is also working 

Sber zvook and 
Okko buy license to 
use audio and video 
content from 
copyright holders 
and give access 
Sberprime 
subscribers to this 
content through the 
platform. Okko also 
produce own video 
content 

VK VK Music–audio 
streaming 

Transactional Access to music and 
discounts on 
services from 
partners–169 rub./ 
month Advertising 
model is also 
working 

VK buy license to 
use audio and video 
content from 
copyright holders 
and give access 
Sberprime 
subscribers to this 
content through the 
platform

(continued)
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Table 3 (continued)

Company
name

List of media services Ecosystem
Type

Media assets
monetization model

Operational model

Megafon Megafon music–audio 
streaming 
Start–video streaming 
Megafon TV–digital 
TV 
Megafon press–press 
aggregator 

Transactional Company is 
working by 
subscription model, 
and each service has 
separate price. 
Start–249 rub./ 
month., Music–169 
rub./month., 
Megafon TV 
connected with 
Start. Megafon 
Press–8 rub. / in 
month 

Megafon Music 
works as a showcase 
of Sber Zvook and 
Yandex Music. Start 
produce and buy 
license to use video 
content from 
copyright holders 
and give access 
subscribers to this 
content through the 
platform. Megafon 
Press works as a 
showcase of Tele 2 
press platform–kiozk 

MTS MTS 
Music–audiostreming 
Kion–videostreaming 
MTS Stroki–e-books 
MTS TV–Digital TV 

Transactional MTS Premium 
subscription 249 
rub./month 

MTS buy license to 
use audio and video 
content from 
copyright holders 
and give access s 
subscribers to this 
content through the 
platform. MTS has 
own content 
production MTS 
Originals. MTS 
provide digital TV 

Gazprom 
media 

Premier- Video 
streaming 
9 TV channels 
9 Radio stations 
2 Newspapers 

Mixed model Premier 
subscription–299 
rub./month 

Company produce 
and distribute own 
content through 
Premier platform. 
Content from other 
producers can be 
also published on 
this platform 

National 
media 
group 
(NMG) 

More tv. – video 
streaming 
5 TV channels 
3 Newspapers 

Mixed model More tv 
subscription–299 
rub./month. 
Company sell 
licenses on their 
own films and 
generate revenue 
from TV and press 
advertising model 

Company produce 
and distribute video 
content. Content 
from other producers 
can be also published 
on this platform

(continued)
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Table 3 (continued)

Company
name

List of media services Ecosystem
Type

Media assets
monetization model

Operational model

VGTRK 5 TV channels 
5 Radiostations 
1 Internet-resource 

Mixed model Company generate 
revenue from TV 
and radio 
advertising 

Company produce 
and distribute own 
content through 
Premier platform 

European 
media 
group 
(EMG) 

9 radiostations – Company generate 
revenue from radio 
advertising 

Company buy 
license to use audio 
content from 
copyright holders 
and give access to 
listeners 

Russian 
media 
group 
(PMG) 

7 radio stations – Company generate 
revenue from radio 
advertising 

Company buy 
license to use audio 
content from 
copyright holders 
and give access to 
listeners

• Ecosystem development in general. For assessing and comparing media segment 
development in ecosystem with other ecosystems, we need to assess ecosystems 
development for more objective comparison of media industries. The integration 
of ecosystems and the quality of the received client data will be compared to 
assess how ecosystem is developed. The ecosystems integration depends on the 
way the content is obtained. The most integrated type of ecosystem is the single 
subscription service. Integrations are also possible when a company has a digital 
platform that works on a subscription model, while there is another digital platform 
that is not connected to each other. Least integrated ecosystems have a digital 
platform that has assets from other markets/industries but no digital assets. 

Based on the described characteristics of developed ecosystems, six groups of 
criteria were compiled for comparing companies:

• Media segment position in ecosystem (Media in general)
• Audio streaming
• Video streaming
• Digital press
• Integration
• Quality of received customer data 

Criteria in each group have a certain weight, which will affect the calculation 
of the coefficient. Below is a table with a group of criteria and criteria that will be 
used to compare ecosystems, as well as their weight for calculating the coefficients 
(Table 4).

After compiling a group of criteria and criteria within each group, digital ecosys-
tems with media assets were analyzed. The results for each company are presented
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Table 4 List of criteria for assessing media services development in digital ecosystem 

Group 
criteria 

Criteria name Criteria 
name (%) 

Media in 
general 

# media assets in ecosystem 33 

Media in 
general 

Media segment share in revenue structure 33 

Media in 
general 

% of digital assets in media segment 33 

Audio 
streaming 

Total number of songs, mln 50 

Audio 
streaming 

MAU (monthly active users) 50 

Video 
streaming 

Total number of films/series 50 

Video 
streaming 

Digital ecosystem has production center, 1–yes, 0–no 50 

Digital press MAU (monthly active users) 100 

Digital 
ecosystem 
integration 

1 point–maximum integration (single subscription on multiple 
services) 
0, 5 point–there are a few digital platforms, but there is no direct 
synergy 
0, 1 point–there is one digital platform and other services, which 
presented on different markets 

100 

Quality of 
received 
customer 
data 

1 point–information source–banking transaction and search engine 
0, 5 point–other information source 

100

below. The information was obtained from open sources. Some indicators were 
calculated on the basis of the revealed information (Table 5).

Information about media assets and ecosystem as a whole were defined and 
analyzed. There are no data in some cells, because the ecosystem either does not 
have an asset in this part of the media, or information about the company was not 
found (for example, information about the number of tracks in radio stations). 

The obtained data were normalized using the minimax approach to convert the 
results of each company to one scale and compare the values of each company with 
each other (Table 6).
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Table 6 The final values of the digital ecosystems coefficient 

Company name Final values 

Yandex 3,080,847,978 

Sber 3,529,995,101 

VK 2,854,042,298 

MTS 2,852,303,599 

Megafon 2,731,672,261 

Gazprom Media 3,469,799,409 

National Media Group 2,333,600,877 

VGTRK 2,763,938,688 

European Media Group 1,469,979,749 

Russian Media Group 1,475,050,067 

4 Conclusion 

Based on analysis top five most developed media segment in ecosystems were 
defined: Sberbank, Gazprom-media, Yandex, VK, MTS. In most developed ecosys-
tems, the media segment is not the main business and these companies generate 
revenue in other markets. The leaders are technology companies that have deep 
experience in various business areas and have a developed IT infrastructure that they 
use to improve their business. 

Obtained results indicates that companies with media as a main business do not 
have developed ecosystems. The exception is Gazprom-Media, which is the largest 
media holding by TV coverage and ranks second by radio coverage in Russia. At the 
same time, the company has many digital assets [35] in various industries: Yappy 
(TikTok analogue), Rutube (Youtube an analogue) and many other lesser-known 
services. Gazprom-media has an advantage over other traditional media compa-
nies, because the parent company of GPM is Gazprombank, which collects data on 
customer transactions and can monitor how customer preferences change. Moreover, 
Gazprombank is developing its own subscription service “Ogon”, which includes 
services from whole Gazprom holding (banking services, gas stations, media assets). 
Therefore, Gazprom Media is a part of general Gazprom subscription service. 

There is a general trend among the most developed ecosystems,–the share of 
revenue from media is significant in the total revenue–up to 10%. This suggests that 
the most developed ecosystems use media assets not to make money on them. At the 
same time, media assets have a common advantage for the entire ecosystem, which 
is a wide coverage of the audience. The number of monthly active users of the largest 
audio streaming ecosystem services varies from 14 to 40 million for each platform. 
It means that significant part of the population uses digital media assets regularly. 
These services attract new customers and keep them within the overall ecosystem 
and allow this audience to interact with other company businesses that are the most 
marginal and generate more revenue.
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The digital ecosystem, as a result of digital transformation, is a complex system. 
To maintain this system, it is necessary to have a sufficient amount of technological, 
material and labor resources and expertise to manage this form of business within the 
company. However, digital ecosystems appeared relatively recently and we should 
expect further growth in the number of digital ecosystems in Russia and the world. 

At this moment, most of the largest traditional media companies in Russia do not 
have developed digital ecosystems, but focus on the development of their core busi-
ness. There may be various reasons of this result: a lack of expertise and resources for 
the digital ecosystem creation or the unwillingness of the media holdings manage-
ment to create such a form of business. Further research is planned to conduct 
surveys of companies in order to identify the main reasons of this problem, as well as 
suggest how media companies can carry out digital transformation to create a digital 
ecosystem. 
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Assessing the Product Maturity of the IT 
Team in the Context of Digital 
Transformation 

A. V. Ivanov and L. V. Silakova 

Abstract In a changing market, it is important for a company or a specific team not 
only to create a product, but also to be able to adapt to rapid changes in the market or 
customer requirements. Such adaptability requires constant changes in processes and 
approaches. One of the key market demands is the digital transformation of company 
processes. The transition to digital transformation requires tools for assessing product 
maturity that can provide information for a multifactorial analysis of the current 
product approach. The chapter discusses and analyzes the well-known models for 
assessing the maturity of OPM3, PMM, PMMM, IMPULS Industry 4.0 Readiness. 
The authors propose the introduction of a new methodology for assessing the product 
maturity of an individual team, and also give an example of evaluating real-life teams 
and conclude about the advantages of such an approach for a detailed analysis of the 
work of product teams. 

Keywords Project management ·Maturity in project management · Digital 
transformation · Technology assessment ·Maturity model · Comparison of project 
management maturity models · Industry 4.0 · Big data 

1 Introduction 

The modern information technology market is characterized by rapid development 
and high competition. In such conditions, for the successful work of the team in the 
field of automation of information technologies and telecommunications, it becomes 
important not only to create high-quality products, but also to constantly increase 
the level of product maturity of their teams. According to the PM Solution Project 
Management Institute, about 37% of project failures are caused by a lack of clear 
goals [1]. To achieve the clearly set goals, companies need to increase the level of
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maturity of their product. According to Kerzner, companies may need up to 7 years 
to reach maturity in project and process management [2]. However, there are many 
small businesses and start-ups that work with agile and agile methodologies that 
approach business systematically and methodically from the start. However, the ques-
tion remains of maintaining this methodical approach to scaling, since well-known 
evaluation tools are not always capable of scaling or are capable, but cannot reliably 
and objectively reflect the state of affairs in the analysis of multifactor management of 
projects or product teams. Using the popular SAFe and DAD methodologies, we can 
talk about the importance of scaling fast IT projects [3]. Key factors of such strategy 
are not only in the size of the team or the company. The strategy includes taking into 
consideration geographical, political conditions as well as the level of technological 
advancement, legislative compliance with local authorities and the complexity of 
both customer and business approach. Each team has to adjust the strategy according 
to the specific conditions of such business environment. This is where the need 
arises to evaluate the effectiveness of such a strategy and search for weaknesses and 
strengths of the team for further improvement. Assessing weaknesses and strengths, 
and deeply transforming internal and customer processes are important elements of 
digital transformation. For instance, a team of five people working in one office, 
which is engaged in a regulated project, will act differently compared to a team of 
40 people distributed across several offices and carrying out an unregulated project 
[4, 5]. The improvement and transformation of processes is inextricably linked with 
the introduction of innovations, it is because of such a request from the market that 
companies begin to pay special attention to innovations. An excellent practice in 
this regard is to delegate the functions of innovative business analysis to internal 
departments that test new solutions and, based on the data obtained, conclude that it 
is advisable to implement them at a higher level within the company. 

The main purpose of the chapter is to evaluate product teams based on the proposed 
methodology, as well as to determine the possibility of its application on the example 
of individual projects, and not at the level of the entire operational activity of the 
company. 

2 Definition of Concepts 

2.1 Product Maturity 

To formalize the requirements and criteria during the formation of the method of 
assessing product maturity, it is necessary to understand what product maturity is. 
The maturity of the team’s product is the group’s compliance with two blocks of 
criteria, soft and hard [6]. The soft block implies compliance of the work with the 
requirements, priorities and values of the enterprise in the broad sense, preservation 
and adherence to the established corporate culture. Rather tough block characterizes 
the team’s compliance with external market conditions in terms of technological
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compatibility of equipment and technologies, the team’s skill level and, consequently, 
in terms of flexibility of work to create a product for the client. A product maturity 
assessment model is a list of criteria that can be used to assess the current state of 
the company. There are several models that formulate certain stages of maturity of 
the team and the company as a whole [7]. As organizations move toward digital 
transformation, IT staff are often at the forefront of these efforts. The success of any 
digital transformation initiative relies heavily on the maturity of the IT staff. In this 
chapter, we look at the concept of product maturity in the context of the IT team and 
discuss how to assess it in the context of digital transformation. 

Digital transformation is a term that seems extremely incomprehensible to many. 
There are still discussions regarding both the definition of digital transformation itself 
and the list of criteria, the presence or absence of which could accurately indicate 
the conformity of this very transformation. 

Anyway, many experts agree that digital transformation is a logical continuation 
of the industrial and digital revolutions that have taken place in the world. To form an 
understanding, we propose to consider digital processes in the following form. The 
first stage of changing and adapting business processes was digitization, which was 
dictated by the need to duplicate documents electronically to increase the speed of 
internal processes. After digitization, there was a need and a desire to speed up the 
processes more through digitalization. Digitalization in this way is the embedding of 
digitized and digital documents into daily business processes and operational activ-
ities. Such innovations have been strengthened due to the transition of many public 
services to similar solutions to simplify the work of citizens who act as consumers 
of state services. 

At the moment, digitalization of processes remains the dominant solution, but 
now, as before, there is a desire and need in competitive conditions to further increase 
the speed and improve the quality of decisions made with the help of increasingly 
popular machine learning and artificial intelligence tools. 

The pioneers in the field of digital transformation have become the largest interna-
tional technology corporations, which have begun to adjust their positioning strategy 
in the market. The main and key elements and value of digital transformation in the 
current understanding are embedding the results of digitalization into independent 
and independent functioning chains of internal processes. The trend in the develop-
ment of this approach is the creation of automated business processes that require 
less and less “manual” decision-making. A well-described example is the creation 
of digital twins that aggregate large amounts of data and analyze them in a mode 
close to real-time mode. At the same time, it is difficult to overestimate the prospects 
that this may open in the near future, thanks to the constant improvement of existing 
tools for storing, processing and interpreting of Big Data. 

Product maturity refers to the degree of complexity and completeness of a product 
or service. In the context of an IT team, product maturity can be thought of as the 
level of skill and effectiveness in delivering technology solutions. A mature IT team 
is a team that can consistently deliver high-quality technology solutions that meet 
the needs of the organization and its customers. Assessing the product maturity of 
the IT staff is critical in the context of digital transformation. Digital transformation
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initiatives often involve implementing new technology, changing business processes, 
and rethinking how the organization operates. A mature IT team can effectively 
support these initiatives and help the organization achieve its digital transformation 
goals. We may look at some key factors in assessing the product maturity level down 
below. 

1. Technology stack 

This item refers to the presence in the company and in a single team of a pool of 
technological solutions that they use to solve emerging problems. In the context of 
digital transformation, it is important that such solutions correspond to the company’s 
strategy, and employees and team members understand their value and practical 
significance. The qualification of specialists, which allows implementing such solu-
tions, is also worth noticing here, because the company should act in all the ways 
and parts of its business accordingly. 

2. Processes and methodologies 

A mature IT team should have clearly and competently structured processes 
that imply a specific project methodology. Business processes should eliminate 
uncertainties and reduce the human factor as they become more mature. 

It is important to note that project methodologies in their pure form are rarely 
suitable for effective business in practice. That is why it is important to use the best 
practices of other companies and benchmarking similar solutions in this area. Exam-
ples of adaptation and synthesis of several methodologies can be called Scrumban, 
from the name of which it is clear that it uses Kanban and Scrum tools at once during 
project development. Again, it is important to meet the requirements of digital trans-
formation, which imply resistance to change and rapid adaptation. Processes and 
methodologies should be implemented not only at the company’s management level, 
but should also be understandable and transparent to all project specialists. 

3. Skills and expertise 

The logical continuation of the technological stack and optimized processes is worth 
noting skills and expertise. Here we are talking not only about the availability of 
competencies, but also their continuous improvement in accordance with market 
demands. The ability to approach problems outside the box is often called a soft 
skill, but it is inextricably linked with hard skills. Professional and supra-professional 
skills in a rapidly changing business climate certainly correspond to the goals of 
both digitalization and digital transformation with an improvement in the quality of 
decisions made and with an improvement in overall efficiency. 

4. Customer orientation 

Customer orientation is another important element of digital transformation, which 
often involves changing the approach to communicating with customers and building 
new channels for delivering product value. A particularly important element of 
working with the client is feedback, which, with the development of artificial
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Table 1 Publications selected during the literature review process 

Paper Year Authors 

A review of Industry 4.0 Maturity Models: adoption 
of SMEs in the manufacturing and logistics sectors 
[8] 

2023 Hussein Magdy Elhusseiny, José 
Crispim 

Digital maturity model for research and 
development organization with the aspect of 
sustainability [9] 

2023 Krzysztof Jacek Kupilas, Vicente 
Rodriguez Montequin, Javier 
García González, Guillermo 
Alonso Iglesias 

Project Management Maturity Models: proposal of 
a framework for models comparison [7] 

2023 Léa Domingues, Pedro Ribeiro 

Investigation on the acceptance of an Industry 4.0 
maturity model and improvement possibilities [10] 

2022 Alexander Kieroth, Manuel 
Brunner, Nadine Bachmann, 
Herbert Jodlbauer, Wolfgang Kurz 

Information security management maturity models 
[11] 

2022 Natalia Miloslavskaya and 
Svetlana Tolstaya 

A pilot study: An assessment of manufacturing 
SMEs using a new Industry 4.0 maturity model for 
manufacturing small- and middlesized enterprises 
(I4MMSME) [12] 

2022 František Simetinger, Josef Basl 

Maturity model for collaborative R&D 
university-industry sustainable partnerships [13] 

2021 Cláudia Silva, Pedro Ribeiro, 
Eduardo B Pinto, Paula Monteiro 

intelligence and analysis tools, allows you to create predictive models and see 
cause-and-effect relationships within most areas of the company’s activities. 

In conclusion, it can be noted that the assessment of the maturity of the product 
team carries great benefits for both sides of the interaction. The business receives 
data that allows it to understand and decompose the elements of its effectiveness, and 
the consumer, in turn, receives a high-quality product that takes into account his own 
wishes and comments as an element of the market. Such a tandem fully corresponds 
to the goals and values of digital transformation and improves the quality of business 
decisions. 

In the course of the work, it was possible to analyze a number of articles (Table 1) 
to form evaluation criteria. 

As a result of studying existing solutions, a pool of current maturity models was 
selected for evaluating product teams (Table 2).

2.2 OPM3 (Organizational Project Management Maturity 
Model) 

The maturity model of organizational project management was developed in 2003 
by the Institute of Project Management. This model differs from others in that, like 
PMBoK, it is, in fact, a set of best practices and sets of instructions for using them to
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Table 2 Maturity models selected during the literature review process 

Model Maturity levels Dimensions 

OPM3 
Organizational Project 
Management Maturity Model 

No system Multi-dimensional 
Progressive stages: 
Standardization 
Measurement 
Control 
Continuous Improvement 
Three domains: 
Project management 
Program management 
Portfolio management [14] 
Life-cycle: 
Initiating 
Planning 
Executing 
Controlling 
Closing 

KPMMM 
Kerzner Project Management 
Maturity Model 

5 levels 
Common Language Common 
Processes 
Singular methodology 
Benchmarking 
Continuous Improvement 

7 dimensions 
Terminology 
Adaption 
Methodology 
Planning 
Benchmarking 
Improvement 
Risk analysis 

PPMMM 
Prado Project Management 
Maturity Model 

5 levels 
Initial 
Known 
Standardized 
Managed 
Optimized 

7 dimensions 
Competence in Project and 
Program Management 
Competence in Technical and 
Contextual Aspects 
Behavioral Competence 
Methodology usage 
Computerization 
Usage of the convenient 
Organizational Structure 
Strategic Alignment 

IMPULS Industry 4.0 
Readiness 

6 levels 
Outsider 
Beginner 
Intermediate 
Experienced 
Expert 
Top performer 

6 dimensions 
Strategy and organization 
Smart factory 
Smart operations 
Smart products 
Data-driven services 
Employees
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conduct a maturity assessment. The model is a multidimensional structure in which 
various parameters can be evaluated, including both operational efficiency and a 
comprehensive assessment of individual stages of interest to us [15]. Organizational 
Project Management Maturity Model (OPM3) Cycle includes 3 main stages: 

1. Knowledge 

Step 1. Preparation for evaluation: A stage that includes the formation of the content 
of the model, criteria, parameters, as well as the choice of evaluation methods. 

2. Assessment 

Step 2. Evaluation: A stage that includes the evaluation process itself according to 
developed, defined and agreed criteria. At the same stage, the analysis of existing 
practices is carried out both within the company and in the foreign market. As a 
result of this step, it is necessary to conduct a thorough investigation at a sufficient 
level to formulate plans for improvement. 

3. Improvement 

Step 3. Improvement Plan: At this stage, the improvement plan formulated in step 
2 is finalized with prioritization of the desired improvements and results and the 
development of a roadmap of work. 

Step 4. Implementation of improvements: At this stage, the proposed changes are 
introduced into the work processes to improve work efficiency and increase the level 
of maturity. 

The cycle must be repeated continuously to achieve or maintain the desired level 
of maturity. 

2.3 KPMMM (Kerzner Project Management Maturity Model) 

KPMMM is a project management maturity model developed by Harold Kerzner, a 
renowned project management expert. The model aims to improve project manage-
ment practices in an organization by assessing maturity levels in five key areas: 
strategic alignment, project management methodology, Project Performance Indica-
tors, project management culture, and human resources. The model provides orga-
nizations with a plan to increase the maturity of project management by identi-
fying weaknesses and implementing best practices. The Kerzner Project Manage-
ment Maturity model offers 5 maturity levels, each marked by certain criteria. There 
are general frames of the model: 

1. Each level following the other cannot be started until the previous one is 
completed; 

2. Levels may overlap; 
3. Risks may arise at each maturity level [16]; 
4. There are traps or obstacles that prevent you from reaching the next level;
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5. Different levels of maturity of the project management system at the enterprise 
are characterized by a number of problems related to the resistance to innovation 
of employees and departments. 

Each of the five levels represents a different degree of maturity of project 
management. 

1. Common Language (Level 1)–this level assumes that the company implements 
universal project management tools and project teams can “communicate in the 
same language”. 

2. Common Processes (Level 2) involves not only understanding each other, but 
also integrating the company’s processes with each other, in which a common 
process is developed with the possibility of scaling and repetition. 

3. Singular methodology (Level 3) involves the standardization of the work of 
various teams according to a single methodology, which the company defines 
for itself, in order to achieve a synergistic effect. 

4. Benchmarking (Level 4) implies the definition of parameters for benchmarking 
and its constant implementation. 

5. Continuous Improvement (Level 5) - there is a continuous improvement of 
processes within the company based on benchmarking data. 

Separately, it should be noted that the model assumes the presence of a risk matrix, 
in which the level of Singular methodology carries the greatest risk, since companies 
are usually flexible in choosing the methodology of their work. 

2.4 PPMMM (Prado Project Management Maturity Model) 

PPMMM is a maturity model that considers various management states, from imma-
ture project management methods to integrated and optimized systems. The Prado 
project management maturity model describes 5 maturity levels. 

1. Original (Level 1)–At this mature stage, the company, unlike many other models, 
does not use project management tools and does not have standardized procedures 
in its work. 

2. Known (Level 2)–at this level, the organization begins to implement standard 
project management processes and procedures. The main goal is to increase the 
efficiency and predictability of the project. 

3. Standardization (Level 3)–At this level, the organization creates project manage-
ment processes and procedures that are fully integrated into the organization’s 
business processes. Its main goal is to improve the quality and reliability of 
products, as well as reduce the time and cost of their development. 

4. Escrow (Level 4)–At this level, the organization actively uses methods and tools 
for quality and process management. The main goal is to constantly improve the 
process and increase the efficiency of the team.
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5. Optimization (Level 5)–At this level, the organization reaches the highest matu-
rity in project management. Its main goal is the continuous improvement of 
technological processes and innovative methods of product development. 

2.5 IMPULS Industry 4.0 Readiness 

IMPULS Industry 4.0 Readiness is an assessment methodology focusing on the 
readiness of a company or corporation to transition to the era of Industry 4.0. The 
essence of the assessment is to match the strategy with current trends like Artifi-
cial Intelligence, multi–level automation, the Internet of Things, etc. The proposed 
methodology includes 6 aspects of evaluation: strategy and organization, “smart 
factory”, “smart operation”, “smart products”, data-based services and employees. 
Smart factory is an approach to the organization of production of goods or services. 
Within the framework of our topic, we are talking about an IT product and the projects 
inside its activity. Smart operation is the general name of a list of approaches and 
tools for automating and debugging business processes from order receipt to delivery 
to the end user. Smart products reflect the decision-making about the characteristics 
of the manufactured product based on the collected data on demand and feedback 
on completed contracts. Continuous improvement and adaptation to new market 
conditions of demand is another key factor here for the transition to industry 4.0. 
Data-based services and employees, respectively, summarize the necessary criteria 
for optimizing external communication processes with consumers, as well as internal 
processes of employee interaction at the level of a single and at the level of interaction 
of full-fledged cross-functional teams. 

Each block meets the current requirements and challenges of Industry 4.0. and 
is filled with constituent criteria. Based on expert evaluation, one of six maturity 
levels is determined–from Outsider (Level 0), when the company does not use 
project management tools, to Maximum productivity (Level 5), when the company 
constantly evaluates and improves its own processes. 

2.6 Maturity Models in Terms of IT, Automation 
and Telecommunications 

The considered models offer excellent options for assessing the maturity of the 
company and processes, but they often seem insufficiently flexible to evaluate the 
work of individual teams and identify point weaknesses in the work of the product 
team [17]. This suggests the need to introduce such a tool that does not conflict with 
the maturity assessment models analyzed. Product maturity assessment is an impor-
tant tool for companies to understand how successful their new products are and how 
well adjusted the internal processes are. It includes analysis of various factors, such 
as product quality, competitiveness, adaptability, etc. Product maturity assessment
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can help companies identify problems and shortcomings in their products and what 
improvements need to be made to improve their quality and competitiveness. 

Separately, it is important to note the role of Machine Learning (ML) and Artificial 
Intelligence (AI) in business activities. Companies are increasingly trying to use big 
data analysis tools, including to understand the client’s path, to work with feedback 
and a number of other important positions for a particular business. 

Modern project management tools also try to aggregate information from the 
public field, for example, from the Internet, social networks, various thematic forums, 
etc. 

Although using AI and ML to assess the maturity of a product has many advan-
tages, it also has a number of disadvantages. The most pressing issue at the moment 
is the quality of data interpretation. Taking into account the current development 
of technology, there are great advances in the quality of such an interpretation in 
automatic mode, but do not forget that with the growth of the company, the price of 
error increases with incorrect interpretation or interpretation that does not take into 
account the specifics of the industry or an individual company. 

The described analytics tools are actively used in business analytics, but there is 
still no widespread introduction of the so-called innovative business analysis. This 
type of business analysis involves the transfer of part of the functions of testing and 
evaluating the prospects for the introduction of new solutions to individual depart-
ments and qualified employees who pursue the goal of increasing the efficiency of 
the company or improving the quality of manufactured or developed products. The 
need for such a solution, as one might guess, was dictated by the fact that many 
enterprises, often operating within a large group of companies, are not interested in 
introducing innovations in practice, since it takes time and carries not only benefits 
but also risks. It is in this case that delegating the relevant tasks to business analysts 
working within the entire perimeter of the group of companies and having a different 
view on process optimization is appropriate. 

Maturity assessment is inextricably linked with project management and is its 
logical component. The use of an innovative approach and the introduction of 
machine learning and AI tools really opens up great prospects, but the issue of 
quality control of output data remains important, taking into account historical data 
and geographical, social, political, economic or other specifics of doing business. 

As a result of the analysis, given that we did not have a goal to determine the 
best of the existing evaluation models, but in the context of IT [9], automation and 
telecommunications sector under consideration, it is worth noting that the PPMMM 
(Prado Project Management Maturity Model) model is the most flexible model for 
working with companies and their projects in this area. A clear advantage is the high 
versatility of such a model [18, 19], but there is also a clear disadvantage compared 
to OPM3, since the Prado model does not involve multi-dimensional measurements 
and does not include, for instance, the Portfolio management evaluation [14].
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3 Methods and Methodology 

Modern product and project teams in the field of automation of information tech-
nologies and telecommunications work in a short time and with constantly changing 
requirements. Various flexible methodologies can be used to achieve the set goals and 
timely completion of tasks. At the same time, not classical methodologies such as 
Scrum, Lean, Kanban, but their adaptations and hybrids are becoming increasingly 
popular. These include such methodologies as Scrumban, Scaled Agile Framework 
(SAFe), Disciplined Agile Delivery (DAD) and others [4]. 

Scrumban is a hybrid flexible methodology that combines elements of Scrum 
and Kanban at once. Scrumban uses an iterative and step-by-step Scrum process 
and combines it with Kanban elements. This hybrid is well suited for organizations 
seeking a smooth transition to Kanban. The process begins with using the Scrum 
board, but after completion of the work it is transferred to the Kanban board to 
visualize the current processes and evaluate them from a different point of view. 

Scaled Agile Framework (SAFe) is a semi-popular flexible methodology designed 
for large enterprises. An example of companies using SAFe is Sberbank, Gazprom-
neft and others. Such a comprehensive methodology provides the foundation for oper-
ational organizational changes. In essence, these are recommendations for scaling or 
implementing Agile, and therefore such a framework is often used by organizations 
to achieve consistency between several teams, which can be assumed from a sample 
of large companies. Within this framework, the focus is on the availability of flexible 
teams, releases and flexible portfolios. The importance of creating effective cross-
functional teams and their consistency forms the basis of the framework to achieve 
high quality products. 

Disciplined Agile Delivery (DAD) goes beyond the well-known Scrum and 
Kanban methodologies. It offers a lean and flexible approach to project manage-
ment. This approach provides a comprehensive view of the entire product lifecycle, 
from design to decommissioning. Also, within this approach, recommendations are 
provided for adapting flexible practices to the unique needs of each existing project. 
A distinctive feature of DAD is the absorption of the best design practices with the 
selection of a pool of suitable solutions, which at the same time do not contradict the 
values of Agile and DAD. 

Each of these flexible structures has its own strengths and weaknesses. Scrumban 
provides greater flexibility in job management, SAFe offers a comprehensive flexible 
scaling platform, and DAD offers a holistic view of the product lifecycle. Organiza-
tions should choose the flexible platform that best suits their unique needs and work 
environment. 

When choosing, it is important to take into account factors such as the size of the 
organization, the level of complexity of projects and the number of teams within the 
company. It is also important to take into account the organizational culture and the 
level of support for flexible practices at all levels of the organization up to senior 
management.
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With the right flexible structure, organizations can deliver high-quality products 
and services in a flexible and scalable manner. 

The described methods are designed to achieve the set goals in a short time while 
minimizing costs. The use of project methodologies without analyzing their effec-
tiveness is often, but not always, the most effective solution. Of course, as in many 
other industries, the thoughtfulness of all business processes and projects reflects 
the maturity of the company, but this requires additional time and intellectual costs, 
which ultimately result in money. In this chapter, it is proposed to understand the 
decomposition of productivity as the division of the results of the team’s work into 
key blocks that reflect the interests and development strategies of the company. This 
decomposition is very valuable because it not only reflects key performance indica-
tors, but also allows you to identify specific reasons for achieving or not achieving 
results. In the first case, the information obtained allows us to implement best prac-
tices in the next iteration, while in the second case, conclusions can be drawn to 
overcome errors and prevent performance degradation in the future. Considering the 
promotion strategy, all this data is inherently specific to the company and can be used 
to prepare models for machine learning and create more accurate predictive models 
and digital doubles, which corresponds to the digital transformation strategy. 

Digital transformation is not just the integration of digital products into compa-
nies. The integration of digital solutions into business processes is also an important 
prerequisite for meeting the requirements of digital transformation [20]. The creation 
of digital doubles can be defined as the next level of digitalization of processes. All 
these steps are aimed at creating a highly adaptive and flexible company that improves 
the quality of its services and minimizes costs. Since the creation of digital solutions 
and the digital transformation of companies of various maturity levels is, in fact, 
a project, proper project management is required. At the management level, it is 
important not only to understand whether there is a result of the work, but also to 
understand the internal maturity of the team. Taking into account the analysis of 
existing maturity models and current project management methodologies, there is a 
need to evaluate not only the entire company’s activities as a whole, but also a more 
focused assessment of specific product teams around the perimeter of the company. 
Interest in this kind of assessment arises not only among companies that focus on 
the foreign market, but also among corporations that create their own products and 
services [4]. 

Within the framework of the topic under consideration, it is important to see the full 
picture of the world and assess the prospects for the implementation of assessment 
methodologies. It is possible that the assessment of product maturity will be less 
in demand by small startups with their own financing. However, in recent years, 
the culture of student entrepreneurship has been actively developing in different 
countries of the world. A good example in the proposed context are universities with 
their own accelerators. Startups implemented in whole or in part at the expense of 
the university endowment can implement maturity assessment tools and at the same 
time develop the general level of culture of IT specialists on the way to global digital 
transformation.
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In turn, the implemented tools will allow the university to better monitor the 
effectiveness of investments and the direction of its own development in both the 
entrepreneurial and educational spheres. Student entrepreneurship and, in particular, 
student start-ups play an important role in the global digital transformation. Students 
from and related fields enter the labor market after graduation and hold positions in 
leading technology companies. At the same time, it is important that the knowledge 
and acquired skills meet the requirements and challenges of the time. 

As already mentioned, digital transformation includes a number of important 
requirements for the transition to a fundamentally new business model that takes 
into account the creation of a digital infrastructure for integration into current non-
automated processes, as well as the creation of an ecosystem that forms an environ-
ment for innovation and the training and development of specialists with relevant 
competencies, including both professional skills and soft skills on communication 
and interaction. 

The question of the necessity and expediency of implementing evaluation tools in 
teams developing hardware products remains open. By analogy with the complexity 
of implementing the Agile approach in such teams, the assessment of product matu-
rity at the current stage of the fragmentation and informalization of many product 
requirements remains a field for discussion and a direction for the development of 
appropriate methodologies. 

For such an assessment, the following methodology is proposed (Table 3), which 
will reflect both the goals set by the company’s management and the maturity of the 
work of the team itself.

In accordance with the assessment of the team’s product maturity [21], it can be 
attributed to one of the maturity categories in accordance with the PPMMM (Prado 
Project Management Maturity Model) model discussed earlier. It is proposed to set 
the boundaries in accordance with the proportional distribution between 100 points 
and 5 levels. 

At the stage of summing up the Block points, it is proposed to draw a conclusion 
about the real weight of the block based on the fulfillment of the key criteria that are 
included in it. The following is a general formula for evaluating block scores. 

Calculation of Block X points: 

m X = m X1 + m X2 +  · · ·  +  m Xn 

100
· MX (1) 

where: 
MX –maximum block weight, points 
m Xn–criterion weight, points 
m X –real block weight, points 
Next, it is proposed to consider the assessment of the maturity of the Technology 

block (Table 4) selected at step 1 of determining the company’s values.
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Table 3 Methodology 

Step Stage Example and comments 

1 Determining the value 
pool of the product team 
and its ranking 

Documentation > Product or Documentation < Product, etc 

2 Allocation of key Blocks 
(in accordance with an 
optimization strategy) 

Documentation, Architecture, Technology, Testing, 
Tracking, Support, etc 

3 Assigning each Block the 
corresponding maximum 
weight in points 

Weight assignment is carried out on the basis of an expert 
assessment in accordance with the value of the Block for the 
product team 
(The sum of all points should be 100) 

4 Filling the Block with 
evaluation criteria 

Technologies: (1) The source files are in a single repository 
(2) The code text is written in a single style and in 
accordance with current requirements 

5 Assigning each criterion 
an appropriate weight in 
points 

Weight assignment is carried out on the basis of expert 
evaluation in accordance with the value of the Block for the 
product team 
(The sum of all points within one Block should be 100) 

6 Conclusion on the 
fulfillment of the criteria 

Based on this assessment, a conclusion is made about the 
criteria in the form of fulfilled/ not fulfilled 
(If the criterion is partially fulfilled, it is concluded that it is 
not fulfilled) 

7 Summing up Block scores The Block scores are equal to a fraction of the maximum 
weight (a percentage equal to the sum of the points for the 
criteria within the Block)

Similarly, we can evaluate the remaining selected blocks and make a conclusion 
about the maturity of the team. Assume that the remaining Blocks weigh proportion-
ally to the Technology Block. Then we get that the total score will relate to 100 in the 
same way as 11 points relate to 20. As a result of the evaluation, the product matu-
rity in the selected case will be 55 points out of 100. According to the distribution 
of points and maturity levels in the PPMMM (Prado Project Management Maturity 
Model) model (Table 5).

We get that such a team corresponds to the 3rd level of maturity PPMMM Stan-
dardized (Level 3)–at this level, the organization has established project management 
processes and procedures that are fully integrated into the business processes of the 
organization. 

The advantage of the proposed methodology is the adaptability of the evalu-
ation criteria in accordance with the company’s priorities [21]. Such a method-
ology for evaluating projects and product teams is a convenient tool for manage-
ment accounting and internal analysis, and is also essentially a reflection of the 
company’s internal process approaches and automatically changes at the 1st stage 
of determining the value pool [22]. A separate vector for further development of 
the maturity model may be the assessment of time costs. Such an assessment can
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Table 4 Example of evaluation 

Step Stage Example 

2 Selecting a Technology Block (one 
of the highlighted ones) 

Technologies 

3 Assigning the Block the appropriate 
maximum weight in points 

Technologies (20 points) 

4 Filling the Block with evaluation 
criteria 

(1) The source files are in a single repository 
(2) The code text is written in the same style 
(3) The text of the code meets the current 
requirements 

5 Assigning each criterion an 
appropriate weight in points 

(1) The files are in a single repository 
(25 points) 
(2) The code text is written in the same style 
(45 points) 
(3) The text of the code meets the current 

requirements 
(30 points) 

6 Conclusion on the fulfillment of the 
criteria 

(1) The source files are in a single repository (25 
points)–fullfilled 

(2) The text of the code is written in the same 
style (45 points)–not fullfilled 

(3) The text of the code meets the current 
requirements (30 points)–fullfilled 

7 Summing up Techology scores mTechnologi  es  = 25+30 
100 · 20 = 11points

Table 5 Distribution of points 

The result of the assessment in points PPMMM (Prado Project Management Maturity Model) 
level 

0–20 1 (Initial) 

21–40 2 (Known)  

41–60 3 (Standardized) 

61–80 4 (Managed) 

81–100 5 (Optimized)

be carried out on the basis of data on the fullness of weekly or other sprints imple-
mented within the framework of the chosen project methodology, based on data from 
structured and visualized business processes at the level of management accounting, 
with separate attention to bottlenecks in processes and optimization of “inputs” and 
“outputs” in each block. Such an assessment can significantly affect the optimization 
of the company’s activities in terms of minimizing costs and identifying existing or 
potential risks.
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4 Results 

To test the proposed methodology, an assessment of the product maturity of the X 
team engaged in software development (creation of a messenger and chatbots) was 
carried out. Down below you may take a look at the selected Blocks and the criteria 
by which the assessment was made. 

Development Block: 

1. Test cases have been prepared; 
2. Automatic testing is used; 
3. Checklists have been prepared; 
4. Regression testing is used; 
5. Integration testing is used (how well the feature interacts in a bundle); 
6. Manual testing is used (imitation of user actions); 
7. Different devices are used (checking how the program works on different 

devices); 
8. CI CD has been applied (delivery of new modules of the project under devel-

opment to interested parties (developers, analysts, quality engineers, end users, 
etc.); 

9. Feedback collected; 
10. Feedback is regularly updated. 

This block provides access to the team’s development process and to the maturity 
level of its development methods. The development block includes criteria such as 
the quality of the code, the quality of testing methods and the quality of the imple-
mentation process. The quality of the code determines the reliability, availability 
and scalability of the code. Testing shows the level of coverage of test cases and the 
availability/use of automation tools. This block reflects the quality and maturity level 
of the most important stage of the creation of the product. 

Metrics Block: 

1. The results of the analysis of analog products are applied; 
2. The work uses a portrait of the target audience; 
3. Overview for environment analysis; 
4. The value of the created product for the Company’s employees is determined 

and applied; 
5. Calculated DAU WAU MAU (Daily/Weekly/Monthly Average Users); 
6. Calculated ARPU (Average Revenue Per User); 
7. Determined Dev Time; 
8. Release Time Is Defined; 
9. Cycle Time is Defined; 
10. Lead Time Is Defined; 
11. Time to Market is defined; 
12. Defined Time to Learn; 
13. No outstanding tasks at the end of the sprint.
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This block allows the team to measure and track metrics collected in the course 
of work. It is very important in the context of digital transformation, as it gives an 
idea of the performance of the product and the ability of the team to achieve business 
goals set. The metrics block includes factors such as DAU, WAU, MAU, ARPU, as 
well as the time of product release and some others. The number of unaccomplished 
tasks is monitored separately to improve their setting in the next sprints. The rest 
of the data arrays are analyzed in the same way to improve the quality of decision 
making. 

Management Block: 

1. The described project methodology is used; 
2. Project management tools are used (Jira,Trello etc.); 
3. A backlog is being maintained; 
4. The backlog is being audited (1 time per month); 
5. Planning meetings are held; 
6. Metrics are used in project management; 
7. The team has all the necessary specialists; 
8. The team conducts document flow in electronic form; 
9. There is a single guideline for solving standard tasks; 
10. Feedback from team members is collected; 
11. A motivation system is used; 
12. Tasks are prioritized; 
13. Team members use an electronic signature. 

The block includes criteria to evaluate the team management such as a well-defined 
team structure, the presence or absence of a project management methodology with 
described and transparent tools. It is important to evaluate the management block, 
as it can have a significant impact on the team’s ability to release the final product 
on time and within the budget. 

Interaction Block: 

1. The process of interaction with vendors has been established (technical specifi-
cation, deadlines, priorities, setup meetings, established communication); 

2. Team building is carried out [23]; 
3. There are no serious conflict situations; 
4. There is a system for transferring experience within the team; 
5. There is a team chat in the messenger; 
6. Brainstorming is underway; 
7. Corporate culture is defined. 

This Block reflects the ability of cross-functional teams to interact with other 
teams and stakeholders. It includes factors such as interactions with vendors, external 
contractors, teamwork and conflict resolution inside it. 

It is important to evaluate this block, as it can help the team build better relation-
ships with stakeholders and other teams, which can have a positive impact on the 
final product.
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As a result of interviews with team members and expert evaluation, the results 
given in Table 6 were obtained. 

The scores obtained during the evaluation were summed up and the resulting Total 
value corresponds to Level 4 (Managed) in accordance with PPMMM (Prado Project 
Management Maturity Model) level (Table 5). 

To illustrate the results obtained and identify weaknesses that require attention, a 
radar chart (Fig. 1), reflecting the numerical values of the results of the assessment 
was created. 

Table 6 Evaluation results 

Block The percentage of the maximum block weight gained, % 

Development 74,5 

Metrics 87,5 

Management 90 

Interaction 67,5 

Total 79,875 

Fig. 1 Distribution of the evaluation results on the radar chart
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The diagram clearly shows the possible areas of growth and development of the 
team. Let’s take a closer look at each of the evaluated blocks. 

To begin with, it is worth noting the high level of project management in the team. 
The team selected for evaluation works in a large IT company and follows clear and 
transparent guidelines adopted by the company, in this regard, the high result of 
the team reflects preliminary expectations and serves as a good indicator, since the 
management unit is the link between the others. 

It can be noted that the Metrics block is also at a high level, which corresponds 
to a high level of management, since the criteria evaluated in it are clearly fixed by 
the project manager and their value is clear to all team members. 

The development unit is at a good average level and meets most of the current 
requests from the customer and the market as a whole, but not all possible tools are 
used by the development team. The reason for this may be that there is no need to 
implement additional tools, since the team is not large. 

The interaction block turned out to be the least mature. To determine the cause 
of the situation, the company’s management should pay attention to the formation 
and strengthening of corporate culture, and it is also possible to adapt approaches to 
project management taking into account the soft skills of cross-functional teams. 

In general, it is worth noting that the result of 79.875% indicates a high level of 
professionalism. According to PPMMM, the team is at the penultimate maturity level 
(Table 5) and is able to effectively manage its processes. Nevertheless, the announced 
challenges are guidelines for the further development of the company. With the help 
of assessment tools, the company will be able to better understand itself, but in order 
to remain at the current level of maturity, and even more so to become more mature, 
it needs to constantly develop each of the Blocks, gaining criteria that correspond to 
global trends and its own development strategy. 

In addition to identifying the strengths and weaknesses of the team when assessing 
its maturity, the tools offered for implementation can serve as additional tools for 
HR specialists. The summary results of the evaluation by blocks can be used when 
building the development track of an individual employee. Based on the results of 
the evaluation, you can see which of the criteria within the blocks are insufficiently 
developed and decide on additional professional training, on the introduction of 
additional incentive mechanisms for employees or on optimizing the staffing of 
project teams or teams that ensure the operational activities of the enterprise. 

It is also important to note here that such an approach at the current stage of 
technology development is only an additional tool for decision-making and does not 
replace all other existing ones. 

5 Conclusion 

As a result of testing the methodology on specific product teams, it can be concluded 
that the proposed method is quite flexible and is able to accurately reflect weaknesses 
that require improvement within the team or at the level of the company’s processes
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as a whole. Understanding the specific weaknesses of the team is an important step 
and a need for digital transformation. The data obtained as a result of the maturity 
assessment can be predictors for training a digital twin model. Such data allows 
us to decompose existing levels of business processes and allow us to build more 
detailed strategic models in the context of digitalization and digital transformation. 
The proposed tools will improve the quality of decisions made within the company 
and increase operational efficiency. 

The issue of the global trend towards digital transformation remains important and 
relevant. As already noted in the chapter, digital transformation requires companies to 
fully restructure existing business processes and build a system in which the process 
of collecting feedback from the market and an individual client is optimized and 
automated, as well as analyzing data and creating new options for building business 
processes and positioning strategies based on this data. Evaluation of the product 
development process can help companies independently understand their strengths 
and weaknesses, as well as decompose processes into their component parts and 
understand cause-and-effect relationships. 

However, the development of a comprehensive methodology for such an assess-
ment may be subject to adaptation and, as a result, include new indicators for eval-
uation. The problem of a high human factor at the expert level of decision-making 
remains relevant both when choosing a pool of values and when determining the 
weight of each of the blocks. If such criteria are determined at the level of the 
product owner or project manager, it may be difficult to objectively compare the 
results obtained. Therefore, it is recommended to strive to unify the selected evalu-
ation criteria by blocks, in accordance with the priorities and requirements of the 
company’s top management or top management. However, the model proposed 
for implementation has no restrictions on the frequency of criteria updates and 
the number of criteria or blocks, provided that the remaining evaluation rules are 
followed. 
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1 Introduction 

In the presented work, such research methods were used as: monographic, analytical, 
statistical, the method of analysis of hierarchies “HAM”, as well as the artificial 
intelligence system Deep learning model “Random Forest”. Based on statistical data 
and the results of the work of Caustic company for the period from 2010 to 2022 
years, a selection of the main macroeconomic indicators reflecting the dynamics of 
the development of the economy and the company in question has been formed. 

The purpose of the work is to use the HAM method to select reliable contrac-
tors for construction and installation work at the enterprise, and thereby reduce the 
annual cost of building construction, and ultimately calculate the forecast value of 
the company’s net profit. To achieve the goal, the following tasks were set and solved: 
(1) to explore the theoretical foundations for supporting managerial decision-making 
in modern conditions; (2) to create a Digital Bot script that would allow to collect the 
necessary data from the Websites of potential contractors, provide an opportunity for 
experts to remotely give their assessments and form a list of five reliable contractors; 
(3) calculate the forecast value of net profit based on the results of the company’s 
work for the year. 

Caustik is one of the leading enterprises of the chemical industry in Volgograd 
[1]. The relevance of the study lies in the fact that the problems that arise during 
the interaction “enterprise–contractor”, based on the use of traditional methods in 
classical formats (joint meetings, teleconferences, the use of CRM and ERP systems) 
can be solved using modern digital services in the format “Digital Ecosystem”. 
In the face of increasing complexity in the functioning of the construction sector 
as a system: customer → contractor → subcontractor → auditors → commission 
experts, it becomes difficult to control the timeliness of execution of orders, manage 
a huge number of respondents, an increasing flow of information, one has to deal 
with conflicts of office work, approvals in various kinds authorities and so on. It is 
important to study the trends in the development of relationships between participants 
in the investment process using digital technologies in modern conditions. 

An analysis of the work of the Caustic enterprise showed that the relationship 
between the customer and contractors can be built using various schemes. So, for 
example, the distribution of functions between the participants is determined by 
the contractual terms and the schemes of interaction between the participants can 
be varied. Since contractual relations are built on the basis of interaction between 
the customer company and numerous construction participants, this requires the 
automation of business processes and support for managerial decision-making to 
ensure the efficient operation of the company. Despite the processes of improving the 
relationship between the customer company and construction contractors, problems
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remain. The analysis showed that among the main problems during construction, the 
following can be noted: 

– rise in the cost of construction objects (for various reasons, for example, an 
improperly conducted survey of a land plot for construction); 

– postponing the completion of the commissioning of the facility in the direction 
of increasing the construction time; 

– the emergence of controversial issues in the relationship “Customer-Contractor”, 
often due to improper fulfillment of obligations under the contract. 

Various material losses of the Customer due to an increase in the cost of 
construction and installation works are presented below (Table 1). 

The following entities may be involved in the process of interaction between 
participants in contractual relations regarding the implementation of investment 
projects in the construction of facilities of a private company-customer: designers, 
general contractors, contractors, subcontractors, equipment suppliers, a bank, repre-
sentatives of the land owner, specialists for examination, expert analysts and 
others. 

The relationship between the participants is constantly in dynamics. The interac-
tion of participants in contractual relations is ensured by the management of construc-
tion projects. Investment (construction) project management is a way of organizing 
production, aimed at the timely achievement of a one-time, non-recurring goal with 
the optimal use of available resources. The Hierarchy Analysis method was not used 
in the evaluation of contractors at the enterprise. 

In our case, we will consider the AHP using the example of a two-level system. 
Let there be a set of  N solutions (objects) An (n = 1, 2, … N) from which to choose 
the best solution or the best object. To evaluate each of the objects, the same set Bm 

of M comparison criteria is used m = 1, 2, … M. To build the final assessment of 
solutions, you must first compare the criteria, and then pairwise the solutions to each 
other for each of the criteria.

Table 1 Rise in the cost of construction objects Caustic 

Year Description Cost of 
appreciation, 
thousand rubles 

Cause 

2020 Construction of 
Object № 4 

12.5 Hidden foundations were revealed due to 
under-examination of the territory 

2021 Construction of 
Object № 4, 5 

18.8 Change in the estimate due to force majeure 
circumstances (raise in the cost of materials due to 
sanctions) 

2022 Construction of 
Object №5 

7.4 Disadvantages of marking by a third-party 
organization, some factors remained unaccounted 
for 

Total 38.7 
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We have to compare criteria that are usually not of equal importance. A pairwise 
comparison of the criteria is carried out on a qualitative scale, followed by conversion 
to scores: 

(1) the same, indifferent = 1; 
(2) slightly better (worse) = 3 (1/3); 
(3) better (worse) = 5 (1/5); 
(4) much better (worse) = 7 (1/7); 
(5) fundamentally better (worse) = 9 (1/9). 

With an intermediate opinion, they use With an intermediate opinion, intermediate 
scores of 2, 4, 6, 8 are used. The results are entered into a table. In the same way, 
they create matrices of pairwise comparison of objects (solutions) by criteria [2]. 

To fulfill the consistency conditions in the matrices of pairwise comparisons, 
reciprocal values are used. If aij have an attitude criterion i to criterion j, then aji = 
1/aij. 

If there are quantitative criteria for assessing any quality ϖj, then the comparison 
result for two objects is found simply by dividing ϖj / ϖk = ajk . Accordingly, the 
consistency condition should be automatically satisfied. 

ω j 
ωk 

ωk 

ωm 
= a jk  ∗ akm = a jk/amk, (1) 

If pairwise comparisons are made using a scale of qualitative preferences, then 
condition (1) may be violated. In this case, the estimates will be violated by automatic 
consistency and you need to have a mathematical criterion that confirms that the 
consistency is maintained at an acceptable level. To check, we can verify that, with 
complete consistency and condition (1), the following equality holds: 

Aω = nω, (2) 

where A = (
a jk

)
, ω = (ω1, ω2, . . . ωn), n–number of paired comparisons. 

If condition (1) is violated, then the maximum eigenvalue of Eq. (2) will be 
different from n and the deviation value can be taken as a measure of consistency in 
the form of a coefficient 

C = 
λmax − n 
n − 1 

, (3) 

where λmax–the maximum eigenvalue of the matrix A. Consistency matrix elements 
is taken at C < 0.1  ÷ 0.2. 

If all comparison matrices both for comparing criteria and for comparison of 
objects according to the criteria are completed and agreed, you can proceed to 
calculations. It is necessary to make integral estimates of M criteria by the matrix.
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xi = 
M∑

l=1 

ail  , SA = 
M∑

i=1 

xi , qi = 
xi 
SA 

, (4) 

Normalizing the result by dividing by the sum SA provides distribution of marks 
in shares 1. The same procedure must be done with comparison matrices N of objects 
for each of the criteria. As a result we get M columns (according to the number of 
criteria) of N elements (according to the number of objects comparisons) that can be 
combined into a matrix yni. After that you can calculate the normalized estimates of 
each of the N objects (solutions) taking into account M criteria weights xi calculated 
earlier by formula (4): 

cn = 
M∑

l=1 

xi yni , S = 
N∑

n=1 

cn, pn = 
cn 
S 

, (5) 

Comparison of estimates obtained in this way pn allows for the greatest of them 
to choose the best object (solution). To automate the calculations, the calculations 
were carried out in a program in the Python language. The study of the features 
of the system of relationships between the participants in the investment process in 
construction based on innovations in the context of digital transformations of busi-
ness processes in the construction sector, as well as current trends and development 
prospects, is important. 

2 Literature Review 

Many scientific studies are devoted to the study of the problems associated with the 
formation of relationships between the participants in the construction process. So, 
for example, Kvartina V.V. considered trends in the formation of a system of relation-
ships between participants in the investment process in construction [3]. Kovalchuk 
S.I. revealed an algorithm for the formation of a system of relationships between 
participants in the investment process [4]. The solution of most problems, as the anal-
ysis showed, is associated with the need to organize the search, evaluation and selec-
tion of a reliable contractor with the involvement of external independent experts, 
which would minimize the risk of an increase in the cost of building an object. Thus, 
it is required to develop a new approach in the evaluation of the contractor by the 
method of analysis of hierarchies (hereinafter AHP). 

At the moment, the selection procedure is based on the methodology provided for 
in the conduct of tenders by the customer organization, the criterion of which is the 
minimum price for the construction contract. The AHP method ensures the objec-
tivity of the choice of a contractor, which eliminates the possibility of a corruption 
component. 

The organization of the work of experts can be built on a remote basis using 
the Robo-bot proposed by the authors of the chapter. Since the rise in construction
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costs is not the only factor affecting the amount of net profit and it is necessary 
to take into account many other factorial features, it seems appropriate to use the 
Random Forest Deep Learning Model to predict this parameter, which reflects the 
efficiency of the company as a whole. Research shows that artificial intelligence 
technologies are increasingly being used. So, for example, Bataev A.V., Gorovoy 
A.A. and Denis Z. conducted a comparative analysis of the use of neural network 
technologies in the world and Russia, stating that the prerequisites for the rapid use of 
artificial intelligence are the processes of large-scale development of information and 
communication technologies, an increase in the volume of processed information, 
as well as the development of production capacities of computers in data processing 
centers, and other factors [5]. 

Assessment and reduction of financial risk remain in the focus of attention of 
entrepreneurs and enterprises in the real sector of the economy. So the team of 
authors Shokhnekh A., Lomakin N., Glushchenko A., Sazonov S., Kovalenko O. 
and Kosobokova E. proposed a digital neural network for managing financial risks 
in business through real options in the financial and economic system [6]. Support 
for managerial decision-making is always associated with risk, the risk of finan-
cial losses, its assessment and minimization. In the deep risk model proposed by 
Hengxu Lin, Dong Zhou, Weiqing Liu and Jiang Bian, a deep learning solution is 
proposed to analyze latent risk factors while improving the estimation of the covari-
ance matrix. Experiments were carried out on stock market data and demonstrated 
the effectiveness of the proposed solution [7]. 

The assessment of financial risks using the VaR model provides high performance 
to support managerial decision-making in the real sector of the economy in the 
financial sector. A group of scientists consisting of Kei Nakagawa, Shuhei Noma 
and Masaya Abe proposed an approach based on the use of the RM-CVaR model. It 
is known that dispersion is the most fundamental measure of risk that investors seek 
to minimize, but it has a number of disadvantages. Notional Value at Risk (CVaR) is a 
relatively new risk measure that overcomes some of the shortcomings of well-known 
variance risk measures and has gained popularity due to its computational efficiency. 
CVaR is calculated as the expected value of a loss that occurs beyond a certain 
probability level (β) [8]. The use of artificial intelligence is increasingly evident in 
the use of robotic advisors in business. Katherine D’Hondt, Rudy De Winn, Eric 
Gizels, and Steve Raymond conducted a study on the use of an AI-enabled “alter 
ego” system in robotic investments. The authors introduced the concept of “AI Alter 
Ego”, which are shadow robot investors [9]. One of the promising areas is the use of 
deep neural networks in business. For example, Krzysztof R. et al. proposed neural 
risk assessment in networks with unreliable resources [10]. According to the authors, 
it is advisable to use an algorithm based on GNN, which is trained only on random 
graphs generated using the Barabashi-Albert model. Clarkson J. et al. proposed the 
DAMNETS neural network, which is a deep generative model for Markov network 
time series. Time series networks are found in many fields such as trade networks in 
economics [11]. 

The use of generative models is effective for Monte Carlo estimation and improve-
ment of the original dataset used, which is of interest for model fitting. Bingyang H.
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studied the estimation of the expected values of a function from time data. He approx-
imated test functions with neural networks in order to prove sample complexity using 
Rademacher complexity [12]. Neufeld A. suggested using robust data-driven statis-
tical ingestion strategies using deep neural networks [13]. The conducted research 
makes it possible to obtain an increment of knowledge that allows to close the scien-
tific gap regarding the support of managerial decision-making in modern conditions. 
At the same time, the scientific approach is based on two approaches, the use of the 
Hierarchy Analysis Model (HAI), as well as the artificial intelligence system–the 
Random Forest Deep Learning Model. 

3 Materials and Methods 

This study was carried out using such methods as: monographic, analytical, statis-
tical, the method of analysis of hierarchies “MAH”, as well as the artificial intelli-
gence system Deep learning model “Random Forest”, based on statistical data and 
the results of Caustic’s work for the period from 2010 to 2022 years. A selection 
of the main macroeconomic indicators was formed, reflecting the dynamics of the 
development of the Russian economy, as well as the performance of the company in 
question. 

3.1 The Hierarchy Analysis Method (HAM) for Selecting 
a Reliable Building Contractor 

Modern enterprises are complex economic systems. To analyze economic systems, 
T. Saaty developed the Hierarchy Analysis Method (HAM), which is a systematic 
procedure for evaluating a system using a hierarchical representation of the elements 
that define the essence of the problem. 

In the course of the study, a model was formed for evaluation by the HAM method 
and a comparison was made of a system of five contractor companies according to 
the criteria: size, financial stability, own resources, reliability, reputation (Fig. 1).

The method consists in decomposing the problem into simpler components and 
processing the decision maker’s sequence of judgments based on paired comparisons. 
The relative importance of elements in a hierarchy is expressed numerically. The 
resulting values are estimates in the ratio scale.
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Fig. 1 Formation of the HAM model

3.2 Digital-Bot for Automatic Collection of Information 
in Order to Select Reliable Construction Contractors 

Since in modern conditions almost any information about the company is posted 
on its Web site, it seems appropriate to develop the Digital-Bot program to collect 
information about construction contractors, their ranking and based on the hierarchy 
analysis method (HAM). Below is a diagram of contractor companies by their rating, 
which is based on the “Revenue” parameter (Fig. 2). 

Fig. 2 Diagram of construction companies in the Volgograd region by revenue (million rubles)
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3.3 The Random Forest Deep Learning Model for Predict 
the Net Profit 

The initial data for the formation of the Random Forest deep learning model is 
presented below (Table 2).

To predict the net profit of the customer company, the Random Forest deep learning 
model was formed. In order to form a dataset of the model, external and internal 
factors were selected that affect the final result of the company’s work–net profit. 
The following factors were considered: Year; GDP, billion rubles (GDP); Dollar 
exchange rate, rub. (USD); Investments in fixed assets in GDP, % (Investments); Rise 
in the cost of services of building contractors, thousand rubles (Increasing costs); 
Revenue of Caustic, thousand rubles (Revenue); Assets of Caustic, thousand rubles 
(assets); Intangible assets of Caustic, thousand rubles (Intangible assets); Forecast 
of net profit of company Caustic, billion rubles (Net profit forecast). To obtain the 
predictive value of the effective feature–the value of the company’s net profit, using 
the artificial intelligence system, we will form a data set of the model. 

4 Results 

As a result, of the study, forecast values of the volume of overdue loans received 
in two different ways were obtained: based on a correlation-regression model. a 
neural network. Using financial macroeconomic indicators, which were formed with 
Central Bank data, made it possible to build a correlation-regression model, as well 
as a perceptron artificial intelligence system. 

4.1 The Hierarchy Analysis Method (HAM) for Selecting 
a Reliable Building Contractor 

The process of forming the (HAM) method begins with pairwise comparisons of 
criteria (Fig. 3).

The calculation of the significance coefficients by the hierarchy analysis method 
makes it possible to calculate a number of parameters as comparison criteria. 
Summary parameters for the alternatives are given below (Table 3).

Thus, the positions were distributed as follows: (1) Limited Liability Company 
(LLC) Construction Company South–0.311; (2) Absolut Group LLC–0.303; (3) 
LLC “Volga-BUILD engineering”–0.232; (4) LLC “LLC “ATN””–0.091; (5) 
Volgtranstroy LLC–0.063. Based on the results obtained by the MAI, Caustic should 
change the list of contractors, terminate contracts with contractors with a low rating 
of experts and conclude contracts with contractors with a high rating. This will reduce
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Fig. 3 Script of the program for the formation of the HAM model (fragment)

Table 3 Calculation of significance coefficients by the HAM method 

Alternative Size Financial 
stability 

Own 
resources 

Reliability Reputation Total 

Company 1 0.234 0.286 0.334 0.501 0.586 0.303 

Company 2 0.234 0.571 0.156 0.159 0.255 0.311 

Company 3 0.266 0.143 0.510 0.038 0.069 0.232 

Company 4 0.117 – – 0.075 0.038 0.063 

Company 5 0.148 – – 0.226 0.052 0.091 

NW 12.172 5.253 4.573 6.246 6.138 – 

CI-consistency 
index 

1.793 1.126 0.787 0.311 0.285 – 

RC–relative 
consistency 

1.601 1.942 0.356 0.277 0.254 –

the volume of annual price increases. The expected economic effect will be 15,180 
thousand rubles. 

4.1.1 Digital-Bot for Automatic Collection of Information 
for the Hierarchy Analysis Method (HAM) 

The program script is hosted in the “cloud” Collab by Google, written using the 
Python language. The block diagram of the bot is shown in Fig. 4.

Digital-Bot for collecting information about construction contractors, their 
ranking and selection based on the hierarchical analysis method (HAM), was 
successfully formed (Fig. 5).
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Fig. 4 Digital-Bot for collecting information about construction contractors, their ranking and 
selection based on the Hierarchy Analysis Method (HAM)

Fig. 5 Digital-Bot algorithm for choosing the optimal contractor
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The following modules are part of the Digital-Bot Flowchart for collecting 
information about construction contractors. 

(1) A module that contains http:// hyperlinks to the websites of companies that 
provide a list of required services provided properly. 

(2) Parser, a program that collects the necessary information from the websites of 
the right companies. 

(3) Database (Jason-file), store the collected information systematized in an 
appropriate way. 

(4) Dataset–a file (with the.txt extension) that contains data that is then used to rank 
companies for inclusion in the HAM model. 

(5) The HAM module, in which the necessary calculations are carried out in auto-
matic mode, accepting estimates (parameters from 0 to 10) of experts who 
remotely assign values to the corresponding parameters. 

(6) Result–represents a file in the form of a list of companies that have been assessed 
by experts, containing integral values–coefficients calculated on the basis of 
the values of the initial values and assessments of experts according to the 
assessment criteria used based on the hierarchy analysis method (HAM). 

Parser–a program or service for searching data according to certain rules. 
Processes information according to specified criteria and displays it in a structured 
form. The input conditions can be a key phrase or any other sequence of characters, 
as well as object characteristics–file type and size, geolocation, etc. As a result of 
the implementation of the proposed measures in the company Caustic, the expected 
increase in income may amount to 28,880 thousand rubles. Thus, the estimated 
increase in profit from the system of improvements can be 15,180 thousand rubles, 
and the cost-effectiveness ratio for the implementation of improvements will be 
1.108. 

4.2 Random Forest Deep Learning Model 

To obtain the predictive value of the effective feature–the value of the company’s net 
profit, using the artificial intelligence system, we will form a data set of the model. 
The neural network data set was successfully formed (Table 4).

The settings of the hyperparameters of the model included, for example, the 
number of estimators 5, the maximum depth of the tree 10. As a result, of using the 
GridSearchCV library, the parameters of the best tree were calculated (Fig. 6).

The Best Ensemble Decision Tree Random Forest Deep Learning Models is shown 
below (Fig. 7).
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Table 4 Neural network dataset 

GDP USD Investments Increasing 
costs 

Revenue Assets Instangible 
assets 

Net profit 
forecast 

0 153,435 70.3 20.2 7.4 32,459,133 27,712,102 11,365 6,773,452 

1 131,015 73.7 21.2 18.8 29,469,846 23,687,263 57,341 5,088,906 

2 107,315 73.8 16.5 12.5 21,805,092 8,591,084 24,836 1,146,733 

3 109,242 62.0 20.6 25.2 20,857,785 20,703,477 17,585 1,894,435 

4 103,862 69.8 20.6 60.0 20,677,612 19,356,329 16,561 3,099,970

Fig. 6 The parameters of the best tree

Fig. 7 Best Ensemble Decision Tree Random Forest Deep Learning Models
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The matrix of paired correlation coefficients between factorial and resultant 
features is presented below. As studies have shown, the following factors have a 
strong positive effect on the value of the enterprise’s net profit: Revenue 0.92; GDP 
0.885; Assets 0.833. A negative impact on net profit is exerted by Increasing costs 
−0.525 (Table 5). 

Actual and predictive values of the resulting feature, which are randomly 
generated by the DL Model (Table 6). 

Substituting the values of factor indicators for 2022 into the model, the forecast 
parameter of the effective indicator was calculated–the value of the net profit of 
Caustic is 3749506.95925706 billion rubles, while this parameter was 4480 billion 
rubles. While the actual value for 2022 was 6,773,452 thousand rubles, that is, the 
forecast turned out to be -80.6% less. The use of the skikitlern and pandas libraries 
made it possible to obtain regression coefficients. 

The linear regression equation has been obtained. 

Net  pro f  i t  f  orecast  = −131.408765 ∗ GD  P  + 61185.53979 
∗ US  D  − 292491.437621 ∗ I nvestments − 8091.838754 
∗ I ncreasing  costs  + 0.316342 ∗ (Revenue + 0.334116 
∗ Assets  + 31.90103 ∗ assets) (6)

Table 5 Matrix of paired correlation coefficients 

GDP USD Investments Increasing 
costs 

Revenue Assets Instangible 
assets 

Net 
profit 
forecast 

GDP 1.000 0.784 −0.190 -0.452 0.983 0.767 0.368 0.885 

USD 0.784 1.000 −0.369 −0.303 0.774 0.382 0.345 0.628 

Investments −0.190 −0.369 1.000 0.182 −0.168 0.429 −0.027 0.090 

Increasing 
costs 

−0.452 −0.303 0.182 1.000 −0.534 −0.207 −0.220 −0.525 

Revenue 0.983 0.774 −0.168 −0.534 1.000 0.371 0.441 0.902 

Assets 0.767 0.382 0.429 −0.207 0.731 1.000 0.229 0.833 

Instangible 
assets 

0.368 0.345 −0.027 −0.220 0.441 0.229 1.000 0.354 

Net profit 
forecast 

0.885 0.628 0.090 −0.525 0.902 0.833 0.354 1.000 

Table 6 Actual and 
predictive values of the 
effective feature 

Actual Predicted Delta_persent 

6 2,299,848 320,695.0 86.055818 

0 6,773,452 5,088,906.0 24.869830 

7 1,631,726 1,146,733.0 29.722699 
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Using the pandas libraries, numpy will generate a file Sample (Table 7). 
Using the pandas, numpy libraries will generate a file. As a result of using the 

parameters uploaded to the Sample file, a predictive value was formed in the DL 
RF Model. We get the predictive value of the effective feature:3,749,506.95925706. 
Whereas the actual value for 2022 was 6,773,452 thousand rubles, or−80.6% less. As 
a result of substituting the Sample file parameters into the linear regression equation, 
the forecast was obtained: 3,749,506.95925706. It coincides with the forecast from 
DL_RF. Results of assessing the quality of the model presented in Table 8. 

Model Quality Options are calculated as follows. 
MAE is a metric that tells us the average absolute difference between the predicted 

values and the actual values in the dataset. 

MAE  = 
1 

n 
∗

∑||yi − ŷi
|| (7) 

where: ∑ is the symbol that means “sum”; 
yi–observed value for the i-th observation; 
ŷi–predicted value for the i-th observation; 
n -is the sample size. 
The lower the MAE, the better the model fits the dataset. 
Mean Squared Error is used when it is necessary to emphasize large errors and 

choose a model that gives less large errors. Large error values become more noticeable 
due to the quadratic dependence. MSE is calculated using the formula: 

MSE  = 
1 

n 
∗ 

n∑

1

(
yi− ŷi

)2 
, (8)

Table 7 File Sample for get the predictive value 

GDP USD Investments Increasing 
costs 

Revenue Assets Instangible 
assets 

0 153,435 70.34 20.2 7.4 32,459,133 27,712,102 11,365 

Table 8 Results of assessing the quality of the model 

Model Quality 
Options 

The share of the test sample in the 
dataset, 0.20 

The share of the test sample in the 
dataset, 0,30 

Mean Absolute Error 
(MAE) 

1,131,354.33 714,688.25 

Mean Squared Error 
(MSE) 

1,890,804,710,507.6667 817,177,030,670.75 

Root Mean Squared 
Error (R2) 

1,375,065.3477226698 903,978.4459104929 



Support for Management Decision-Making Based on the “HAM” … 101

where: n–the number of observations on which the model is built and the number of 
forecasts, 

y_i–the actual value of the dependent variable for the i-th observation, 
ŷi is the value of the dependent variable predicted by the model. 
Standard deviation (RMSD) or standard error (RMSE) otherwise R2 is a 

commonly used measure of the difference between values (sample or population 
values) predicted by a model or estimator and observed values. RMSD is the square 
root of the second sampling point of differences between predicted values and 
observed values. Root Mean Squared Error is calculated simply as the square root 
of the MSE: 

RM  SE  =
┌||√1 

n 
∗ 

n∑

1

(
yi− ŷi

)2 
, (9) 

Data analysis allows us to conclude the average level of forecast accuracy. So the 
level of the average absolute error of the model was 714,688.25 thousand rubles. in 
the case where the share of the test sample in the dataset is 0.30. At the same time, 
the MAE error increased to 1,131,354.33 thousand rubles, or 1.58 times, if the ratio 
of the test sample is reduced to 0.20. 

5 Discussion 

Correlating the results obtained with the questions posed in the introduction, we 
can say that for further research it is desirable to use models of neural networks of 
other classes, for example, CNN. A convolutional neural network is a deep learning 
algorithm that can take input parameters, assign importance (digestible weights and 
biases) to different areas, objects, depending on the purpose of the study. Or, replacing 
the resulting features with others with higher regression coefficients, select the hyper-
parameters of the random forest trees in such a way as to minimize the mean absolute 
error (MAE). 

It should be noted that the results obtained in this chapter are based on the experi-
ence of past research by the authors. For example, Lomakin et al. offered an artificial 
intelligence system has been proposed for processing big data to determine the value 
of innovative products in a digital economy [14]. This study provides an increment 
of scientific knowledge that allows closing the scientific gap in terms of identifying 
and assessing the influence of factors that ensure support for management decision-
making in order to increase the net profit of the investigated company Caustic in 
modern conditions. The development of the computing power of modern cloud clus-
ters has made it possible to use modern neural algorithms based on CNN, using 
parallel computing of the open Hadoop and Spark frameworks, to form complex fore-
casts in the field of economics and management, including forecasting the company’s 
net profit. It seems appropriate to consider the issues raised through the prism of the
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neuroecosystem model of the Industry 5.0 concept, which, according to Babkin A. 
et al. will allow us to set the task of implementing the systems of global meta-
system strategic development of cognitive production and industry [15]. The author 
Meyer C. identified the main directions for the development of hybrid cyber-physical, 
cognitive-social systems in line with the development of technologies for the new 
technological redistribution Industry 5.0 [16]. 

A team of authors led by Klachek P. M. proposed a very promising approach, which 
has an interdisciplinary basis, since it is on the border of the following areas: hybrid 
intelligent systems, synergetic artificial intelligence, neuro- and psychophysiology, 
philosophy, cybernetics, economic and mathematical modeling, etc. [17]. In [18– 
20], the authors considered in detail the main features and formal foundations of 
complex weakly formalizable multicomponent economic systems (MES) and the 
corresponding difficult to formalize production and economic problems. 

The main goal of the research is the development of effective methods and 
the search for applied tools for improving the efficiency of intelligent information 
processing and management systems, namely, computer decision support systems 
that are used when performing hard-to-formalize production and economic tasks 
based on functional hybrid intelligent decision-making systems (FHIDMS). Such 
systems, as practice has shown, are able to successfully solve complex hard-to-
formalizable production and economic problems and develop solutions of appropriate 
quality in various subject areas. Among the important areas that deserve attention 
for future research, the following topics should be noted. Also of note is a study by 
Greg Buchak and his colleagues to identify the drivers driving fintech adoption [21]. 
To ensure sufficient detail, it seems appropriate to correlate the obtained results with 
similar works and directions of other studies. It is also advisable to offer options that 
reflect the results obtained in previous studies. 

6 Conclusions 

Based on the results obtained by the HAM, Caustic should change the list of contrac-
tors, terminate contracts with contractors with a low rating of experts and conclude 
contracts with contractors with a high rating. This will reduce the volume of annual 
price increases. The expected economic effect will be 15,180 thousand rubles. 
Digital-Bot for collecting information about construction contractors, their ranking 
and selection based on the hierarchical analysis method (HAM), was successfully 
formed. 

The result of the study was the predicted values of the net profit of the Caustic 
company based on the use of a neural network Deep learning model “Random Forest”. 

The hypothesis put forward is proved that using the Random Forest deep learning 
model, you can get the predicted value of the company’s net profit. Using the param-
eters of the RF model, based on the values of factor signs for 2022, made it possible 
to obtain the forecast value of the current sign–the value of the net profit of Caustic 
for the next year 3,749,506.9 thousand rubles.
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Data analysis allows us to conclude the average level of forecast accuracy. So the 
level of the average absolute error of the model was 714,688.25 thousand rubles. in 
the case where the share of the test sample in the dataset is 0.30. At the same time, 
the MAE error increased to 1,131,354.33 thousand rubles, or 1.58 times, if the ratio 
of the test sample is reduced to 0.20. 

This study provides an increment of scientific knowledge that allows closing the 
scientific gap in terms of identifying and evaluating the factors affecting the net 
profit of a company in the real sector of the economy in modern conditions. Further 
research can be directed to the use of more advanced tools–convolutional neural 
networks with high performance. 

The priority direction for the development of enterprises in the real sector of the 
economy is the wider use of artificial intelligence systems. In addition, a promising 
direction is cyber-physical systems based on Industry 5.0 technologies. 
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Digital Transformation of Heat Supply 
and Unified Heat Supply Organizations 
Based on the Introduction of Digital 
Control Elements 

Valeriya Glazkova 

Abstract Decrease in the efficiency of the heat supply in Russia due to the high level 
of deterioration and insufficient modernization of the system cause the necessity to 
find the ways for its development. As a result of the analysis of the practice of imple-
menting heat supply digital and information solutions, performed within research, 
an increase in the efficiency and reliability of heat supply organizations and systems 
through their use was noted. The importance of using a systematic approach to the 
digital transformation of heat supply, which is implemented through unified heat 
supply organizations, is emphasized, since they are responsible for monitoring the 
main components of the heat supply system functioning, including the processes 
of its digitalization. Therefore, before planning and implementing the digitaliza-
tion of the heat supply system, it is necessary to transform existing approaches 
to the organization and implementation of unified heat supply organizations busi-
ness processes. For such processes digital transformation is considered as a form of 
managerial, organizational and technological changes which contribute to improving 
the efficiency of both the organizations themselves and heat supply systems in the 
territories assigned to them, as well as influencing the development of digitalization 
of the heat supply industry in general. This provision determined the purpose of the 
research, which is to develop a model for implementing the digital transformation of 
unified heat supply organizations. By summarizing individual elements and condi-
tions for the digital transformation of organizations, the author proposes a model 
for implementing digital transformation of unified heat supply organizations. This 
model is detailed at the corresponding stages, including description of the tools used 
at these stages, as well as indicators and directions reflecting the effectiveness of 
the digital transformation of the organizations under consideration. Obtained results 
reflect a consistent approach to the implementation of unified heat supply organiza-
tions digital transformation, including an analysis of the current state and prospects 
of digital transformation, definition of its main goals and indicators, development of 
digital transformation measures, directions for their implementation, evaluation and
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control. Its’ successful implementation contributes both to increasing efficiency of 
unified heat supply organizations activities, as well as to improving reliability and 
reducing accidents in heat supply systems. 

Keywords Digital transformation · Information technologies · Digital control ·
Sustainable development · Heat supply · Unified heat supply organizations · Heat 
supply systems 

1 Introduction 

Heat supply, as an integral part of the fuel and energy complex of the Russian Feder-
ation, highly contributes to the growth of the national economy, also has a significant 
socio-economic impact and affects the sustainable development of the territories. 
Researchers of the heat supply functioning and development underline a number of 
problem areas and negative trends that have developed in the area under considera-
tion. It includes a high level of fixed assets depreciation of the heat supply system 
of the Russian Federation [1], its’ inadequate renewal and modernization [2], large 
losses of thermal energy during transportation, high costs and accident rate on the 
heating systems [3]. 

According to Terentyeva [4], Verstina et al. [5] and others, these processes have led 
to a crisis state of heat supply in Russia. Industry experts note the high deterioration 
of the heat supply system. Ultimately, it leads to low efficiency and a drop in the 
level of reliability of heat supply system (Figs. 1 and 2) [2.6]: by 2020, heat losses 
in heat systems have increased by 2.51 times compared to 1995. The number of heat 
systems in need of replacement is growing every year and by now already exceeds 
30% of all heat and steam systems. In this regard, becomes relevant a more detailed 
research of the heat supply current state and identification of possible areas for its 
development.

Obsolete capacities are characterized by low reliability and high repair costs. 
Long-term downtimes lead to an increase in the cost of heat production [2, 8]. Such 
unreasonable costs lead to unprofitability of the heat supply industry, which has been 
observed since 2005 (Fig. 3).

According to the provisions of the Federal Law of July 27, 2010 N190-FZ “On 
Heat Supply” [10], unified heat supply organizations (hereinafter referred to as 
UHSO) should integrate the functions of management, control and distribution of 
information regarding the operation of the heat power engineering industry produc-
tion capacities and district heating systems. At the same time, a number of researchers 
agree that functioning of the UHSO should be facilitated by the digitalization of 
control systems in the industry [5, 11–13]. And development of a new digital format 
for the organizational integration of a group of heat and power engineering organi-
zations by streamlining the renewal and modernization of production assets, based 
on the implementation of UHSO, will overcome the problem of the low level of
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Fig. 1 The share of domestic heat and right side systems in two-pipe terms that need to be replaced 
in the total volume of domestic heat and steam systems, % (compiled by the author on the basis of 
Rosstat data) 
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a central heating system (compiled by the author on the basis of the research of Gavrilenko and 
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the industry controllability, increase the efficiency of heat supply organizations and 
reduce their losses [14–16]. 

As of 2017, only 65% of heat supply organizations had used basic information 
technologies, which include the use of computers, the Internet, local area networks 
and automated resource accounting systems. It was considered that the legislative 
measures, adopted in the same year, aimed at stimulating development of the infor-
mation society and digital economy in the country [17, 18], would make it possible 
to intensify work on the intellectualization of the Russian fuel and energy complex 
(FEC). And heat supply system is a component of FEC [19]. However, according 
to the results of 2021, in the total revenue of more than 4.7 thousand heat supply 
organizations, which amounted to about 2 trillion rubles, the amount of costs for the 
implementation of information technologies amounted to just under 20 billion rubles 
[16], which indicates a low rate of heat supply digitalization. 

In accordance with global trends, digitalization is an integral process for the devel-
opment of both housing and communal services and the fuel and energy complex: 
it is enough to recall the concepts of “smart society” and “smart city”, which prede-
termine the need for widespread introduction of information technologies in the 
designated areas. 

Considering the international experience of heat supply digitalization, it should be 
noted that the situation in the world with this process is controversial, and sometimes 
contrasting: Finland is recognized as the leading country in this regard, which has 
introduced almost universal digitalization of the heat supply system both in large 
cities and in small towns. Similar situation is typical for the US, UK, Japan, Germany, 
Canada and Italy, and other advanced economies. However, it is worth noting that 
projects for the heat supply digitalization, which include digital accounting, use of 
geographic information systems, call center automation, dispatching, information 
support for network connecting, payment processes, etc., are implemented in these 
countries largely by private organizations, operating in the energy and heat market. 

Speaking about the place of Russia in the process of heat supply digitalization, 
researchers of this issue note that domestic heat supply organizations, both public 
and private, undoubtedly realized the need to increase the efficiency of their work 
through digital systems. However, the implementation of projects is just beginning, 
and there are only a few organizations already completed implementation [20, 21]. At 
the same time, according to the estimates of the HSE Institute for Statistic Research 
and Economics of Knowledge, the demand of the domestic fuel and energy complex 
for digital technologies can grow up to 13.5 times: from 30.7 billion rubles in 2020 
to 413.8 billion rubles in 2030. Moreover, it looks even more relevant due to the 
refusal to supply and work on the Russian market of a number of foreign vendors, 
which will affect the increase in demand specifically for domestic digital solutions 
and products [22].
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2 Methods and Methodology 

Implementation of digital technologies is accompanied by the digital transformation 
of UHSO, with its further contribution to the improvement of the processes for 
managing development of the organizations in question and heat supply systems 
assigned to them. In this respect, it becomes necessary to consider the concept of 
“digital transformation”, which, according to the research, does not currently have a 
single interpretation. This term was mentioned first in relation to the characteristics of 
a significant change in the external and internal organization environment at the end 
of the twentieth century. Further, the analysts of the Boston Consulting Group defined 
digital transformation as “the fullest use of the potential of digital technologies in all 
aspects of business” [23]. A similar point of view was expressed by many Russian 
researchers (Garifullin and Zyabrikov [24], Ovchinnikova et al. [25] and others), 
considering digital transformation in relation to the micro-level of management, 
They meant by it directly the digital control system of the organization as an element 
of digital transformation, which uses modern digital technologies as a tool [25]. 

However, according to a number of researchers’ opinion digital transformation 
should be considered not only at the micro-level, but should as well be extended 
beyond the organization. Zaichenko et al. [26] determine digital transformation as a 
“step in the development of the global economic system”. Vyugina [27] also notes 
in her works the scale and scope of the digital technologies use in the course of 
digital transformation. The Russian Guidelines for the Digital Transformation of 
State Corporations and Companies with State Participation [28] consider the possi-
bility of applying the term “digital transformation” both to organizations and to the 
industry, determining that the provisions of this official document can be used as 
recommendations for any organization and industry. 

As to the subject of this research–unified heat supply organizations and heat 
supply systems assigned to them, it should be specified that the process of digital 
transformation for UHSO should imply managerial, organizational, technological 
changes that contribute to improving the efficiency of the organizations in question, 
heat supply systems assigned to their territories, as well as affecting the development 
of heat supply industry digitalization in general. Since successfully implemented 
measures for the digital transformation of one heat supply entity can be scaled for 
another entity. In this regard, further in the research it is advisable to define the 
main areas for the implementation of digital technologies in heat supply systems and 
organizations and to develop a common approach to the digital transformation of 
UHSO. 

Currently in Russia, computerization of heat supply systems has become 
widespread, represented by developed software and hardware systems. Its’ basic 
element is automated control systems that perform input–output, processing, 
archiving, and exchange via local and remote interfaces [29]. Experts underline that 
when using automated dispatch control systems, heat savings range from 25 to 40% 
due to the rational use of resources and optimized control of heat supply systems. 
According to the results of the research by V.I. Solovyov, who analyzed the operation
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of the district heating system of the city of Novosibirsk, by reducing losses only at the 
stages of transportation, distribution and consumption to the “Scandinavian” level, 
it is possible to achieve the heat saving potential and increase in heat efficiency for 
Novosibirsk heating systems in the amount of at least 27% [19]. Thus, the automa-
tion of heat supply systems, as a step towards its digitalization, has a positive effect 
both on the efficiency of managing heat supply systems and on their performance of 
environment safety properties in view of the fact that it allows you to save and opti-
mally use resources, reducing their consumption. Therefore, it contributes to reduce 
emissions to the environment and reduce the overall level of pollution. 

In order to expand the use of digitalization elements in heat supply organizations 
and systems, the Ministry of Energy of the Russian Federation, with the partici-
pation of fuel and energy companies, formed the initiative “Digital Energy” [30]. 
The purpose of its implementation is digital transformation of the fuel and energy 
sector, taking into account the priorities of the national program "Digital Economy 
of the Russian Federation", aimed at transforming the domestic energy infrastructure 
through the introduction of digital technologies and platform solutions to improve 
its efficiency and safety [31]. According to A.V. Novak, the key organizational task 
of the project is to build a system for coordinating the digital transformation of the 
Russian fuel and energy complex [6]. 

The Digital Energy initiative also concerns the heat supply digital transformation, 
which includes modernization based on the introduction of digital and information 
technologies not only of facilities for the production, transmission and distribution 
of heat, but also the digitalization of heat supply system management processes. 
With regard to the development of the UHSO, effective implementation of the heat 
supply digital transformation will improve the efficiency of operations through the 
introduction of modern technologies for collecting and processing data, increasing 
efficiency of the heat power infrastructure, rational use of resources and, as a result, 
fulfilling the property of environmental safety, increasing reliability and reducing 
accidents in heat supply, a decrease in the final price of heat and the emergence of 
demanded services to meet the needs of consumers. In other words, it will satisfy 
the interests of all parties interested in the development of UHSO and heat supply 
system (Table 1).

Digitalization of UHSO and the heat supply system assigned to it is not an aim 
in itself, but is one of the components of the development of domestic heat supply, 
which makes it possible to increase the efficiency of its functioning. Based on the 
data presented in Table 1, it is safe to say that all UHSO stakeholders will benefit 
from the digitalization of heat supply. If we translate the effects of the introduction 
of digital technologies into heat supply into numbers, then, according to researcher 
E. Goncharov, “by reducing the number of accidents and defects by 1% per 500 km 
of heating systems in a small city, heat supply organizations save up to 100–150 
million rubles a year on repairs. It is quite realistic to achieve such a result in practice 
through the use of digital systems in the work of heat supply organizations” [21]. 

As part of the implementation of the Digital Energy initiative, in 2022, a pilot 
project Digital Heat Supply was launched (developer by JSC Rusatom Infrastructure
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Table 1 List of positive effects for the main stakeholders in the process of introducing digital 
technologies in UHSO and heat supply systems (compiled by the author based on materials on the 
practical application of digital technologies in heat supply from open sources [32]) 

Stakeholder Positive effect of digital technology introduction 

Public 
authorities 

1. Decreased dissatisfaction of people with the quality of services provided, 
which is indirectly focused on the work of state and municipal governments 

2. Digitalization of the heating system operation will make it possible to 
quickly and transparently respond to residents’ questions regarding heat 
supply services 

3. Reducing service costs and, as a result, preventing the growth of tariffs 
4. Reducing the cost of repairing and replacing equipment and pipe sections 

through the introduction of digital technologies saves budget funds 
5. Digitization of heat supply will make it possible to plan investment 

programs more efficiently 

Supervisory 
Authorities 

1. As a result of automation of heat supply systems, there is a reduction in heat 
losses and resource saving, which affects the reduction of emissions into the 
environment 

Shareholders 1. Predictive analytics allows you to plan the expenses of organizations for the 
year ahead more accurately, optimize resource costs 

2. Digitalization of interaction with buyers will ensure transparency and 
efficiency of fundraising from the management company and the population, 
which will not only affect the profits of heat supply organizations, but will 
also, stop the rapid growth of debt for utilities 

3. Digitization of heat supply will allow more efficient planning of investment 
programs 

Investors 1. Predictive analytics allows you to plan the expenses of organizations for the 
year ahead more accurately, optimize resource costs 

2. Digitization of heat supply will allow more efficient planning of investment 
programs 

Consumers 1. Forecasting the places of damage in systems will lead to a decrease in the 
number of accidents and an increase in the reliability of heat supply 

2. Increasing awareness and quality of services through the introduction of 
services for online application for the conclusion of contracts, the exchange 
of payment documents and online payment for heat 

3. Reducing service costs and, as a result, preventing the growth of tariffs 
4. Due to the ability to automatically regulate the flow of coolant thanks to 

weather-dependent technology, the consumer will receive a comfortable 
temperature regime 

Local 
communities 
and future 
generations 

As a result of heat supply systems automation, there is a reduction in heat 
losses, an increase in the energy efficiency of systems by reducing heat losses 
and excessive fuel generation at heat sources, which affects the reduction of 
emissions into the environment 

Public 
organizations 
and ecological 
movements 

1. As a result of heat supply systems automation, there is a reduction in heat 
losses, an increase in the energy efficiency of networks by reducing heat 
losses and excessive fuel generation at heat sources, which affects the 
reduction of emissions into the environment 

2. Due to the ability to automatically regulate the flow of coolant thanks to 
weather-compensated technology, which allows you to keep accurate 
records of resource consumption, you benefit from energy-efficient measures

(continued)
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Table 1 (continued)

Stakeholder Positive effect of digital technology introduction

Organization 
employees 

1. Predictive analytics allows you to plan the expenses of organizations for the 
year ahead more accurately 

2 Due to the complete picture of work efficiency, the management of the 
enterprise can introduce various motivation and incentive schemes for staff, 
which means that the income of employees will increase 

Heat supply 
organizations 

1. Predictive analytics allows you to plan the expenses of organizations for the 
year ahead more accurately, optimize resource costs 

2. Predicting fault locations in systems will lead to a reduction of the amount 
of accidents and to an improvement in the functioning of organizations, as 
well as to a reduction in response time and repair of damage 

3. Automated thermal energy accounting system allows you to collect and 
store automatically readings from metering stations necessary for the 
analysis and control of heat supply parameters 

4. Improving the quality of operational dispatch control 
5. Due to the use of digital twins, artificial intelligence, automation of the 

accounting and control system, which lead to the rapid identification of 
damage points in networks, the number of damaged heating networks 
required repair is reduced 

6. Digitization of interaction with buyers will ensure transparency and 
efficiency of fundraising from the management company and from the 
population, which will not only affect the profits of heat supply 
organizations, but will also stop the rapid growth of debt for utilities 

Construction 
and 
installation 
organizations 

Due to the use of digital twins, artificial intelligence, automation of accounting 
and control systems, which lead to the rapid identification of damage points in 
networks, the number of damaged heating networks that require repair is 
reduced 

Design 
organizations 

Digitalization of processes for approval of projects for the construction and 
reconstruction of heat supply facilities will reduce the financial and time costs 
for project approval

Solutions), which is a fully import-independent integrated solution for digital trans-
formation and automation of the main business processes of resource supply organi-
zations. The product is based on the use of technologies such as digital twins (digital 
twins of engineering infrastructure, generation facilities, technological connections 
of equipment and their various variations are created to achieve maximum efficiency), 
artificial intelligence (to identify network sections where an accident can occur) 
and big data technologies (creation of a common information space for resource 
management and digital control over the implementation of measurable indicators). 

The Digital Heat Supply system can be implemented as a complete set of solu-
tions for heat supply organizations or as a module to automate individual business 
processes in an organization (such as sales, repair procedures, transport, labor protec-
tion, etc.). With the help of planning, monitoring and control tools, the modules allow 
you to automate processes in all major areas of activity of heat supply organizations, 
from heat generation to interaction with end consumers [33]. The efficiency of using 
of Digital Heat Supply modules is reflected in reduction in heat losses (by 20%),
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reduction in the number of breakdowns (by 25%), an increase in the efficiency of 
identifying emergencies (by 90%), increase in labor productivity (by 60%), and also 
increase in energy efficiency (by 15%) [34]. 

Efficient operation of modules of the “Digital Heat Supply” system allows 
increasing the reliability of heat supply, as well as reducing resource consumption, 
thereby affecting the performance of the environmental safety. As for the processes 
of heat supply system managing such a digital product, contributes to the efficiency 
of heat supply organizations business processes to increase, including unified heat 
supply organizations. It has positive effect on the speed and accuracy of making 
management decisions, ultimately affecting increasing efficiency of UHSO and heat 
supply system assigned to it. In addition, one of the system’s advantages is settled 
by a developer opportunity to provide authorities with information on the operation 
of heat supply organizations in the form of reports. For the moment, the practical 
significance of the “Digital Heat Supply” system is confirmed by its use in Glazov 
city (Udmurt Republic), Lipetsk and Voronezh [33]. 

The practice of applying digital twins in the process of managing the heat supply 
systems operation has already begun to pay off. Thus, in 2021, an automated heat 
supply control system was put into operation in Yekaterinburg, as well as “digital 
twin” of the heat supply system based on it. As a result, the number of damages 
to heat systems reduced by 10%, heat losses–by 1.5% [34]. Experts point out that 
due to the application of digital twins in heat supply it is possible to achieve a 40% 
decrease of excess losses and save up to 15% of fuel burned. 

Another area of using digital technologies in heat supply systems is applica-
tion of robots for the internal condition of the heating line diagnostics. A remotely 
controlled robot, moving, detects existing defects: cracks, chipping, dents, corro-
sion, etc., defines location of damage, and measures the wall thickness around the 
entire perimeter of the pipe. In addition, the computer program is reporting on the 
criticality of the defect detected and on the allowable period of the pipe continue 
operating. When fixing that no further use is permitted, it contributes to the choice of 
the required pipe repair method [19]. Thus, the application of the considered digital 
solutions leads to decrease in the accident rate and to increase in the reliability of the 
heat supply system. 

Speaking about the benefits of heat supply digitalization, we should raise the issues 
of improving management processes of heat supply organizations, including unified 
heat supply organizations. Since this process stimulates the development of UHSO 
by business processes automation: preparation of initial and operational reports on 
heat supply organization and system in the territory assigned to it; personnel systems 
development; use of digital technologies in the field of labor safety and health protec-
tion; development of information and personal data security, and other areas that 
contribute to the sustainable development of UHSO. 

Areas of heat supply digitalization considered above, make it obvious that this 
process covers the main components of the heat supply system: the source of heat 
energy, the heating system itself and the consumer of heat energy. Supervision of the
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operation of these components is entrusted to UHSO. Therefore, within the frame-
work of the unified heat supply organizations activities, before planning and imple-
menting the digitalization of the heat supply system, it is necessary to transform 
existing approaches to the organization and implementation of business processes 
related to the development of UHSO. As well as to perform infrastructural, organiza-
tional and technical transformations throughout the entire chain of the technological 
process “generation–transportation–heat energy consumption” [19]. 

However, some experts point out that with all the positive aspects of the digital 
technologies introduction in the management processes of UHSO and heat supply 
system, practically it is too early to talk about heat supply digitalization until the 
issues of high level of heat supply systems deterioration, poor management and 
underfunding of the industry have been resolved. It is because of the fact that intro-
duction of information and a number of problematic issues that will have to be faced as 
well accompanies digital technologies. Yarmiev and Chernikova [29] distinguish the 
following as difficulties in the implementation of digital and information technologies 
in heat supply: 

– scale of the Russian fuel and energy complex, influencing the need to develop a 
large amount of solutions, technologies, and means for its widespread implemen-
tation with continuing underfunding of the industry; 

– lack of understanding and underestimation of the modern digital and information 
technologies opportunities and effectiveness of its implementation by the leaders 
of heat supply organizations; 

– lack of competent specialists in information and digital technologies, as well as 
domestic developments in this area. 

Researchers L.V. Gurianova, A.Yu. Ugrevatov and A.N. Kulikov, completing the 
challenging areas of heat supply digitalization with the thesis that the use of a signifi-
cant number of obsolete equipment, which is also of high level of wear and tear, also 
complicates implementation of digital technologies. These authors in their research 
propose first to deal with the reasons that led to the prevailing heat supply state, to 
eliminate it in the most cost-effective way when there is insufficient investment in 
the industry, and then consider digitalization of the industry [22]. 

E. Goncharov observes that for organizations responsible for the implementa-
tion of heat supply systems digital transformation, the main challenge is to find a 
balance between current operating and upgrading costs and costs for implementation 
of digital technologies, in other words, costs that have a strategic perspective, and no 
impact momentary. This challenge is compound by the lack of financial resources 
and lack of motivation to implement digital projects among the leaders of heat supply 
organizations [21]. 

According to O.P. Ovchinnikova, M.M. Kharlamova, T.V. Kokuytseva, digital 
transformation of organization will require compliance with the following conditions: 
high quality and readiness of all information and communication systems, synchro-
nization of data and information for decision-making at all levels of management, 
changes in the organization-operating model and organizational structure [25].
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3 Research Results 

It is obvious that compliance with the conditions of organizations digital transfor-
mation as all its information and communication systems are ready for change, the 
need to transform the operating model and revise the organizational structure [25], 
during the UHSO digital transformation process, will entail changes in the manage-
ment processes of the organizations in question. In this regard, we will form a model 
for implementing UHSO digital transformation, and will perform this process in a 
graphical way on Fig. 4.

At the first stage of digital transformation, UHSO needs to assess the current state 
of the organization in terms of its readiness for digital transformation, as well as the 
state of the macro- and meso-environment in terms of the current trends in digital 
development in the industry, as well as the opportunities and threats that the macro 
environment provides. The resulting part of this stage is identification of promising 
areas for UHSO digital transformation. Description of the tools used at this stage is 
performed in Table 2.

Based on the identification of promising areas for UHSO digital transformation, 
a system of goals and indicators of digital transformation is formed at the next stage. 
To do this, the target business model of UHSO is determined. It includes descrip-
tion of the organization’s business processes in the context of digital transformation. 
Forming the digital business models is one of the main tools for the digital trans-
formation of an organization. Its flexibility allows quickly changing key parameters 
of UHSO business processes and responding faster to changing external conditions, 
thereby increasing the efficiency of both UHSO and heat supply system assigned 
to it. After building a business model, digital transformation goals are set. Goals 
are detailed into tasks that should necessarily take into account the interests of the 
main stakeholders in the process of implementation of UHSO digital technologies 
(Table 1), and include an assessment of the contribution of digital transformation to 
improving the performance of UHSO and heat supply system. 

For the identified goals and objectives of UHSO digital transformation, it is neces-
sary to determine the planning horizons (which of them are long-term, medium-term 
and short-term), as well as volume and sources of resources needed to achieve them. 
Based on the current indicators of UHSO functioning, as well as taking into account 
the goals of the digital transformation of the organization and the timing of their 
achievement, a system of indicators is formed. It reflects the effectiveness of UHSO 
digital transformation, which is used in the future to control and monitor the process 
under consideration. UHSO digital transformation performance indicators depend 
largely on the goals set for the digital transformation of organizations. The goals, in 
turn, are determined by the characteristics of the current state of the organizations 
in question, as well as the opportunities and threats of the external environment. 
However, the Guidelines for the Digital Transformation of Public Corporations and 
Companies with State Participation offer a list of general indicators that can be used to 
assess the effectiveness of the digital transformation of organizations. In our opinion, 
these indicators are also applicable to determine the effectiveness of UHSO digital
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Stage 1. Analysis of the Current State and Prospects of UHSO Digital 
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Measuring the effectiveness 
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Achievement of 
UHSO digital 

transformation goals 
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Stage 4. Implementation of UHSO Digital Transformation Activities 

Stage 5. Evaluation and Monitoring of the Implementation of Measures for UHSO 
Digital Transformation 

Fig. 4 Model of implementation UHSO digital transformation (compiled by the author)

transformation (Fig. 5). The list of indicators, shown in Fig. 5, can be supplemented 
with performance indicators depending on the goals and objectives of UHSO digital 
transformation.

At the next stage, based on the goals and objectives of digital transformation, 
measures for their implementation are developed. They start with a list of digital
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Table 2 Tools used at the stage of analysis of the current state and prospects of UHSO digital 
transformation (designed by the author) 

Direction for analysis Content of the analysis Applied tools 

Analysis of the 
opportunities and 
threats of macro 
environment for 
digital transformation 

The current state and potential of the 
macro-environment for UHSO digital 
transformation is assessed in relation to the best 
domestic and foreign practices in various sectors 
of the national economy. As well as the quality of 
external conditions for the heat supply industry 
digital transformation, that could trigger digital 
development or, conversely, create additional 
barriers (conditions and financing instruments, 
state support measures, national programs, etc.) 

PEST-analysis, 
SWOT-analysis, 
expert evaluation 

Industry digital 
transformation 
analysis 

The change in the behavior of heat supply 
organizations in the implementation of new 
business models, digital platforms, information 
technologies, changes in consumer behavior 
associated with the introduction of digital 
services, etc. are assessed 

Analysis of 5 
competitive forces of 
Michael Porter, 
expert evaluation, 
analysis of the 
practice of 
implementing digital 
and information 
systems in the heat 
supply organizations 
operation process, 
including UHSO 

UHSO digital 
maturity analysis 

The current level of UHSO digital and 
information technologies usage is assessed, as 
well as promising key areas for UHSO 
transformation and existence of an enabling 
environment in UHSO 

SWOT-analysis, 
SNW-analysis, 
methodology for 
evaluating UHSO 
innovation readiness, 
methodologies for 
assessing the digital 
maturity of industrial 
enterprises [28, 35]

solutions that can be implemented in UHSO. A typical approach to compiling a list 
of digital solutions should be based on the criteria of conformity of UHSO readiness 
to implement the solution, compliance with objectives of UHSO digital transforma-
tion, as well as the greatest impact of the digital solution. For the selected solutions for 
UHSO digital transformation, appropriate digital infrastructure development needs 
to be identified, taking into account the results of its current state analysis. Further 
determines whether the own digital solutions will be used, or external providers of 
digital solution are preferable. When choosing in favor of the latter, a list of bona 
fide potential digital solutions suppliers is established. When compiling a roadmap 
of organizational activities of UHSO digital transformation, a list of organizational 
activities within the framework of digital transformation is provided. It should include 
a brief description of each activity, as well as planned changes in the organizational
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Fig. 5 The list of indicators for evaluating the effectiveness of the digital transformation of an 
organization (compiled by the author on the basis of the Guidelines for the digital transformation 
of state corporations and companies with state participation) [28]

structure of UHSO in connection with digital transformation. For example, develop-
ment of digital competence centers, of the head position for digital transformation 
etc. As well, description of the competencies, job responsibilities and powers for 
employees involved in UHSO digital transformation process should be included. 

Implementation of measures for the digital transformation of UHSO should start 
with the development of a digital competence and digital staffing model for the 
UHSO digital transformation, including an assessment of staffing need based on the 
list of digital solutions for implementation formed earlier. In addition, it is necessary 
to conduct digital skills training for UHSO employees involved in digital transfor-
mation processes. Measures to develop a digital culture include initiatives such as 
the implementation of customer-oriented approaches to work, operating practices 
in the context of constantly changing requirements, feedback services for UHSO 
employees, etc. 

The digital transformation management structure includes establishment of 
special units (committees, supervisory boards, digital transformation office, etc.),
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description of its place in the overall UHSO management system, as well as descrip-
tion of the functions, powers and composition of the units. Experts point out that in 
the context of digital transformation, the most effective is the flat structure of the 
organization, which implies greater independence of individual departments of the 
organization, since through the introduction of digital technologies, more flexible 
ways of developing and manufacturing products will become possible (for example, 
through the use of virtual and augmented reality technologies, creating digital twins, 
as well as through 3D modeling), bringing them to the market (big data analytics), 
optimizing the supply chain [25]. 

The direct implementation of digital and information products into production 
and management processes of UHSO, as well as its management, is also carried out 
at the implementation stage. This process involves digitalization of UHSO operating 
model that contribute to optimize business processes of the organization. 

At the final stage of UHSO digital transformation, it is necessary to monitor the 
implementation of digital solutions in UHSO, depending on its results, to perform 
corrective actions at stages 2 and 3 of the model considered (Fig. 4). In addition, 
it is necessary to evaluate all types of effects from the digital transformation of 
UHSO, including both typical indicators performed in Fig. 5, as well as indicators 
that reflect the achievement of goals of the UHSO main stakeholders, listed in Table 1, 
including indicators related to the social and environmental effectiveness of UHSO 
digital transformation. 

4 Conclusion 

Thus, as a result of digital transformation, the operation and development of UHSO 
occurs with usage of information and digital technologies, which are the basis of the 
organization’s business processes. It should be noted that the digital transformation 
of UHSO will affect not only the internal environment, but also the “external contour” 
will be changed. That is, the nature of interaction with external stakeholders will be 
changed, since management decisions will be based on “digital analytics” [25]. 

As for the implementation of digital transformation in practice, a positive point 
is that “digitalization in heat supply, as a rule, is carried out “from the bottom up” 
(heat grids are equipped with devices and sensors for data processing, from which 
an information system of a heat supply organization is developed). It gives an oppor-
tunity to scale up the system gradually” [1, 3]. However, implementation of these 
activities will require the addition of new functions to the processes of managing 
the heat supply system, and therefore it is important to initially use a systematic 
approach to the heat supply digital transformation, implementing it through unified 
heat supply organizations. 

Thus, the analysis of digital technologies in heat supply use, carried out as a 
part of this research, made it possible to determine its significant role not only in 
improving the efficiency of industrial and technical heat supply systems, but also 
in the processes of managing these systems. The model for the implementation of
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UHSO digital transformation, proposed by the author, is aimed at the sustainable 
development of the organizations in question and, as a result, the heat supply systems 
assigned to them, which will improve their reliability and efficiency. 

At the same time, speaking about a systematic approach to the digital transfor-
mation of heat supply, it is necessary to raise the issue of a unified approach to the 
use of information and digital technologies in promising researches. The Russian 
experience of digital transformation of heat supply considered in the given research 
reflects that heat supply organizations work in this direction separately, often not 
taking into account the experience and competencies of each other. As a result, the 
same tasks can be solved in different ways using separate parts of complex solutions. 
In this regard, there is a need to create digital and information platform solutions 
for heat supply, which in turn will require the formation of data representation and 
standardization of processes associated with its use, which is a promising manage-
ment task in the framework of achieving the goal of effective digital transformation 
of heat supply. 
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Railway Transport Digitalization: 
Development Methodology and Effects 
of Digital Implementation Processes 

Natalia A. Zhuravleva and Tomas Kliestik 

Abstract The most important priority in the development of transport worldwide 
is the creation of high-tech, smart and assessment services for the passengers and 
goods transportation. Digital transformation of transport systems is a response to a 
request by the passenger and cargo owner for obtaining a new “value” of transporta-
tion. This “value” changes the essence of a traditional transport service to a service 
that provides for high mobility of the population and comprehensive freight chains. 
Speed, accessibility, safety and cost have become the primary value of transporta-
tion services. In Russia, rail transport, as the safest, most environmentally friendly, 
and useful, is the basis for the formation of the new value of the transport service. 
Purpose of the current research is to develop a methodology for digitalization of 
the customer-oriented services forming processes for the of passengers and goods 
transportation based on railway transport and to evaluate its’ effectiveness. Research 
methodology is based on the concept of market value; on the concept of “compe-
tition in the digital economy”; on the definition of “Big Data” as the basis for the 
new value propositions; on the concept of the value network (Valuenet works), as 
a set of interconnected innovative processes’ chains and technologies, united in a 
network of services and assets. The results of the study are justification of the basic 
methodological provisions of the railway transport digitalization: development of 
platform solutions for the transport service production corresponding to the “value” 
of the client; competition as a network of partnerships without changing ownership 
of assets; Big Data as a digital asset in creating new offers and customer services; 
digital innovation accelerating the commercialization of new ideas and the market 
entry of new modes of transport and services. A sequence of digital solutions imple-
mentation for the transition of railway companies to digital business models has been 
formed. Such business models focused on increase in the mass of incomes through 
new value propositions for the client and increase in the number of clients. Models 
for assessing the effects of the railway transport digitalization are systematized. Its’
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applicability to digital technologies at different levels of business processes of a 
railway company has been proved. Recommendations on the use of a methodology 
for assessing the effects of digital technologies implementation for interaction of 
supply chain participants based on agent-based modeling are given. 

Keywords Value of transport service · Platform solutions ·Mobility ·Multimodal 
transportation 

1 Introduction 

The Russian transport system is represented by five modes of transport (road, air, sea 
(water), railway and pipeline), greatly differing in terms of it’s infrastructure devel-
opment level, provision of modern vehicles and technical equipment of the trans-
portation process in general. This is due to a number of circumstances: geographical, 
spatial, historical, regulatory and managerial, which complicates delivering effective 
population mobility systems and supply chains. At the same time, different regions 
of the Russian Federation have completely different transport accessibility, and the 
recent geopolitical changes have significantly changed the directions of transporta-
tion, which led to under loading of some directions and overloading of others. Practice 
and the current trend in the infrastructure development of each mode of transport 
for individual programs and projects increases competition only within one or two 
modes of transport, does not improve the conditions for transportation in general. 
However, on the contrary, it leads to an increase in the cost of transport services. 
This forces transport organizations to look for the ways out of this situation, using 
the possibilities of organizing mixed (multimodal, seamless) transportations, intro-
ducing innovative modes of transport and management systems for it. However, in 
order to ensure high mobility of the population and integration of cargo flow chains 
that can reduce time of transportation and reduce its cost in modern conditions, a 
completely different conceptual approach is needed to solve the problem of increasing 
the efficiency of the Russian transport system. First, it concerns railways, capable of 
transporting goods and passengers at any distance, just in time, with a high level of 
safety and at an affordable price. It explains the relevance of the current research. 

Transport system development of the country, region or international transport 
corridors has always been taken into account when substantiating programs and 
projects for the economic growth of any economy. Today, this process is undergoing 
significant changes, which relate not only to technical and technological solutions, 
but also to a significant change in the business models of transport organizations. 
The transition to a “digital” economy is an objective business need for effective 
changes that can increase its competitiveness and ensure “winning in the long run”, 
i.e. sustainable development of both their own business and country’s economy. The 
meaning of organizations business models digitalization is to shift the priorities of 
their activities. Client and production of a product or service that meets his “value” 
needs–becomes the main priority. Competition turns into a network of partnerships



Railway Transport Digitalization: Development Methodology … 125

without changing asset ownership relationships. Big Data allows you to analyze all 
information about consumers, to exclude intermediaries in sales. Innovation enables 
organizations to commercialize new ideas and quickly launch production, changing 
traditional sales markets. 

The logic of transport systems digitalization meets the requirements of its sustain-
able development (ESG concept), i.e. growth of environmental friendliness–reduce 
the burden on the environment, accelerate the socialization of transport services, 
primarily accessibility and speed, reduce the cost of transportation, as well as the 
corporate responsibility of the transport business. 

The regulatory framework of this research is represented by the Russian legisla-
tion regulating the digitalization of the Russian economy, as well by the international 
legislation regulating the interstate transportation along international transport corri-
dors. The information basis of the research is the data of the Federal State Statistics 
Service, of the Government of the Russian Federation, of the Ministry of Trans-
port of the Russian Federation, of Russian Railways, of Russian and foreign trans-
port and logistics companies, information resources of RosBusinessConsulting and 
INFOLine. 

Analysis of the status and development prospects of digital processes of Russian 
railways is based on open research by developers and specialists of Russian Railways, 
research and design transport institutes, and the authors’ own developments. 

The following data of logistics indices have been used: efficiency of customs 
and border clearance; quality of trade and transport infrastructure; ease of orga-
nizing supplies at competitive prices; frequency of shipments reaching recipients at 
scheduled or expected delivery times [1–3]. 

2 Methods and Data 

2.1 Basic Conceptual Provisions Adopted in the Research 

In this research, digitalization process of railway transport is built in accordance 
with the concept of market value, in which the economy is managed by the customer 
[4–7]. 

Customer forces manufacturer of goods and services to produce a product 
according to their requirements [8]. 

Manufacturers are forced to look for opportunities in order to gain competitive 
advantages not within their own business, but in cooperation with other businesses, 
offering the customer the required value of the product [9]. 

At the same time, the concept of “value” is not unequivocal. Different authors use 
such concepts as value, price, worth, asset, treasure, wealth, etc. in determining the 
value of a market offer, without disclosing the content of these terms, which makes 
it problematic to consider their definitions identical [9].
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Customer perceives value of goods or service in different ways, evaluating the 
benefits of ownership, use, perception. However, the common feature is the ratio 
perceived by the customer between all the benefits and costs (including non-financial) 
associated with the acquisition and use of the proposed goods (service). In the current 
research, we consider a passenger, cargo owner, shipper (forwarder and transport 
agent), state (budgets of different levels) and personnel of transport organizations as 
a “client for whom a new value proposition is being formed”. 

A transport service (services for the goods and passengers transportation) in 
modern society and economy acquires “value” just when it provides the proper level 
of safety, mobility for the passenger, optimal for the cargo owner time and cost of 
cargo delivery, and a positive impact on the growth of the country’s GDP. The trans-
port systems of the country, regions, cities and transport corridors can provide this 
“value” only if there are “seamless” transportation technologies, i.e. door-to-door 
transportation by various modes of transport with a minimum transfer (transship-
ment) time, optimal cost for all customers, according to a single document and the 
required set of related services. 

This corresponds to the concept of a value network (Valuenet works), described in 
2002 by Verna Allee as “complex sets of technical and social resources that interact 
with each other and create economic values” [10], as well as by Cinzia Parolini in 
the book “The Value Net: A Tool for Competitive Strategy” [11]. The term Valuenet 
itself suggests the use of set of related operations that generate new or significantly 
improved value for the customer. The value proposition focuses both on the client and 
on the values or set of elements that make up [12]. At the same time, each element 
is considered separately, which allows you to separately assess the risks and add 
new elements with the help of innovations. The value network can be viewed as a 
set of interconnected chains of processes and technologies that are combined into a 
network of services and assets. Each service and resource is a node on the network. 
When using different combinations of nodes, it is possible to provide the client with 
different options for travel routes or delivery of goods. 

As for transport, this set of related iterations can be ensured by synchronizing 
the introduction of digital technologies into the processes of goods and passengers 
transportation by different modes of transport. While the new “value proposition” 
can be both multimodal (seamless) or within one mode of transport, for example, 
road transport (transportation of a freight container by road over a distance of more 
than 600 km and delivery by road of the “last mile”). A very important set of the 
value networks is generated by transport organizations–owners of transport infras-
tructure, such as Russian Railways–the owner of railway infrastructure and traction, 
AVTODOR, seaports, airports. It is on the basis of their infrastructure that value 
is created and delivered with the help of a value proposition. Each transport orga-
nization–a provider of transport services is in a state of specific and interspecific 
competition in the transport market, which depends on the changing commodity 
market, geopolitics and geo-economics. At the same time, it is impossible to change 
the transportation infrastructure as quickly as the needs in the directions and structure 
of transportation change is. That is why digital technologies are so important when 
designing, building and launching a new transport infrastructure.
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Since 2022, a number of goods transportation markets that fell under the sanctions, 
have significantly narrowed. While in other types and directions of transportation has 
appeared and is growing a shortage of carrying capacity and capacity of infrastruc-
ture and vehicles. Consequently, transport companies are changing their operating 
models, and transport infrastructure companies are changing business models. A 
significant sign of the transition from analogue business models of transport organi-
zations focused on saving transportation costs, which ensured stable profit growth, 
is the transition to digital business models focused on growing the mass of profits 
through new value propositions for the client and a corresponding increase in the 
number of customers. 

The second conceptual provision of this research is the change in the concept 
of competition in the digital economy [13]. In the analog era, there were only two 
options: competition with companies that produce goods or services with the same 
consumer properties, and association within the framework of industrial cooperation. 
The digital economy makes possible asymmetric competition or digital “disinterme-
diation” (the process of eliminating intermediaries from transactions between buyer 
and seller). This enables the transition of the organization to a platform business 
model, which, as a technological basis for the provision of services/content, connects 
service providers and end users. 

Platforms consist of many levels and trajectories, forming different sets of oper-
ations that form a service, which allows customers to choose the optimal service for 
themselves and makes it difficult to exclude certain players, that is, competitors. By 
generating a network effect, platforms provide companies with the most important 
competitive advantages: increasing the value of a service for a user (expanding the 
set of offers, choosing the optimal service, personalizing services, etc.). At the same 
time, the company increases the influx of customers due to direct or indirect network 
effects [14, 15]. Direct network effects can be clearly observed on online platforms, 
where the value for each user already represented on it increases as additional users 
join the platform [16]. Indirect network effects are manifested in the provision of 
multifunctional services, when all participants in the platform offer receive a posi-
tive effect from the provision of one type of service [17]. Thus, competition in the 
digital economy turns into a competition of sets of values. This is a very important 
conclusion for understanding the processes of digital transformation of transport 
organizations in the transport services market. 

First, digital competition can be found in mixed (multimodal) transportation, built 
on competitive cooperation. For example, rail transport is more efficient for longer 
distances and trucking is focusing its business on the “last mile”, which provides 
door-to-door transportation. 

Competitors and partners in various transport projects change their roles: the cargo 
can be transported by the consignor’s operators or by the consignee’s operators, or 
by a transport agent. 

Key assets can be used as an external network of partnerships without changing 
the ownership of assets, which allows railway transport, whose property is limited 
in circulation, to use its logistics infrastructure in multimodal transport processes. 
Thus, a freight operator company that just provided services for the provision of
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wagons (containers) previously can purchase locomotives and compete with Russian 
Railways as a carrier (now on non-public tracks). Another example is the marketplace 
developed by Russian Railways–RZD Market, with a delivery by railway, which, 
as a digital service, optimizes the solution for finding, selling and buying goods 
with delivery to the end consumer. In the same way, the problem of increasing the 
mobility of passenger traffic is solved. Digital passenger railway platforms integrate 
not only different modes of transport, but also services for the passenger: food, 
entertainment on the road, transfer, hotels, etc., thus facilitating the exchange of 
value for all service providers. In this case, it becomes necessary to cooperate with 
a company that is at the same time a direct competitor, for example, long-distance 
passenger transportation can be carried out by both JSC Federal Passenger Company 
and JSC TC Grand Service Express on the same route St. Petersburg–Moscow. At 
the same time, companies need to fit into the transportation schedule and agree on a 
pricing policy. 

An analysis of programs and projects for the digitalization of intermodal railway 
transportation shows that in the next 2–3 years, large forwarders, agents and supply 
chain operators will compete not as separate organizations, but as regional or corpo-
rate digital ecosystems. By 2024, supply chains and their platforms will be trans-
formed/redesigned based on the principle of modularity, using innovative digital 
business models. By 2026, more than half of supply chain organizations will use 
artificial intelligence (AI) and machine learning (ML) to empower decision-making. 

The following conceptual position is based on the fact that if the digital economy 
is formed by Big Data, then Big Data provides the formation of new transport services 
values: gathering, storage, processing, dissemination and analysis of data [14, 18, 19]. 
Data becoming the most important asset of organizations and differs from other types 
of assets because it is conditionally “out of competition”[20], ensures economies of 
scale are reached and generate direct and indirect network effects to developers and 
users [21]. 

Big Data generates an environment where market participants (primarily plat-
forms) compete “for” the market rather than “within” the market. The unique nature 
of data, network effects, economies of scale all combine to dramatically increase the 
advantage of companies actively pursuing digital transformation. Data gathered and 
analyzed by organizations in one market can give a competitive advantage in other 
markets and help to generate synergies. Using data to improve forecasts increases 
the value of offers for users and helps to attract additional users. This series of cause 
and effect events, i.e. positive feedback loop, referred to as data network effects [22]. 

Basically the non-competitiveness of data makes it possible to use it several times 
without depleting and in any organization simultaneously [23, 24]. In many orga-
nizations accumulation of large amounts of data on related markets and products, 
on companies–“disruptors”, is a basic component that helps to change their business 
models and enter new markets or areas of activity, thus achieving fixed cost economies 
due to business scale. In this case, the concept of competition also changes: when 
organizations begin to participate in vertical integration, when two or more successive 
stages of manufacturing and/or sale of services are combined under one management 
[25].
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All activities of transport organizations based on movements of goods and passen-
gers information in real time (“data in motion”). After the appearance of tasks asso-
ciated with a particular data type management of such data each time moved to a new 
stage. The need to analyze relationships between the performance of all processes 
in the company stimulated emergence and development of relational databases. At 
the time when the value of the transport services has shifted towards the growth of 
mobility, “seamlessness” and optimal cost, i.e. customer focus, the need for unstruc-
tured data and its processing based on natural language appeared. By transporting, 
companies generate data everywhere and constantly, turning it into a critical asset. 
In this context look different digital platforms on which business process manage-
ment, version control, information recognition, text management and collaboration 
are implemented. One of such platforms in the Russian Federation is the State Infor-
mation System of Electronic Shipping Documents, which provides the consignor, 
carrier and consignee with an electronic consignment note, an accompanying list, 
an order, a waybill, an application and an electronic charter agreement. Today, orga-
nizations are less likely to talk about the high cost of digital platforms–Internet 
technologies, visualization and cloud computing have significantly reduced the cost 
of computing cycles and data storage [14]. 

Transportation data integrated into vertical and horizontal information arrays, 
which increases the importance of value network externalities, affecting the efficiency 
of the companies themselves. An example of such integration is digital platform of the 
Russian logistics company Eurasian Agrlogistics, which is a freight forwarder by its 
legal status. The platform provides organization, transportation, including customs 
clearance, border crossings and other services of the agro-industrial complex from / to 
the Russian Federation through Iran to India, involving in circulation goods of Central 
Asian countries (Uzbekistan, Tajikistan, Kyrgyzstan, Turkmenistan and the Persian 
Gulf countries). The digital network of this project is built on a flexibly scalable 
cross-platform IT solution with client services: personal accounts with electronic 
certification, customs clearance, order management, shipment tracking capabilities, 
an electronic exchange for large and small wholesale, integrated with foreign IT 
systems of countries exporting Eurasian goods. Internal services provided by a system 
of end-to-end supply chain management with the prospect of reaching the 4/5PL 
level, which provides for electronic purchases/sales (network business module). On 
this platform, network effects and economies of scale complement each other to help 
ensure the competitive advantage of providing agricultural goods to the populations 
of several countries and regions. Network effects mean that each additional user 
brings more benefit or value to all users, while economies of scale mean that the 
average cost of serving users goes down. Thus, the benefits to consumers increase 
even as costs decrease. From a technical point of view, at this level of fixed costs, 
there are no economic restrictions on the expansion of digital objects (attracting a 
new number of customers from different countries on organized routes). 

Digitalization process of any activity cannot be fully described without consid-
ering the conceptual provisions for the development and implementation of innova-
tive technologies and solutions. Innovation changes the cost of a value proposition,
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while digitalization of the innovative proposals developing processes greatly simpli-
fies the emergence of a new product or service. Innovations are not only “big bangs”: 
they include all novelties that have value or add value to an already existing offer [26]. 
In the digital economy innovations based on constant experimentation and acquisi-
tion of new knowledge, which distinguishes them from traditional innovations that 
must be turned into a new finished product that is successfully sold on the market. 

The concept of digital innovation is based on the principle of continuous exper-
imentation of not solving but eliminating a problem. This is the central thesis: 
company should focus on customers and needs. Concentration on the problem allows 
creating several solutions. At the same time, decision-making depends on the results 
of testing, carried out quickly and without much cost. For example, by creating digital 
twins, computer simulation or virtual reality technology. The concept of digital inno-
vation, in addition to various methods for developing experiments, offers several 
ways to scale innovations [27]. You can scale the created minimum viable prototype 
(MVP–Minimum Viable Prototype). It is developed with a specific set of capabili-
ties to get useful feedback from customers [28]. Scale can be achieved by launching 
an MVP everywhere, when a company needs to take advantage of network effects. 
For example, a platform business model for organizing freight transportation in the 
Belarus-Russia-Kazakhstan transport corridor. Quite often happens when innovation 
can be launched only as a complete product, for example, a self-driving car. At the 
same time, controlled product output in selected markets or segments is still being 
tested. 

One of the innovative transport systems types are intelligent transport systems (all 
types of transport, including the urban public transport network). The most popular 
of them is a self-driving car. However, innovative processes being introduced more 
widely in the development of digital twins of vehicles and design solutions for the 
construction of transport infrastructure. Experimenting with it makes it possible to 
reduce the costs of designing, maintaining and operating transport infrastructure 
facilities of all types of transport. Very important innovations in “digital” predic-
tive repair of vehicles and transport infrastructure facilities, in creation of digital 
(intelligent) terminals (passenger, cargo), checkpoints across the borders of interna-
tional transport corridors, in introduction of machine learning technologies, drones, 
surveillance and predictive response systems to ensure transport security and many 
other processes that significantly affect the value of transport services. 

Innovations in transport, first, should ensure the intellectualization of the multi-
modal (combined) transportation mobility, which forms a new value of the transport 
service for passenger and cargo owner. In terms of passenger traffic, it forms trans-
port accessibility, a single ticket and the services required during the trip. In terms 
of cargo, transportation provides competitive speed of transportation, optimal cost 
for business and proper supply chain services. 

Implementing innovative technologies can destroy traditional supply chains: 
changing the nature of existing contacts, role and value of data, level of value creation 
at each segment, destroying old and creating new operational and business models of 
transport and logistics companies. The degree of destruction depends on the scale of 
the innovation’s introduction–digitization of individual technologies and processes
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or of business process in general. Digital base of innovation increases the differ-
ence between traditional supply chains that have been digitally enhanced and truly 
integrated, reinvented, those ones which DNA is basically digital. 

3 Research Results 

3.1 Analysis of the Compliance of Railways’ Digitalization 
Processes in Russia with the World Level of Transport 
Services Quality 

In Russia, as in many other countries, value of a transport service is determined 
by the level of its transport system development: transport accessibility, quality and 
capacity of infrastructure, coverage of the territory by transport networks, quality 
of transportation services, etc. In this case, digitalization of railways becomes an 
essential element of the digital economy, moving the value-added hubs of transport 
services into the digital resource forming industry and end-to-end digital processes 
based on railway transportation. There is a number of reasons for this: in particular, 
the maximum coverage of the territory of the Russian Federation (operational length 
85.6 thousand km; share in freight turnover–46% (including pipeline transport), in 
passenger turnover–26.4%.), high efficiency (single index of railway tariffs–103.7; 
in general for freight transportation–104.8), environmental friendliness of vehicles 
(85% of transportation on electric traction), ability to transport goods of all types and 
sizes, independence from the weather conditions etc. All of these reasons well docu-
mented in the literature and statistically confirmed [29]. At the same time, Russian 
railways are not only a transport network on the territory of Russia, but the infras-
tructure of several international transport corridors: the Eurasian North–South and 
Trans-Siberian corridors, accesses to the Northern Sea Route, pan-European corri-
dors No. 1, No. 2 (Pan European Transportation corridor, PETC) #2 (Berlin-Warsaw-
Minsk-Moscow-Nizhny Novgorod), No. 9#9 (PETC 9) (Helsinki-Moscow-Black 
Sea-South Europe). The railway connects accesses to the northeastern provinces of 
China through Russian seaports in the Primorsky Territory with the ports of the 
Asia–Pacific region–Primorye-1 and Primorye-2. 

Since 2021, the new geo-economics has significantly changed the supply chains 
of goods formed both in the Russian Federation and in transit cargo passing through 
its territory. Seriously increases competition in international corridors bypassing the 
transport routes of Russia. Thus, TRACECA, Eastern Europe (PETCs 4, 7, 8 and 9)– 
the Black Sea-Caucasus-Central Asia and the South corridor (South-Eastern Europe 
(PETC 4)–Turkey-Iran with two branches to Central Asia and China [30]. 

Client chooses routes provided with coordinated legal regulation, with a unified 
tariff policy and a single customs space. At the same time, in the current circum-
stances, competitiveness is not always determined by low transportation tariffs. Time
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is of the utmost importance as an effectiveness indicator of the operating models of 
cargo owner and carrier. 

By these and other reasons, led to the digital transformation of Russian railways, 
the strategic direction of their development has shifted towards the formation of 
a competitive transport service that meets international standards of transportation 
quality. Table 1 shows the results of the analysis of the digitalization processes 
of Russian railways compliance with the level of digital processes of the railway 
companies in the leading railway countries (USA, Germany, China).

Analysis of digital projects of the largest railway companies and Russian rail-
ways shows the full ability of the latter to provide the proper quality and value of 
the transport service to customers. At the same time, the problem for all railway 
companies remains their ability to maintain the required level of profitability of 
transport services in the face of growing specific, interspecific and spatial compe-
tition in the transportation markets. For Russian railways, a competitive advantage 
is the creation of platform solutions that become a technological, informational and 
innovative basis for the provision of freight and passenger transportation services, 
unite service providers (transport and logistics companies of all types of transport, 
freight car operators, service providers) and end users (passengers and cargo owners). 

3.2 Digital Platforms of Russian Railways and Its Role 
in Digital Competition in the Transport Services Market 

Digitalization of the transport industry in the Russian Federation is carried out in 
accordance with the National Program and the national project “Digital Economy of 
the Russian Federation” [33], with the Transport Strategy of the Russian Federation 
until 2030 with a forecast for the period up to 2035 [34]. The digital infrastructure 
of JSC “Russian Railways”, as a state-owned company, complies with the goals and 
parameters of the Transport Complex Digital Platform of the Russian Federation, 
the digital transformation program, methodological recommendations for the digital 
transformation of state corporations and companies with state participation, and other 
documents regulating national industry digitalization programs [35–37]. The logic 
of digitalization of railways is aimed at creating an economic device in which new 
value propositions are formed for the client, digital data becomes a key asset, and 
digital innovations ensure the growth of mobility and optimization of transportation 
costs, which increases the country’s competitiveness, the quality of life of citizens, 
and ensures economic growth, and national sovereignty. 

Digital transformation of Russian railways began with fundamental changes in 
logistics and the main areas of transport goods manufacturing (services for the 
transportation of goods and passengers), forming fundamentally new methods of 
communication, connections with customers and counterparties, and new methods 
of creating added value [38].
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Table 1 Digital technologies implemented in the processes of transportation in Russia and the 
leading railway companies in the world 

Processes Best practices for railway 
companies 

JSC “Russian Railways” (digital 
platforms implemented by the 
company) 

Focus on customer 

Sales forecasting Statistical analysis and machine 
learning to pyritize the customer 
base and reduce customer churn 

Customer churn management 
within the customer experience 
management platform 

Optimization Predictive models for demand 
forecasting and price 
optimization using price 
elasticity for different customer 
segments 

Dynamic pricing within the 
customer experience 
management platform 

Use of the rail network Using simulation to improve 
network usage efficiency under 
different infrastructure 
constraints 

Information and control module 
for the development of 
normative, daily traffic 
schedules and windows on the 
infrastructure 

Sales management CRM (customer relationship 
management) system for 
automating customer interaction 
strategies 

Integrated system of interaction 
with clients (freight 
transportation): Client’s 
personal account; 
Electronic trading platform 
“Freight transportation”; 
Calculation of the cost and 
environmental friendliness of 
freight transportation 

User experience Personalized communication 
with clients, including using 
real-time data 
Ability to plan a trip and buy 
tickets for several modes of 
transport 

Customer Relations 
Management System 
Multimodal transportation 
system (railway, electric trains, 
buses, air) 

Big data 

Rolling stock maintenance Using predictive analytics to 
predict the need for repair/ 
replacement of rolling stock 
components in order to optimize 
maintenance costs 

Predictive analytics of technical 
condition based on mobile 
diagnostics data 
Predictive analysis of the 
technical condition of freight 
cars 

Autonomous sensors for 
monitoring the technical 
condition of rolling stock units 
and rail infrastructure 

The use of mobile diagnostic 
tools and the use of predictive 
analytics of the technical 
condition of the composition 
based on the data received 
Implementation of stationary 
systems for complex diagnostics 
of railroad switches

(continued)
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Table 1 (continued)

Processes Best practices for railway
companies

JSC “Russian Railways” (digital
platforms implemented by the
company)

Fuel efficiency Selection of the optimal mode of 
train movement in order to save 
fuel based on complex 
multifactorial models simulating 
various conditions on the way 
(type of locomotive, train 
length, etc.) 

Information and control module 
for managing traction resources 

Asset management Digital control for the whole 
train movement (departure/ 
loading, sorting, arrival/ 
unloading) 
Analytics and data visualization 
providing real-time insight into 
the health and reliability of 
assets (OEE, causes of loss, etc.) 

Monitoring of infrastructure 
state predictive diagnostics by 
the objects 
Information system for 
managing the life cycle of track 
machines and mechanisms 

Planning Automated systems for planning 
operational indicators (including 
calculation of the required fleet 
of locomotives and its 
availability), schedules and 
route network, sales 

Information system for planning 
the work of locomotives 
Digital model and predictive 
analytics (forecast) on the 
technical condition of the tracks 

Innovation 

Autonomous control mode Autonomous control mode of 
the locomotive 
Autonomous shunting 
locomotives-robots 
Fully autonomous trains without 
a driver for the delivery of goods 
over long distances 

Implementation of the 
“Automatic train driver” system 
on hump locomotives 
Driver assistance system for 
driving (technical vision) 
Ensuring the uncoupling of 
wagons during the dissolution 
and fully automatic dissolution 
of wagons on marshalling yards 

Application of robots for 
routine tasks 

Automation of the process of 
generating operational reports 
for making prompt decisions 
and responding to emergency 
situations 

The use of software robots for 
auxiliary operations, for user 
support systems, and 
information and reference 
systems 
Automation of route preparation 
based on the  current train  
schedule (including in 
emergency situations) 
Automation of dispatch control 
Automation of processes at the 
station 

Compiled according to: [31, 32]
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In the Russian market of transport services, digitalization processes are most 
active in JSC “Russian Railways” as the owner of the railway infrastructure and 
the largest freight and passenger operator in the country. The company combines 
two types of transformation–manufacturing and business model. This transformation 
has a clear economic goal: the growth of the rate or mass of profit in the face of 
changing commodity markets, changes in the volume and range of goods presented 
for transportation, and expectations of high mobility of the population. The goal 
defines the business landscape for the digital transformation of railways, creating a 
new “value” of transportation services, changing the most important areas of activity 
of transport and logistics companies: customers, competition, data, and innovation. 

At the same time, competitive environment in the transport market is active both 
in the railway transportation segment (more than 10 thousand railway operators) 
and in relation to other modes of transport. The program “UAVs for Passengers and 
Cargo” is implemented on vehicles, digital processes for managing traffic flows (the 
program “Digital Management of the Transport System of the Russian Federation”, 
the program “Seamless Freight Logistics”, which is already reducing the time for 
customs procedures by several times, digital ticketing systems are being introduced 
in many agglomerations systems that reduce the time of waiting and passing through 
control procedures on all modes of transport (the program “Green Digital Passenger 
Corridor”)), etc. [39, 40]. 

Digital transformation goal for the “Russian Railways” is to create conditions for 
the realization of the “desire” of customers to transfer most of the transportation 
(trips) to railway transport. However, this is possible only if the client is sure that 
such a service reduces time and optimizes cost. To win the competition, one must 
either team up with a competitor and offer a mixed service, or transport cheaper, 
faster and with better service. 

Competitive value propositions for railway transportation based on the service 
model of the Russian Railways holding, shown in Fig. 1.

The service model has been “digitized” on eight digital platforms–complexes 
of interconnected technological solutions for the interaction of participants in the 
transport market (Table 2).

On the customer platforms multimodal freight and passenger transportation, 
digital services based on the modular principle. It ensures good composability, in 
which the resources and processes of the supply chain (transportation) divided into 
“building blocks” ready for reuse and reconfiguration. Supply chain (trips) modu-
larity helps to standardize and develop interoperable platform solutions and services 
that can be widely used by new transportation participants as “building blocks” of 
their digital infrastructure (mobile applications, gaming and information services, 
face recognition system, etc.) 

By creating these standardized “building blocks” in the form of generic modules 
and services, rapid scalability and connection of new participants to the supply chain 
ecosystem is ensured. At the same time, it should be taken into account that digital-
ization changes the solutions to the “classic” tasks of the railway, such as expanding 
the network, improving safety, increasing freight and passenger traffic, attracting
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Fig. 1 Service model of Russian Railways Holding [38]

Table 2 Digital transformation of JSC “Russian Railways” 

JSC “Russian Railways” 
services 

Subsidiary services Services for other market players 

Internal 
customers 

External 
customers 

Subsidiaries and 
affiliates 

Government Partners Counterparties 

Functional 
customers 
Employees 

Passengers 
Consignors 

Subsidiaries and 
affiliates 

Ministries and 
departments 

Scientific 
institutions 
Funds/ 
Startups 
Technological 
partners 

Counterparties 
Customers 

Digital platforms 

Digital 
corporate 
culture 

Multimodal 
passenger 
transportation 

Line infrastructure 
operator 

Multimodal 
freight 
transportation 

Transportation 
process 
management 

Process and 
Regulatory 
Optimization 

Traction 
rolling stock 

Non-manufacturing 
processes 

Logistics 
e-commerce 
operator 

Transport and 
logistics hubs

new customers, adding a range of new digital services (multimodal, technolog-
ical, managerial), adaptable to market conditions and needs passengers and cargo 
owners), which positively affects the financial performance of all participants in the 
transportation.
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3.3 Below Are Cases of Platform Solutions of JSC “Russian 
Railways” 

Customer-orientation passenger transportation. The Federal Passenger Company 
(FPC) uses digital technologies, in particular, the Internet of Things, Big Data, to 
analyze passenger flows and predict the need for transportation on existing and future 
routes. These technologies provide data options for the development of multimodal 
routes, CRM (Customer Relationship Management) implementation systems and 
customer data management, forming offers of various sets of services for each route. 
The main services on the Multimodal Passenger Transportation platform can be 
received by a passenger in the form of a comprehensive door-to-door transporta-
tion with the involvement of third-party carriers and on the electronic platform of 
additional services (class of service, media content during the trip, insurance, etc.). 
Growth of commission income and the consolidation of traffic in one place for the 
future monetization of all services and growth of passenger loyalty are the bonus for 
the company. 

Customer-orientation of freight transportation implemented on the multifunc-
tional platforms “Multimodal freight transportation”, “Transport and logistics hubs” 
and “Logistics e-commerce operator”. Platforms generate an integrated customer 
interaction system–CRM; form a distributed registry of transportation, allow to 
conclude smart contracts. “The Freight Transportation electronic trading platform 
gives shippers the opportunity to order transportation in rolling stock of any type 
from anywhere where there is Internet access, and pay for it from a single personal 
account or bank payment [41]. 

The platform processes all information about the client and history of his inter-
action with JSC “Russian Railways” in order to prepare personalized offers for him, 
including global services. Sale of complex transport services is calculated, applica-
tions confirmed and inquiries received on a convenient remote portal. Thus, based on 
history of relationships and their needs an individual approach to customers imple-
mented. This significantly affects the growth in the share of rail transportation in the 
total freight turnover and income from additional services. 

The locomotive complex (Traction rolling stock) is the most important digital 
platform for the company, which provides a solution to the problems of increasing 
transportation costs. The platform implements solutions for the already introduced 
innovative technologies of the Smart Locomotive and Trusted Environment projects, 
within the framework of which the issues of automatic diagnostics of the technical 
condition and creation of digital “twins” are solved. It provides predictive diagnostics 
of the state of the locomotive, planning and control of the locomotive complex. These 
platform solutions are associated with the need to improve the reliability and safety of 
rolling stock and significantly reduce operating costs. Accurate understanding of the 
current state of locomotives due to remote and automated diagnostics, carrying out 
repair work not according to the standard schedule, but on the fact of equipment wear 
and tear, can significantly reduce the cost of servicing rolling stock by increasing the 
overhaul period and reducing unscheduled downtime.
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Due to predictive diagnostics (“Trusted Environment”), the readiness indicators of 
the rolling stock increase, which makes it possible to rationally use depot resources, 
reduce the number of electric trains in reserve, and ensure 100% compliance with 
the traffic schedule. On this platform, a JSC “Russian Railways” trusting environ-
ment is formed with locomotive repair plants, service companies, manufacturers 
and suppliers of equipment for locomotives, including the validity and efficiency 
of decision-making in the event of responsibility for the failure of components and 
assemblies rolling stock ensuring, as well as the simplification and unification of 
information exchange between the participants of the locomotive complex. 

Transportation process management. Intellectualization of the railway transport 
management system, digitalization of the operation of stations and local operation of 
railways are the main conditions for reducing the time of transportation or increasing 
the speed of movement. Since transportation is controlled in real time, reducing the 
influence of the human factor on the efficiency of the system (for example, station 
personnel on duty) is the main one in this process. The reduction of transportation 
time also ensures the speed of its planning (recalculation and updating) taking into 
account new factors (for example, changes in transportation costs). Ultimately, the 
productivity of locomotives increases and losses from non-scheduled delays and train 
stops decrease. 

Digitalization of railway transportation is widely integrated with information plat-
forms of other modes of transport. The most indicative result of such integration 
is the work on electronic data exchange “port–road” and “road–port”, which can 
significantly improve the quality of goods loading planning to the ports, eliminating 
unproductive losses from wagons set aside from the movement on public tracks and 
non-purpose occupation infrastructure. The pilot project has been implemented in 
the system of interaction between the Novorossiysk Commercial Sea Port and the 
North Caucasus Railway. Based on the data received from the port, according to the 
demand for cargo in the context of the assortment for the planned period, if these 
cargoes are available on the railway, a forecast for the arrival of trains with demanded 
cargo for two days in advance generates automatically. The problem of ensuring the 
rhythm in the advancement and uniform loading of terminals is under solution. It 
reduces unproductive losses and increases the volume of unloading at port stations. 

3.4 Economic Effects of Railway Digitalization 

The economic meaning of digitalization, measurement of the new value of a service 
or product, effectiveness of the implementation of digital technological solutions 
involves the systematization of evaluation tools: a set of techniques, methods and 
models of economic evaluation that ensure the reliability of the results of digital 
transformation projects [42, 43]. 

From a variety of economic assessment methods, in order to confirm the effects 
of digitalization of railway transport, we have chosen the following:



Railway Transport Digitalization: Development Methodology … 139

– evaluation of absolute and comparative economic efficiency, 
– evaluation based on a balanced scorecard, 
– evaluation of digital technologies of interaction between participants in supply 

chains based on agent-based modeling. 

The methodology for determining the absolute and comparative economic effi-
ciency of railway digitalization projects is quite traditional and well adapted in the 
industry. Its essence is in evaluating the effects of investments in a digital project, i.e. 
standard indicators of absolute and relative economic efficiency, the payback period 
of investments in the project, indicators that determine the choice of the best of the 
alternative solutions for the use of a particular technology. Thus, the introduction of 
innovations in transport is assessed. For example, the acquisition of new generation 
track repair machines, which allow increasing labor productivity tenfold; installation 
of the GLONAS system on the rolling stock, etc. This method is used in cases where 
the project has one specific owner (investment, implementation, operation, monetiza-
tion of the effect is carried out in one organization). Other participants in the transport 
services market are not taken into account. Table 3 shows an example of evaluating the 
effectiveness of projects for the implementation of artificial intelligence in Russian 
Railways.

As follows from the Table, the resulting “effects” from the introduction of 
digital technologies are evaluated not only directly (in the amount of income 
received), but also indirectly (in improving organizational measures, reducing the 
time for processing documents, etc.), which ultimately will also positively affect 
implementation effectiveness. 

Methodology for evaluating the effectiveness of railway digitalization processes 
based on the construction of a balanced scorecard (BS–Balanced Scorecard). 

The use of this methodology is due to the fact that a digital solution does not 
always explicitly and directly lead to an economic effect, assessed by a deterministic 
set of indicators. A number of digital solutions (digital twins, digital services and 
mobile applications, digital platforms, Internet of things technologies) do not always 
have a direct economic effect. For example, digital services and platforms are being 
introduced to increase customer focus and create additional competitive advantages, 
virtual reality technologies, digital twins are created to reduce staff errors and train 
employees. BIM technologies are associated with the need to improve the system of 
R&D and innovation development. 

The BS methodology is a comprehensive project assessment that combines the 
most important areas of company’s activity: client, innovation, social status and 
economic result–everything that we consider in the digital economy. With its help, 
we evaluate the indicators of changes in financial results and the market value of the 
company; as well as magnitude of the influx of additional customers by creating a new 
value of transport services, identification of business processes that have improved in 
the process of digitalization (for example, replacing routine operations with robotic 
processes, predictive diagnostics of equipment operation, etc.), and impact of intan-
gible digital assets on the growth of staff productivity, training, development of 
employees, etc.
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Table 3 Artificial intelligence in railway transport 

Solution Effects 

The Concept for the Application of Artificial 
Intelligence in JSC Russian Railways was 
approved 

Systematic work on the use of AI technologies 
in railway transport has been built 

Intelligent processing of measurement results 
obtained from commercial inspection technical 
means 

The first stage: the use of STCIa at 33 points 
resulted in a reduction in costs by 60 million 
rubles per year and release of 122 employees 

Natural dialogue system–automatic selection of 
answers to a user’s question 

Reduce the processing time for requests from 
users of information resources by 3–5 times; 
coverage of processing using artificial 
intelligence in 2022–processing of 40% of 
requests without human intervention, or with 
minimal participation, in 2023-50% 

Machine vision (shunting locomotives, 
unmanned trains “Lastochka”)–tested 

Expected effects: 
–up to 20% growth of throughput capacity of 
stations in the future 
–transition to a three-minute interval between 
trains on the Moscow Central Circle (MCC) 
and an increase in passenger traffic by  
200,000 passengers per day 
–saving operating costs by reducing the staff 
of locomotive crews and increasing the 
reliability of the electric train 

Intelligent assistant shunting dispatcher 
(prototype)–tested 

Expected effect: 20% reduction in the average 
downtime of a transit wagon with processing 

Compiled according to: [44, 45] 
aSTCI-Software and technical means of commercial inspection

Since digitalization most often is aimed at solving the strategic tasks of the 
company, this methodology allows to link strategic and operational goals, external 
and internal risks, evaluate the effectiveness of projects that, in terms of direct effects, 
only increase costs. 

Methodology for assessing the effects of introducing digital technologies for the 
interaction of participants in supply chains based on agent-based modeling. Agency 
models make it possible to optimize the interaction of each participant entering the 
digital environment with other participants with whom operations are carried out that 
describe the request (demand) and the possibility of satisfying the demand (supply). 
Based on the application of the methodology, predictive estimates of the conse-
quences of implementing digital solutions are obtained as the results of choosing 
the best options for supplier–consumer interaction in the supply chain management 
system through information exchange in the digital environment. The main task of 
the multi-agent model is to ensure the implementation of the goals and objectives of 
an agent (for example, a participant in a digital platform). Getting into a multi-agent 
system, the agent tries to fulfill the goal using the methods available to him, which 
is also pre-set by the specialist developing the model.
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When modeling the supply chain, the goal of the agent is to maximize the loading 
of vehicles, reduce transportation time, and save transport and logistics costs. All this 
is reflected in the operating cycle of the cargo owner company and in the manufac-
turing cycle of the carrier (owner of infrastructure and traction and railway operators). 
As a result of multi-agent interaction, maximum efficiency is achieved for all partic-
ipants in transport and logistics relations integrated on a digital platform, including 
providers of various services. 

Despite the frequent use of these methods, it is practically impossible to obtain 
the most reliable estimate of digital effects using only one method. Digitalization 
generates complex effects that are difficult to formalize as the very concept of 
“transport service value”. The complex effectiveness of economic, technological, 
social and environmental effects should be subject to assessment. An example is the 
performance of the target portfolio of IT projects of the RZD holding: 

1. The effectiveness of the company’s digital projects is at the level of 0.86 on a 
scale from 0 to 1. 

2. Due to the added IT projects, support for the activities of all service blocks of 
the Digital Railway model is noticeably increasing. 

3. The rationality parameter of the target portfolio of IT projects of the Russian 
Railways holding corresponds to a value of 0.81 on a scale from 0 to 1. 

4. The rationality of the target portfolio of projects has increased due to the addition 
to the target portfolio of IT projects included in the IT Development Strategy of 
Russian Railways for the period up to 2020 and IT projects. Its results have a 
high contribution to the development of service units, and the risks are at low 
and medium levels [38]. 

The digitalization of railways is synchronized with the digitalization of the 
Russian economy in general. Table 4 shows the statistics that reflect the level of 
this synchronization.

As can be seen from the table, the process of digitalization of Russian railways, 
having a number of advantages in terms of the growth rate of the digital technologies 
introduction, effectiveness of new value propositions, intellectualization of processes 
and labor, is seriously behind national indicators in terms of the number of advanced 
domestic technologies introduced and investments in their development. This is due 
to the fact that when the company was reformed in 2003, R&D departments and activ-
ities were excluded, so that the transportation tariffs could include expenses exclu-
sively related to it. Now the company mainly acquires new, innovative technologies 
in the market. 

4 Discussion 

Methodological approach adopted in the research is based on the conceptual provi-
sions of the digitalization of the economy, presented in the researches of foreign 
scientists on the theory of market value, in particular, [4, 8]; value creation networks
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Table 4 Values of indicators of digital transformation in the Russian economy (in general) and in 
the Russian Railways holding 

Indicators The value of the indicator in 
the holding “RZD” 

Significance for the Russian 
economy 

Growth rate of R&D costs in 
the priority area “digital 
systems and technologies” 
(2016–2020), times 

12,8 0,98 

Volume of R&D performed in 
the priority area “digital 
systems and technologies” per 1 
employee who performed R&D, 
thousand rubles (2020) 

664,3 407,5 

Number of advanced digital 
technologies developed (per 
100,000 payroll employees) 
(2020) 

0,9 7,3 

Growth rate of the number of 
developed digital technologies 
(2016–2020), times 

1,04 1,05 

Investments in digital 
technologies per unit of 
financial result–income from 
the sale of goods, services, 
kopeks/rubles (2020) 

0,86 1,48 

Growth rate of investments in 
digital technologies 
(2016–2020), times 

1,13 1,98 

Share of investments in Russian 
(domestic) digital technologies 
in total investments in digital 
technologies (2020), % 

54,8 31,5 

Share of IT specialists in the 
total number of employees 
(2020), % 

2,2 2,8 

Number of advanced digital 
technologies used (per 100,000 
employees) (2020) 

249,1 896,6 

Share of Russian advanced 
digital technologies in the total 
number of digital technologies 
used (2020), % 

86,0 68,3

(continued)
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Table 4 (continued)

Indicators The value of the indicator in
the holding “RZD”

Significance for the Russian
economy

Growth rate of the volume of 
innovative goods, services 
produced and sold using digital 
technologies (2016–2020), 
times 

1,24 1,30 

Share of innovative goods, 
services produced and sold 
using digital technologies 
(2020), % 

0,05 5,7 

Compiled according to: [40, 46, 47]

[10, 11]; digital competition [14, 15]. At the same time, we are expanding the under-
standing of the “value” of a transport service that corresponds to the proper level of 
mobility. Early studies [48, 49] used just such an approach to the digital value of 
transport. In the analysis of the effectiveness of digital transport models, we based on 
research [50], which substantiated the dependence of the effectiveness of transport 
operators’ operating models on costs reduced in the digitalization process. In under-
standing digital platform solutions, we have used the work on collaborative mobility 
modes [51], while significantly expanding their potential in relation to supply chain 
management platforms. 

The most important debatable problem is the perception of the transport service 
digital value. Quite a lot of works are dedicated to the digital divide in the context of 
choice and access to a service, in particular, [52–54] and others. In our research, we 
specified the problem of the value of a transport service for a passenger and a cargo 
owner and developed platform solutions for open access to them. 

5 Conclusion 

Digitalization of Russian roads is the most important national project that creates 
new value propositions for the transportation of goods and passengers both within the 
country and in international transport corridors. It is the latter that forms the require-
ments for the quality of world-class transportation. To achieve this, the company 
has to change processes, technologies, management systems, operating models by 
activity and the entire business model, focusing it on value propositions for the 
customer. 

Development of this research will continue in the direction of clarifying the 
values of the supply chain efficiency indices based on rail transportation (Logistic 
Performance Index), due to their digitalization, namely:
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• Ease of arranging competitively priced shipments;
• Competence and quality of logistics services;
• Ability to track and trace consignments;
• Frequency with which shipments reach consignee within scheduled or expected 

time. 
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1 Introduction 

In the last few years digitalization has become a widely discussed topic in the 
economic and social life of society. The debate is taking place at different levels: 
internationally, in the context of a single country, an industry, a company and indi-
vidually. In Russia, at the state level, the Program of digital economy was adopted in 
2017, designed for 2017–2030 [1]. An analysis of the indicators of digitalization of 
business in Russia reveals a certain lag in this sphere from the leading countries. For 
example, specialists of the Higher School of Economics (HSE) developed the index 
of digitalization of business which measures the speed of adaptation of companies to 
digital transformation and describes the use of digital technology. For Russia it is 28 
points, which puts Russia next to such countries as Bulgaria, Hungary and Romania 
[2]. At the same time, the leaders in the level of digital technology in the business 
sector have a significantly higher value of this index: Finland (50 points), Belgium 
(47), Denmark (46), the Republic of Korea (45). At the same time, Russian business 
has a leading position in some areas of digitalization. For example, in the application 
of technology in the banking sector Russia is among the top five leading countries 
in Europe in terms of digital banking development [3]. McKinsey’s study showed 
that the leading banks in Russia perform 1.5–2 times more transactions than the 
largest European banks when they provide mobile applications to their customers. 
Depending on the service method, 58% of customers use remote banking (of these, 
15% use only online banking, 10% use only mobile banking, and 32% use both 
platforms) [4]. 

According to research by Rosstat and HSE, Russian companies have already 
widely adopted basic and relatively simple digital technologies (83% in 2017 and 
86.6% in 2019 of Russian organizations already use broadband Internet, 63% in 2017 
and 68,7% in 2019 have adopted electronic data exchange technologies); a smaller 
proportion of companies have carried out deep automatization and restructured their 
business processes for advanced digital technologies (cloud services–23% in 2017 
vs. 28.1% in 2019, ERP systems–12.2% in 2017 vs. 14.8% in 2019, RFID tech-
nologies–5% in 2017 vs. 6.7% in 2019) [5, 6]. At the same time, experts highlight 
that the digitalization of Russian manufacturing enterprises remains at a low level 
compared to foreign competitors. The use of such technologies as computer engi-
neering, virtual modeling, additive technologies, mechatronics and robotics has not 
yet become widespread in Russian business [2]. 

From the perspective of the company, digital change is usually based on the BEOM 
(Business Entity Ontological Model), which allows for systematic structuring and 
describing activities by tasks, organizational structures, territories and objects, orga-
nizing and translating its experience accumulated in specific situations throughout 
the life cycle. In the context of digitalization, the enterprise is “decomposed” into 
business processes: operational (technological) and corporate, for each of which 
digital technologies and the effects of their use are prescribed. 

Most researchers highlight the benefits that will emerge from the implementa-
tion of digital technologies: transparency, accessibility and relevance of financial
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information to external users, the obviousness of the way of collecting, managing 
and analyzing financial data within the company, optimization of decision-making, 
the quality of financial reporting, the usefulness of accounting information and the 
effectiveness of strategic decision-making [7–9]. 

The digital transformation of the economy affects all areas of life, including the 
economy and business. From a business perspective, both operational (technological) 
and corporate processes are undergoing changes due to digitalization or digitization. 
The former–operational (technological) processes–are caused mainly by the industry 
and the specifics of the company’s activity. The latter–corporate processes–are rela-
tively common for companies and include investment activities, risk management, 
personnel management, legal support, logistics, finance and accounting etc. Techno-
logical changes of corporate process “Accounting and Finance” should be considered 
in the context of transformation of business model of the company as a whole, taking 
into account external and internal risks and limitations. 

2 Research Methodology 

In this study it was not intended to introduce new terms and concepts to those 
already used in the professional literature, practice, thematic reports and reviews, 
although widely discussed. Among them are digitalization, digital transformation, 
digital economy, digitalization of business, digital environment, digital ecosystem, 
etc. We share the position of experts that there are “shades” of terminology and terms 
should be applied in the right context to convey the correct meaning in order to avoid 
semantic inconsistencies and the search for harmonized definitions of key concepts 
of digitalization is not over [2, 10]. 

With regard to the digitalization of the corporate Accounting and Finance process, 
let us draw attention to the distinction between the concepts of “automation” and “dig-
italization” in accounting. Both of these processes are intended to replace manual 
labor. The fundamental difference between automation is that automation is a substi-
tute for the way information is entered and processed, without significant opportuni-
ties for its further use and exchange. Digitalization, based on the information entered 
in electronic form, is aimed at its further transfer into the general information system 
of the company for its further sharing, generating on its basis new data and decisions, 
including those made by this digital system itself, providing various participants in 
the business processes of the company and external users of information with not only 
information, but also broad opportunities to use this information. Thus, accounting 
automation is the predecessor of digitalization of accounting and reporting; and now 
automation is one of the approaches to the technical organization of accounting and 
reporting, in other words–digitalization uses automation as one of the tools, but not 
technologies [11]. 

This study is based on the study of available reviews and analytical reports 
performed by major international audit companies, authoritative author teams and 
companies themselves, as well as verification of the data obtained with the help of
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Russian companies’ reports on digitalization. The purpose of this study is to iden-
tify the role of digitalization of the corporate Accounting and Finance process in 
the digitalization of the company as a whole, as well as to identify the limitations 
and risks encountered in the implementation of digital technologies. In this regard, 
it is important to analyze the applied digitalization technologies in accounting and 
reporting in order to identify the factors that influence their variability, including 
the correlation of the set of technologies applied in the "Accounting and Finance" 
process with the overall set of digital technologies as applied to the company as a 
whole. 

The authors formulated two key hypotheses. 
Hypothesis 1. The transition to digital technologies in the corporate process 

“Accounting and Finance” is significantly influenced by both internal and external 
factors, but the set of digital technologies is much narrower than the digitalization 
of the business as a whole. 

Hypothesis 2. The existing risks and limitations of digital technologies cannot 
allow uniform approaches to the digitalization of the business process “Accounting 
and Finance” for all business processes participants. The architecture of the digital 
transformation of the studied business process will be determined by the internal 
constraints of a particular company. 

3 Technologies of Digitalization of the Corporate Process 
“Accounting and Finance” 

Digitalization of accounting and financial reporting in companies is not the first step 
in improving the technologies used in this area. For the most part, the transition 
to machine processing of information arrays has already taken place. This section 
provides an overview of the technologies that are already in use and are widely 
used not only by large Russian companies, but also by medium and small ones 
(pre-digitalization technologies), as well as technological solutions in the area of 
accounting that have emerged in the conditions of digital transformation (digital 
technologies in accounting and reporting). 

3.1 Pre-digital Accounting Technologies 

The use of electronic tables (Microsoft Excel, Access, etc.) for accounting and 
reporting purposes made it possible to identify and systematize the available informa-
tion according to the required criteria, perform its criterion selection, form separate 
tables, derive results, combine information and bring it together in a single reporting 
document. At the same time, this method of automating reporting has certain risks: 
missing or making mistakes; loss of data when several users work; difficulties in data
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audit (entails time and labor costs), etc. Nevertheless, Excel tables are still widely 
used as a reporting transformation tool. For example, Russian companies use this 
“traditional” tool for the releasing of consolidated financial statements under Inter-
national Financial Reporting Standards (IFRS), making adjustments to the uploaded 
accounting data under Russian Accounting Standards (RAS) in order to bring them 
in line with IFRS [12]. 

Application of specialized software products ("1C: Enterprise", "BEST", "Parus", 
etc.) allows to carry out key functional set of (financial) accounting of the company 
(input of primary documents, registration of facts of economic life of the organi-
zation, logging of business transactions), on the basis of this information to form 
accounting, tax and management reports. Programs need constant updates of entered 
data, which entails significant time costs. Despite the fact that specialized prod-
ucts can be adapted to the specifics of any company, independent transformation of 
processes in programs for unqualified staff is significantly limited. A competitive 
disadvantage of these software products in front of their successors will be the non-
provision of forecasting risks and probable outcomes of implementation of various 
strategic alternatives of investment decisions, lack of tools for the formation of a 
variety of reports for corporate governance purposes. 

Integrated ERP-systems of enterprise management (Enterprise Resource Plan-
ning) provide the possibility of combining several subject areas of automation. 
Financial accounting is integrated with subsystems of operational and production 
accounting, production planning, budgeting, etc. The main advantage of ERP-
systems is the ability to solve several problems simultaneously: planning and 
accounting of production and logistics operations, rationing production costs, cost 
formation and assessment of the effectiveness of the company. ERP-systems provide 
management with operational information on various aspects of the company’s activ-
ities, promote transparency of the process of planning and control, allow to model 
alternative scenarios of the company’s development. Among the disadvantages of 
ERP-systems we note the high cost of licenses, the duration of implementation, the 
necessity for qualified and well-paid IT professionals who will be able to configure 
and administer the system. According to a study conducted in 2018 among companies 
based in Germany by PWC experts, the most common ERP software products are 
the following four: SAP (61%), PeopleSoft (24%), Oracle (5%), Microsoft Navision/ 
AX (5%); the rest occupy insignificant shares: JD Edwards (2%), Sage (2%), and 
others (1%) [13]. In Russia, a domestic product is widespread–1C: ERP Enterprise 
Management, which has a similar functionality, but is distinguished by a significantly 
lower cost and adaptability to the Russian reporting forms. 

Electronic systems–digital accounting. Modern accounting systems use electronic 
systems more and more: electronic document management system, ECM-system 
(Enterprise Content Management), the system of electronic delivery of reports, etc. 
Electronic digital signature is an indispensable attribute for the implementation of 
electronic document flow.



152 N. V. Generalova et al.

3.2 Digital Technologies Used in Accounting and Reporting 

There is no consensus on the exact set of digitalization technologies, as their classifi-
cation varies, and as more and more new technological solutions emerge, leading to 
additions to the list of digitalization tools. For example, the 2019 Digitalization Study 
in Russia highlighted eight of the most popular digital technologies for implementa-
tion, indicating the percentage of use by respondent companies: 1. big data analysis 
(Big Data) and predictive analytics–68%,. chatbots–51%, 3. robot process automa-
tion (RPA) office processes–50%, 4. Optical recognition (OCR)- 36%, 5. artificial 
intelligence (AI)–28%, 6. internet of things (IoT)–24%, 7. virtual reality (VR/AR)– 
21%, 8. blockchain–19% [14]. This toolkit is the most widely used, according to a 
survey of more than 100 Russian companies from various industries, including the 
financial, telecommunications, metallurgy, oil and gas, transport and retail sectors. 
We emphasize that this list of technologies reflects the digitalization of all business 
processes in the company, not only the digitalization of the accounting structure. 
Moreover, according to our estimates, these percentages of application of digitaliza-
tion tools reflect the results of technology use by major Russian companies rather 
than represent the realities of medium and small businesses. That is so especially 
because “application” includes not only the implementation of technologies, but the 
testing and pilot project phase. 

The set of digital technologies used in the accounting business process will be 
different from the set used for all company processes, technological and corporate. 
Analyzing the few studies on the applied technologies in accounting and reporting, it 
can be stated that the set of digital solutions for accounting is significantly narrower. 
Here are some examples. A large-scale study on digitalization in accounting and 
reporting conducted among more than 100 German companies in 2017 presents a 
set of 11 digital solutions with the percentage of use among respondent companies, 
and these "newest digital capabilities, are designed to automate routine accounting 
processes as much as possible." 1. uniformity of systems–64%, 2. management of 
data quality–56%, 3. paperless accounting, 9. interfaces to (external) systems–18%, 
4. integrated consolidation system–44%, 5. creation of transparency–33%, 6. process 
automation–25%, 7. big data analyses–23%, 8. real-time reporting–19%, 10. tools 
for visualization–16%, 11. cloud computing–7% [15]. The scale of application is 
significant, although also characteristic of large companies, including such as Anony-
mous, Siemens AG, BMW AG. Robots, chatbots and the Internet of Things are not 
reflected in this list of accounting and reporting solutions. A profile article by Croa-
tian colleagues published in 2019 identified four other key accounting technology 
solutions "with potential and feasibility for adoption." 1. artificial intelligence, 2. 
blockchain, 3. continuous accounting, and 4. big data [16]. The above lists of applied 
technologies and technological solutions largely reflect the retro view of five years 
ago, and obviously it has undergone changes in the rapid development and spread of 
technology, taking into account the impact of the pandemic caused by Covid-19. 

A different approach to the development of digitalization of accounting can 
be demonstrated by taking the hierarchical structure of the accounting process
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(accounting process pyramid) and designating digital technologies for each element: 
1. primary documents describing facts of economic life–mirrors/digital twins, 2. 
accounting registers–robotization, 3. financial statements–blockchain [11, 17]. 

XBRL reporting and reporting taxonomy. Digitalization technologies have not 
only affected the accounting process, they are applied at the stage of financial 
reporting indicators formation. XBRL (eXtensible Business Reporting Language) 
technology, which originated in the United States, is a tool of communication and 
exchange of business information between systems. XBRL initiative was supported 
in many countries by stock exchanges and securities market regulators and bank 
regulators. Communications are based on metadata sets (data about data) that contain 
description of both individual reporting indicators and relationships between them 
and other semantic elements of taxonomies. XBRL taxonomies contain definitions 
and characteristics of individual reporting elements as well as characteristics of 
relationships between these elements, which allow to implement a range of opera-
tions with reporting data, provide an automatic link to regulatory requirements and 
various reporting standards. Based on the taxonomy, organizations create a package 
of reporting data (figures, text and graphic elements linked to the taxonomy). In 
Russia, the introduction of XBRL reporting began in 2015 with the creation of a 
Russian XBRL jurisdiction made by Central Bank of Russia (CBR). According to 
the CBR’s requirements, starting in 2018 this reporting format became mandatory 
for insurers, professional securities market participants, joint-stock investment funds, 
management companies of investment funds, mutual funds and non-governmental 
pension funds. In 2021, brokers, credit rating agencies and specialized depositories 
will switch to the XBRL format, and after 2021–credit history bureaus [18]. The 
advantages of XBRL reporting from the perspective of investors and consumers are 
the simplicity and convenience of analytical tools based on portal solutions, as well as 
machine-readable information disclosure understandable to international investors. 
The financial market, supervisory authorities and federal executive bodies, in addi-
tion to investors, will benefit from such a technical solution for the presentation of 
reports. 

Technologies of corporate reporting presentation. In the context of accounting 
procedures for reporting, it should be noted that one of the key trends in the recent 
history of public reporting of companies is its separation into an independent signif-
icant accounting procedure [19]. Moreover, the demand for financial statements of 
public companies has increased significantly due to the rapid increase of users who 
have gained access to investing in the securities of companies by opening brokerage 
and investment accounts. The idea of creating an interactive multidimensional model 
of financial statements is to proactively find a solution that will allow each user to have 
a significant flexibility in providing data: for example, depending on the target, the 
user will be able to group and match income and expenses, getting the required option 
for calculating the financial result, include or not include in the balance sheet assets 
that do not belong to the organization but are under management (e.g., leased assets), 
etc. Interactive multidimensional model of corporate reporting, which includes finan-
cial and non-financial indicators, will promptly detail, aggregate and restructure the 
initial form of providing reporting data according to the user request. The current
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trend in the development of interactive reporting is its transformation into a special 
database, or rather a special class of data marts. Users who systematically study the 
reporting prefer to convert it into a database, and use it to obtain reports of different 
forms at their discretion. The creation of and subsequent work with the database 
allows to simplify the procedure of storing, processing and subsequent presentation 
of information in the most differentiated ways. 

Summing up the review of technologies and technological solutions in accounting 
and reporting, it can be stated that the replacement of manual labor in certain 
areas (automation) is being replaced by a new model of digitalization of accounting 
processes, which has fundamentally different capabilities and meets the current chal-
lenges of modern society. Networked data processing and multimedia accounting 
performed by robots and artificial intelligence, and as a result, visualized reporting 
capable of adapting to the request of a particular user–this is if not the present, then 
foreseeable future. 

3.3 Cases of Digitalization of Russian Companies: ROSSETI 
and Others 

In the context of the issues under consideration, the experience of Russian elec-
tric grid company Rosseti PJSC, which in 2018 published its Digital Transformation 
2030 Concept, which formulated “the main directions of technological and organiza-
tional changes in the company’s work to find new mechanisms, methods, algorithms 
of corporate and technological management of the company’s processes and their 
subsequent transformation to improve the efficiency and quality of services provided 
and their accessibility” [20]. In the analyzed Concept it is noted that the anticipated 
digital changes are based on an ontological model of activity, taking into account the 
requirements of the network-centric approach, which reflects current trends in the 
implementation of digital transformation in the electric power industry. The devel-
opers of the Concept of ROSSETI operate with Industry 4.0 technologies, the list of 
which and the anticipated effect of their implementation are presented in Table 1.

A comparison of the technologies planned to be implemented by ROSSETI with 
the set of “new technologies” presented by experts according to a survey of 40 leading 
global energy companies, shows that the Russian electric power leader has included 
all technologies used by industry companies [21]. 

Digital management of the company is designed to unite a set of corporate infor-
mation systems and, as a result, to ensure transparent, reliable, automated data 
exchange, eliminating duplication of information and manual data entry. A prereq-
uisite for ensuring the reliability of operational management information is the use 
of a single data model of technological and business processes that unambiguously 
defines the essence of these processes and the relationship between them for all 
Rosseti subsidiaries and dependent companies, which is important in the context of 
generating consolidated reporting. In terms of the digitalization of accounting and
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Table 1 Rosseti’s digital technologies and the expected effect of their application 

№ Technology Possible impact and effect of implementation on company processes 

1 Business Ontology Gradual digitalization (optimization) of the company’s core business 
processes. Reduction of the cost of all business processes of the 
company 

2 Digital Shadows As part of the development of online and offline decision support 
systems, creation of mathematical models of networks, objects, 
processes, etc. Reducing operating costs and developing new 
business for the company 

3 Industrial Internet 
of Things (IoT) 

Significant CAPEX and OPEX reductions for collecting data from 
remote objects and devices on the network, including a qualitative 
increase in the volume of this data. Reduced operating costs and 
development of new business for the company 

4 Big Data Significant increase in the transparency of operations, qualitative 
saturation of online and offline decision support systems with data. 
Optimized decision-making on the operational and prospective 
environment. Additional effects due to overall processing of 
technological and corporate data 

5 Machine learning Automated processing of data sets within online and offline decision 
support systems tasks with appropriate mathematical algorithms. 
Optimized decision-making for operational and prospective 
activities 

6 Blockchain Elimination of intermediaries in the kWh sales chain to the final 
consumer, transition to automated Smart contracts, service 
development for active consumers and distributed energy. 
Development of new types of services (business) of grid companies 
for market participants 

7 Visual perception 
and 
decision-making 

Increased reliability. Ability to predictively of the appearance of a 
threat to of disconnection of power grid equipment 

8 Artificial 
intelligence 

Increased reliability. Predictive reporting of the threat of power 
grind outage 

9 Remote scanning 
for creating 3D 
models of network 
elements 

Improved capital and operating cost efficiency (OPEX/CAPEX). 
Increased adaptability 

10 Virtual reality 
(simulation of 3D 
images or full 
environment), 
Augmented reality 

CAPEX reduction. Increase of adaptability. Creation a system for 
control over the implementation of investment programs in an 
automated mode 

Source Compiled by the authors based on ROSSETI’s Digital Transformation 2030 Concept, https:// 
www.rosseti.ru/investment/Kontseptsiya_Tsifrovaya_transformatsiya_2030.pdf [20]

https://www.rosseti.ru/investment/Kontseptsiya_Tsifrovaya_transformatsiya_2030.pdf
https://www.rosseti.ru/investment/Kontseptsiya_Tsifrovaya_transformatsiya_2030.pdf
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reporting, Concept 2030 stipulates the use of only one technology, Big Data, for 
the Finance, Economics, and Accounting process as one of the company’s corpo-
rate processes and is designed to produce three key effects: automated reporting, 
a system for monitoring the implementation of business plans and increased adapt-
ability. Thus, despite the large choice of digital technologies presented in Table 1, one 
of the largest Russian companies does not plan to widely use all the possibilities for 
accounting processes, but focuses on those that, in its opinion, will allow to achieve 
the set objectives. At the same time, for the digitalization of “risk management” 
business process, it plans to additionally use artificial intelligence technology, which 
is designed to facilitate the development of recommendations on risk leveling. 

The analysis of digitalization of Russian companies has certain difficulties due to 
the fact that the availability of information on public resources is very limited. In this 
regard, of particular interest is the analytical report, carried out by domestic experts 
published in 2021 [22]. The leading companies in digital transformation, whose 
experience was studied according to the annual reports, are the following: Russian 
Railways, Gazprom Neft, Rosseti, and Lukoil. These companies have detailed digital 
development strategies for the long term up to 2024–2030. Comparing the strategic 
documents of these four companies, we note some common features inherent in the 
digital strategies of corporations: (1) the main objective of the strategy is to improve 
company efficiency and the quality of services provided to customers, (2) digital 
transformation is accompanied by process reorganization and optimization, (3) a 
necessary element of digitalization is the creation of competence centers and various 
training and experimental structures (“factories”), (4) the most popular trends are 
the creation of digital twins, the use of artificial intelligence and work with big data, 
(5) strategies describe mass participation in production chains of “digital worker”, 
equipped with augmented reality (AR) gadgets and computer software for planning 
and control of operations. Information on the applicable digital technologies by the 
analyzed Russian companies is presented in Table 2.

4 Limitations and Risks of Digitalization of the Business 
Process “Accounting and Finance” 

Digital technology not only creates benefits, but also generates risks and has limita-
tions. This study focuses on digitalization of accounting and reporting as an infras-
tructure component of corporate governance. The limitations can be broken down 
into several large blocks that reflect the most important challenges in implementing 
digitalization. The risks are also grouped into areas.
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Table 2 Comparison of digital strategies of Russian companies RZD (Russian Railways), Gazprom 
Neft, Lukoil and Rosseti 

Companies Facts about 
strategy 

Trends and/or 
technologies 

Tools and approaches 

RZD (Russian 
Railways) 

Adopted 
29.10.2019, until 
2025 

Internet of Things, big 
data, distributed 
registries, machine 
learning, VR and AR, 
quantum 
communications 

Digital platforms, 
Reorganization of business 
processes, introduction of 
cross-functional interaction 
mechanisms, creation of an 
institute of “change agents” 

Gazprom Neft Adopted 
16.09.2019, set to 
2030 

AI, VR and AR, 
unmanned aircraft 
systems, video 
analytics, tech vision, 
smart devices, 
blockchain, robotic 
processes 

Competence centers and IT 
clusters, technology centers, 
digital technology vision, 
corporate cloud approvals, 
regulations and guidelines, 
corporate training system 

Lukoil Adopted in 2018, 
set to 2027 

Digital twins, machine 
learning, digital 
platforms, AI, robotics, 
digital predictive 
analytics 

Integrated modeling, neural 
networks 

Rosseti Adopted 
21.12.2018, set to 
2030 

Data Factory, digital 
network, analytics 
competence center, 
cybersecurity center 

AI research center, internet of 
things, big data, digital twins, 
3D models, VR and AR, 
distributed registry 

Source Compiled by the authors on Bertyakov et al. [22], p. 184

4.1 Limitations 

Industry, product, scale. The corporate “accounting and reporting” process is influ-
enced by technological processes, which in turn are conditioned by industry affilia-
tion, the specificity of the company’s activity, scale and other factors. According to 
the research, the level of digitalization in the company depends on its size (the larger 
the company, the higher the degree of digitalization), and on the industry (the more 
technological the company’s product, the higher the degree of digitalization) [14, 23]. 
The set of digital technologies used in accounting processes is significantly lower 
than for all processes [24]. This can be clearly seen in the above example of Rosseti 
PJSC: for the business process “Finance, Economics and Accounting,” only one tech-
nology–Big Data–is provided. The prospects of using distributed registers technology 
(blockchain) in accounting and auditing are actively discussed [11, 17, 25]. 

Balance of benefits and costs. This is a classic limitation that is embedded in many 
technical standards. For example, in IFRS it is allowed not to apply accounting tech-
niques if the benefits from their use are lower than the costs of their implementation. 
In the digital context, this restriction has two aspects. On the one hand, this is the 
company’s point of view: its overhead costs for the implementation of a particular
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digital technology must be covered by its own revenues. In this case, an additional 
difficulty is that the implemented technology will not always be scalable and “boxed” 
solutions will not always be suitable. The second aspect is the cost-effectiveness in 
the context of the concept of sustainability and ESG. For example, blockchain tech-
nology is associated with high energy consumption, which at least raises the question 
of its energy efficiency in the context of environmental protection. 

Organizational readiness. The need for structural preparation of the company 
for the application of digital technology is an important element in the success of 
the implementation of new technologies. For example, the robotization of company 
accounting processes is only possible if they are structured, repeatable, based on 
uniform rules and controlled by digital data input [26]. As another example, the secu-
rity benefits of blockchain, which make it supposedly immutable, in an accounting 
environment due to the high number of business transactions on the external loops 
of the system, make data not fully accessible or reliable [27]. 

Human Resources. There is a shortage of qualified personnel. There will be a 
need for ‘techies’ and ‘accounting techies’ who can work with digital data and digital 
software. This entails a restructuring of training and professional development. And 
despite the fact that universities are actively introducing new courses on digitalization, 
the labor market is clearly not yet ready to meet the demand for an “accountant in 
the digital economy [28, 29]. 

4.2 Risks 

Commercial Risk. The use of digital technology in accounting can lead to information 
containing trade secrets being lost or, because of openness, being used to the detriment 
of the company by competitors or regulators. 

Information security risk. This negative side of digital adoption is mentioned in 
almost all studies. For example, in a 2019 KPMG study, more than half of Russian 
respondents noted this “threat of digitalization” [14]. The budgets of companies to 
combat cyber-fraud are growing year after year. The importance of this group of risks 
is confirmed by the increasing cybercrime: hacking and attacks on mobile devices 
and financial mobile applications as part of the infrastructure of remote banking and 
payment systems, attacks on smart contracts, etc. It is important that this group of 
risks is not only of external, but also of internal nature. 

Risk of responsibility delimitation. Introduction of digital accounting and finan-
cial procedures inevitably entails automation of decision-making. In the case of 
violations, errors occurring in digital processes, the personalization of responsi-
bility may be lost or simply not defined from the outset. The example of liability in 
accidents involving unmanned (highly automated) vehicles is relevant. With regard 
to accounting, who will be responsible if a robot makes a decision based on a 
preset algorithm, which in the rapidly changing realities will result in losses for 
the company?
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Legal and legislative risk. Currently, there is a significant legal vacuum in the use 
of digital technology, because current Russian legislation does not contain compre-
hensive rules, and the bylaws do not contain clear and understandable mechanisms 
for interaction. In particular, because of this, a company may be denied the recog-
nition of expenses for tax purposes, because the “documentary” evidence will be 
outside of the current legal framework. This also includes the risk of loss of property, 
risk of copyright infringement and so on. 

The risk of loss of control over process management. If a company uses “boxed” 
products and cloud technologies, it runs the risk of losing control, because process 
algorithms are set up outside the company. These risks are the higher, the smaller 
scale of business is and the less opportunity there is to influence the vendor of the 
product. The result may be the deterioration of process controllability and efficiency 
in the short term, and in critical cases catastrophic losses may occur. 

4.3 Risk Assessment Matrix for the Implementation 
of Digitalization in the Business Processes of Companies 

Based on the identified constraints, it is proposed to assess the risks of implementing 
digitalization in the business processes of companies through a digital risk assessment 
matrix. This matrix should be used in relation to the profile of a particular organization 
when implementing the processes of digitalization of business for the selection of 
digital technologies. Table 3 shows the digitalization risk assessment matrix for the 
profile of “large high-tech company”. 

Table 3 Risk assessment matrix of digitalization processes in the example of a large high-tech 
company 

Limitations Risks 

Commercial 
risk 

Information 
security 

Delimitation 
of liability 

Legislative 
risk 

Risk of loss of 
process control 

Industry, 
product, scale 

M M H H M 

Balance of 
benefits and 
costs 

L L M M H 

Readiness of 
organizational 
structure 

L L L M M 

Human 
resources 

M M L H H 

L–low risk, M–medium risk, H–high risk 
Source Compiled by the authors
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5 Conclusion 

This study was aimed at identifying the relationship between the digitalization 
of business in general and the digitalization of the corporate business process 
“Accounting and Finance” as applied to Russian companies. The scale and pace 
of digitalization of the accounting component of business, in our opinion, reflects 
the realities, and sometimes only the desired picture of survey respondents - represen-
tatives of large and major Russian and international companies. Medium and small 
businesses will “digitize” much later and in a more truncated palette of technological 
solutions. The proposed digitalization technologies must be tested, including their 
environmental impact, due to the energy they consume. Otherwise, the intended effect 
of digitalization will be offset by the damage that will be done to the human environ-
ment. In particular, the energy efficiency of blockchain is controversial. However, the 
undeniable benefits of digitalization technologies are significant. In accounting and 
reporting, digitalization will lead to the replacement of colossal manual labor, with 
intelligent, standardized “labor” of smart by systems that can record and process large 
amounts of data. Company performance indicators (both financial and non-financial) 
will be generated through digital technologies, mainly by the XBRL taxonomy, and 
there will be data from one synchronized integrated system, rather than “unknow-
able” amounts from different departments. As a result of such changes, informa-
tion from financial accounting and financial statements will be increasingly possible 
to process and broadcast in other resources (e.g., brokerage accounts, statistical 
databases, analytical reviews, etc.). This will increase the demand for accounting 
data. Digitalization will allow to implement the idea when public reporting will be 
created by users according to their individual needs on the basis of a single array of 
data certified by the auditor. 

The hypotheses proposed by the authors have generally been confirmed. 
Regarding Hypothesis 1, the analysis of studies and reports on the progress of digital-
ization, as well as the case of Rossetti PJSC, confirmed that the list of digital technolo-
gies applied in the corporate process “Accounting and Finance” is much narrower 
than the set of digital technology solutions applied in other areas of business digital-
ization. Big Data technology is the most common digital technology in accounting 
and reporting. To this day, ERP systems are widespread in Russian companies. Such 
technologies as blockchain, barcoding, machine vision, augmented reality, and robo-
tization are used to a lesser extent. The author’s hypothesis 2, that the existing risks 
and limitations of digital technology application cannot allow for uniform approaches 
to the digitalization of the business process “Accounting and Finance” for all partic-
ipants of business processes, according to the analysis of reports and reviews, was 
generally confirmed. The four main blocks of constraints identified by the authors: 
industry affiliation and scale of the company, balance of benefits and costs, readi-
ness of the organizational structure, lack of human resources, cover the defining 
indicators when choosing digital solutions for the business process “Accounting and 
Finance”. The following risks have been identified: commercial risk, information 
security risk, risk of delimitation of responsibility, legal and legislative risk, and risk
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of loss of process control. As a follow-up to Hypothesis 2, a matrix of digitalization 
constraints and risks was proposed, which can be used to assess the risks of imple-
menting digital processes at the company level. At the same time, the application 
of this matrix requires additional research and analysis of the progress of digitaliza-
tion in companies. A further direction of research is the development of a matrix to 
assess the risks of digitalization, based on the identified constraints and risks for the 
profiles of companies with a set of recommendations for the application of digital 
technologies. 

Currently there are qualitative changes in the application of technology, when 
the previously existing processes of data transfer and processing are not accelerated, 
but fundamentally new technologies are emerging. These technologies will lead to a 
change in the role and importance of the scientific component in the system of risk-
oriented management of the company. And thanks to technologies such as big data, 
blockchain, artificial intelligence and others, the financial accounting and reporting 
service will be able to establish itself as an equal component of companies’ business 
processes. 

The authors are by no means opposed to digitalization in general and digitalization 
in accounting in particular. On the contrary, by discussing the “thin spots”, optimal 
approaches to a digital strategy can be developed. This paper identifies the limitations 
and risks that are currently being highlighted by both researchers and companies. 
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New Opportunities for Predicting Heat 
Supply to Consumers in the Context 
of Digitalization of Operation Processes 

Natalia G. Verstina , Olga F. Tsuverkalova , and Nikolay A. Verstin 

Abstract The article presents the results of a study of the activities of heat supply 
organizations that get the opportunity to improve business efficiency through the 
introduction of digitalization technologies in the context of sustainable development 
goals (SDGs). Based on a preliminary analysis of the activities of heat supply organi-
zations for a reference group of countries using district heating supply to consumers, 
a problem area that needs digitalization has been identified - the operation of heat 
networks from the source to consumers. As research materials, data on the heat supply 
of consumers were used, which showed new possibilities provided by digitalization 
for predicting the processes of operation of heat networks based on the values of the 
operating parameters. The results of the study are presented by a digital information 
system (DIS) model, for which the structure and priority digitalization technolo-
gies are determined. Along with this, classifiers of operating parameters have been 
developed, which, in combination with the conditions for the functioning of the DIS, 
provide a full-fledged application of trend and factor approaches to predicting heat 
supply to consumers. In terms of discussion, four areas of digitalization of HSO 
activities and their relationship with the achievement of the SDGs are identified. The 
key points that are introduced by the use of digital technologies as part of the DIS are 
identified. Taking into account the interdependence of the directions of HSO digi-
talization and the need for their joint implementation, problematic issues that must 
be taken into account when introducing digital technologies are characterized. The 
forecasting effects that can be obtained with the successful introduction of digital 
technologies in HSOs and further actions of the management of these organizations 
after the implementation of the DIS in the direction of complex digitalization of 
activities are determined.
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1 Introduction 

The activities of many modern organizations are currently undergoing significant 
changes due to the emergence of digitalization tools, regarding which management 
will have to make decisions concerning the areas of use of digital technologies, the 
volume of their implementation in business management systems. Obviously, when 
making such decisions, they proceed from the expediency of incurring the costs of 
digitalization, combined with consideration of the benefits that will be received by 
the organization after its implementation. Under these conditions, the specifics of 
doing business of organizations and the features of creating products and services, 
which are the center of all digitalization issues, become extremely important. 

From the standpoint of the listed aspects of digitalization, the most characteristic 
are heat supply organizations (hereinafter referred to as HSOs) that carry out their 
business in the urbanized territories of countries where district heating is predom-
inantly used. The main activity of such organizations is the supply of consumers 
of heat energy by transferring it from a centralized source of generation to places 
of consumption through a system of heat networks (hereinafter–HN). This type of 
district heating is typical for the countries of the Eurasian continent, as well as North 
America, in each of which it is used at a different scale. 

At professional discussion platforms, the question was repeatedly raised about 
the existence of a problem area that needs digitalization–the operation of heating 
networks laid from the source to consumers due to the presence of significant losses 
of heat energy during its transportation, which varies in different countries, but 
according to the information and analytical portal “EES EAEC. World Energy”, 
is in the range from 5 to 15% [1]. At the same time, it is important to note that the 
vast majority of heating networks are laid underground, they have the most unfavor-
able operating conditions that violate their physical characteristics. It is well known 
that HSOs use certain methods of generating information on the operation of heat 
networks, but they are developed in each organization according to their own rules, 
therefore it becomes very problematic to compare data between organizations and 
at the same time there are still questions about the quality of primary information– 
subject to a long life cycle of heat networks (25 years and more on average) it is not 
always possible to make a full-fledged forecast of their condition. 

At the same time, the United Nations Human Settlements Program (UN-Habitat), 
dedicated to the world’s cities–“World Cities Report 2020: The Value of Sustainable 
Urbanization” notes that by 2030 it is planned to make the Global Sustainable Devel-
opment Goals the goals of all people, businesses and governments of all countries 
of the world [2]. This is reflected in the multifaceted Decade of Action, that is also 
focused on sustainable urbanization based on the New Urban Agenda, which provides 
for “strengthening the role of affordable and sustainable housing and housing finance,
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Fig. 1 Tasks for the HSO in the context of the SDGs 

including the creation of a social habitat” [3]. Achieving these goals on the planned 
scale is possible only if it is possible to predict the situation with heat supply to 
consumers (Fig. 1), the beginning of which is the actualization of the approach to 
obtaining information at the level of individual HSOs using digitalization capabili-
ties. The expansion of the scope of digital technologies will serve as the beginning 
of transformations in the organization itself in a number of areas, from improving 
the material and technical base to reducing the negative impact on the environment. 

2 Materials and Methods 

To date, countries using district heating have come to organize it in urban areas 
in different ways–from the creation of large combined heat and power plants that 
supply entire urban areas with heat energy, ending with boiler houses, the energy of 
which is designed for several compactly located houses. The Russian Federation, the 
countries of the “post-Soviet space” of Central Asia (Kazakhstan, Kyrgyzstan, Tajik-
istan, Turkmenistan, Uzbekistan) have a more extensive experience, less extensive, 
but nonetheless indicative of European countries–mainly Scandinavian (Sweden, 
Denmark). But at the same time, all countries have “one common denominator” of 
district heating systems–heat networks, which became the initial object of analysis 
in the study. 

Researchers in different countries [4–7], as well as the state authorities of coun-
tries [8–13], were engaged in improving the efficiency of heat supply to consumers. 
At the same time, attention was paid to issues of both technical [14–16] and manage-
rial nature [17–20]. However, so far there are quite a few works focused on the digital
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transformation of heat supply. In order to identify the most promising areas of digi-
talization, the authors conducted a preliminary analysis of the current state of the 
industry. 

According to the information and analytical portal “EES EAEC. World Energy” 
in all the considered countries, there is a significant difference between the indicators 
“Total supply of heat energy” and “Final (energy) consumption”, the difference in 
the values of which, along with own consumption, includes energy losses in heat 
networks (Table 1). 

The data presented indicate that in modern conditions in the HSO, which are 
the primary source of information, there is still not enough information to assess 
losses, predict them, and most importantly, eliminate the causes of their occurrence. 
This provided the authors with the basis for the assumption, which was tested in the 
course of the study, that traditionally collected data on the operation of heat networks 
can be significantly improved through the use of digitalization opportunities, which 
will allow HSO management to operate with a large amount of data covering all 
significant factors of operation of heat networks. 

In this regard, for the primary structuring of the source materials on the operation 
of heat networks, which can be used in forecasts, several provisions were used. Firstly, 
regardless of the country of origin, the constructive solution of heat networks is quite 
standard: a pipeline, insulating layers, in some cases, a channel in which they are 
laid. Significantly differ from the point of view of ground and underground, including 
channel and channelless laying, which over time is affected by negative factors of 
contact with the ground. Secondly, there are differences in operation between the 
linear part of heat networks and other, non-linear ones (compensators, gate valves, 
etc.), due to which the parameters of the heat energy flow are regulated. Linear parts 
are more subject to problems during operation. Thirdly, the types of damage to heat 
networks and failures in operation, which are associated with a certain type of gasket

Table 1 Data on the supply of heat energy and losses in networks 

Country General supply of heat energy, TJ Losses in heat networks 

TJ % 

France 169,194 13,140 7,8 

Germany 457,481 40,772 8,9 

Kazakhstan 329,930 32,227 9,8 

Kyrgyzstan 12,424 941 7,6 

Norway 24,005 2647 11,0 

Russian Federation 5,113,878 397,451 7,8 

Sweden 207,587 26,409 12,7 

USA 369,846 55,477 15,0 

Uzbekistan 133,833 7507 5,6 

Source compiled by the authors according to [1] 
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and structural parts of engineering systems, have already been studied quite well 
[21]. 

The analysis of the statistical data of heat networks in the Russian Federation, 
carried out by the authors, showed that most of the problem areas in ensuring the reli-
ability and energy efficiency of heat supply are associated with defects in pipelines. 
The causes of defects in pipelines are shown in Fig. 2. 

When assessing the risks of emergencies in heat networks, a fairly common 
approach is related to the calculation of the probability of failure based on the 
two-parameter Weibull distribution, the coefficients of which are determined on 
the basis of many years of statistical observations for various types of laying and 
insulation of pipelines, both for the entire set of defects and for their separate types. 
Figure 3 presents graphs of the predicted failure probability obtained by the authors 
for pipelines with a diameter of 301–600 mm, depending on the service life and type 
of laying. 

All these data are necessary, but not sufficient, to obtain reliable forecasts on the 
scale of the entire heating network economy of the HSO. In particular, practical 
experience shows that the use of this approach provides certain opportunities for

Fig. 2 Distribution of the causes of defects in pipelines that affect the energy efficiency of heat 
supply systems 

Fig. 3 The probability of occurrence of defects in pipeline sections 
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predicting the state of the HSO heat network economy, taking into account the age 
structure of heat networks, data on which were previously collected by the organiza-
tion’s staff. However, a certain “episodicity” in obtaining such data in modern practice 
should be replaced by a “total coverage” of operational parameters across the entire 
HSO due to the new opportunities provided by the use of digital technologies–the 
Internet of things, big data technologies, artificial intelligence methods allow process 
reengineering monitoring and diagnosing heating networks and making decisions at 
all stages of their life cycle. 

The studies carried out earlier by the authors, which were used in this work as 
source material, showed that at present it is possible to predict the general nature of 
the trends in the behavior of heat networks during operation. At the same time, certain 
quantitative characteristics are observed, the degree of reliability and the possibility 
of using them in forecasts is determined by the quality of the information that was 
collected by the HSO management in the previous period of time. In particular, from 
the standpoint of applying the trend approach to forecasting, which assumes the 
identification of the regular component of the time series and the use of extrapolation 
of the aligned values of the predicted indicators, it has been established that in order 
to ensure the reliability of the forecast, it is necessary to ensure: 

– the availability of reliable data for a sufficiently long time period; 
– the uniformity of the applied methods for measuring parameters; 
– the improvement of the used mathematical models and substantiation of their 

applicability in specific situations [22]. 

The application of a factorial approach to forecasting, based on the use of estimates 
of the degree of influence of various factors and their combination on the further 
development of the possible state of the control object, as a rule, uses models and 
methods designed to work with metric (quantitative) data, and in some cases, data 
presented in ranking (ordinal) and dichotomous scales. At the same time, the analysis 
of the causes of the occurrence and development of equipment defects in many cases 
cannot be reliably described using only these variables. Therefore, today the issue of 
developing new types of models that involve the use of fundamentally new approaches 
based on machine learning and artificial intelligence is becoming relevant. 

3 Results 

The digitalization of the sectors of the economy of any country involves the devel-
opment and creation of integrated management systems on the information tech-
nology platform, which make it possible to increase the efficiency and quality of 
the functioning of industries and individual organizations, move to a new level of 
development, increase labor productivity and the efficiency of production processes, 
and ensure the quality of products (services). Despite the existence of common
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approaches in the field of informatization and digitalization, the solution of the 
problems of digital transformation of HSO is largely determined by their specifics. 

The results of the research conducted by the authors made it possible to determine 
the main processes, the degree of digitalization of which is currently at a rather low 
level in most HSOs: these include, first of all, the processes of processing diagnostic 
information and assessing the state of structural elements of the vehicle based on the 
available data. Reserves for improving forecasting through the use of digital tech-
nologies have been identified. Firstly, information about the values of key operational 
parameters obtained from sensors in the course of current monitoring and control of 
the state of heating networks requires real-time processing in order to timely identify 
deviations in the course of technological processes and make operational decisions. 
Secondly, the processing of data received during periodic diagnostic examinations 
carried out by non-destructive testing methods, as a rule, is carried out by special-
ists on the basis of accumulated operational experience, which is a rather laborious 
process and does not exclude the possibility of errors associated with the influence 
of the human factor. 

To use these reserves, the authors propose to develop a digital information system 
(hereinafter abbr.–DIS) for the integrated diagnostics of heat networks, which must 
be implemented in the HSO. The main elements of the proposed DIS in the projection 
of the life cycle of heat networks are shown in Fig. 4.

It is based on a large-scale database of operational parameters of heat networks, 
built using Big Data technologies based on interaction with other information and 
technical systems through a special data collection module, which determine new 
possibilities for predicting consumer heat supply situations. In the DIS, the database 
(DB) should collect both information on heat network projects and as-built documen-
tation after their construction, as well as data on monitoring their technical condition 
(in the context of individual sections) at all stages of the life cycle of these engi-
neering systems. The developed database structure is implemented on the basis of 
solving the problem of formalizing the subject area: the main objects in the sections 
of the heating network are identified, information about which should be stored in 
the database, as well as a list of characteristics that they may have. The entities that 
form the database are divided into three main categories: 

– structural elements of heating networks, 
– controlled technological parameters, 
– defects in structural elements of heating networks. 

For each category, a list of classifiers has been proposed that allows you to describe 
in detail each element of the entity, taking into account the possibilities of obtaining 
information in the conditions of using digital technologies. The list of main classifiers 
is presented in Fig. 5, however, as digital technologies are mastered in HSO, it can 
be significantly supplemented.

The collected data will be accumulated in the database and used by the analyt-
ical block of the system. The DIS analytical block consists of two modules. The 
first of them is used in the process of continuous monitoring of the operation of HN
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Fig. 4 The structure of the DIS for complex diagnostics of heat networks in the projection of the 
life cycle of heat networks

equipment and allows short-term forecasting of changes in the current values of oper-
ational parameters using modern packages of mathematical and statistical analysis 
and forecasting (regression analysis, time series analysis, analysis of “outliers”, etc.). 
At the same time, it is possible both to predict trends in changes in individual param-
eters, and to build multifactorial models using lag variables that take into account 
the relationship between groups of indicators. 

The second analytical module of the DIS is designed to assess the technical condi-
tion of heating networks based on the results of non-destructive testing in the process 
of diagnostics and predicting operational parameters in the long term using artificial 
intelligence methods (neural network modeling, machine learning, expert systems). 
Based on the processing results, a knowledge base is formed containing formal-
ized descriptions (models) of the states of structural elements of heat networks at 
different stages of defect development. The formed knowledge base is necessarily
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Fig. 5 Main DIS classifiers

supplemented with the data of normative and reference documentation and expert 
assessments of leading HSO specialists. 

Studies have shown that when developing an analytical module in the practice 
of HSO activities, it is necessary to take into account the following conditions that 
ensure the full use of trend and factor approaches to forecasting for forecasting heat 
supply to consumers: 

– selection of diagnostic parameters–their number should be sufficient to determine 
a specific defect and the factors of its occurrence; 

– development of mathematical models that reflect the functional dependencies 
between the design characteristics of the HN element and diagnostic parameters; 

– formation of a training sample–its representativeness significantly affects the 
quality of diagnostic and forecasting results; 

– training of the diagnostic system for classifying the state of the object based on the 
involvement of experts to determine the quality of training and make the necessary 
adjustments. 

Unlike the established practice, the use of digital technologies will provide:
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– processing, identification of relationships and dependencies between the key 
parameters of technological processes and indicators of the state of engineering 
systems; 

– formation of a system of analytical indicators that allows a comprehensive 
assessment of the state of the heating network; 

– the use of an array of analytical information both in the current operating activities 
of the HSO and in the process of strategic planning for the development of the 
organization. 

The presented DIS system, in combination with BIM technologies used at the 
design and construction stages, as well as using Internet of Things (IoT) technologies 
for collecting and transmitting data, will create a digital twin of the heating network, 
which will help to optimize equipment operation modes, to reduce coolant losses and 
heat energy, and, as result, to increase the efficiency of heat supply to consumers in 
urban areas in the context of the implementation of the Decade of Action, which is 
also focused on sustainable urbanization based on the New Urban Agenda in terms 
of creating a new habitat for people’s livelihoods. 

According to preliminary estimates, the use of the DIS will be able to provide a 
number of effects in the activities of HSOs, the source of which will be an increase 
in the accuracy of forecasts: in the field of organizing the activities of departments– 
improving their coordination when planning their work to provide consumers with 
heat energy, in the field of production processes–ensuring optimal modes of operation 
of engineering systems, in the field of finance–reduction of unproductive costs for 
the localization of emergency situations–by 10–15%. 

4 Discussion 

The obtained results of the study, concentrated on the DIS, allow in the future to raise 
the debatable issue more broadly–regarding the definition of the main directions of 
digitalization of HSO activities in the context of improving forecasting and their 
relationship with the achievement of sustainable development goals (Fig. 6). Let us 
give a brief description of the listed areas.

The first direction is the complex automation of the functioning of heat supply 
systems, by which the authors understand the use of a complex of automatic devices 
for controlling the production processes of heat supply, ensuring their complete 
remote control, regulating the operation parameters of heat networks, the opera-
tion of equipment and units of heat supply systems, accounting for the consump-
tion of supplied and consumed resources. The introduction of software and hard-
ware systems will allow solving the problematic issues of performing dispatching 
functions related to the optimization of heat supply modes, high electricity costs 
during its transportation, and others. The effect of the introduction of an automated 
control system for the functioning of heat networks can be up to 30% of all costs for 
production, transport and energy consumption [23].
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Fig. 6 Directions of digitalization of HSO activities

The second direction is the consistent implementation of the system of operational 
diagnostics and forecasting of the state of heating network elements into the practice 
of HSO activities based on real-time monitoring of their technological parameters 
(the starting option is provided for in the proposed DIS). Identification of deviations 
in this mode–directly in the course of technological processes will immediately 
eliminate their causes, without waiting for an emergency, which will significantly 
reduce losses associated with repair and restoration work. As a direct consequence of 
this, there is the elimination of interruptions in the provision of consumers with heat 
energy, an increase in costs and a decrease in the profits of HSOs, which significantly 
reduces the efficiency of the business of these organizations. 

The third direction is the creation and filling of databases in various areas of HSO 
activity. First of all, we are talking about databases that allow accumulating data 
obtained in the course of monitoring the operational parameters of heating networks 
(the starting option is provided for in the proposed DIS). But at the same time, it is 
important to take into account the implementation of all other business processes in 
HSOs related to ensuring the functioning of heat supply systems (financial, personnel, 
information, etc.). The accumulation of such information of a complex nature will 
become the basis for the development of mathematical models that allow more accu-
rate forecasting of HSO activities to provide consumers with heat energy, expanding 
the starting option–diagnostics of equipment and structural elements of the HN in 
the proposed DIS. 

The fourth direction is the development and standardization of specialized soft-
ware. Such software includes software products that allow simulating various heat 
supply processes, monitoring data processing programs, and others. Among the 
promising technologies, it should be noted the use of BigData technologies, as well 
as models based on artificial neural networks and machine learning, designed to form 
the basis of online and offline decision support systems. However, the development 
of electronic models of heat supply systems is faced with the lack of specialists in 
the HSO who own these software products.
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As can be seen from the foregoing, all of the listed areas are closely interconnected 
and cannot be solved in isolation from each other. At the same time, one should 
also take into account the problematic aspects inherent in any organization that has 
embarked on the path of introducing digitalization. In technical terms, it should be 
noted: 

– high requirements for computing resources associated with large amounts of 
information and real-time data processing; 

– high requirements for data quality–insufficient amount of initial information, its 
low quality significantly affect the analytical results; 

– the relative subjectivity of the forecasting results associated with the indirect 
influence of the thinking of the system developers and training experts; 

– the need to organize reliable communication channels for data transmission using 
IoT technologies; 

– ensuring information security of HSO information infrastructure facilities. 

In organizational terms, the difficulties on the way of digitalization are associated 
with the high costs of developing and implementing the DIS, as well as with the 
need to develop new competency models and create a new corporate culture. Unfor-
tunately, today in the HSO there is a certain shortage of employees with the required 
digital competencies, and therefore, most likely, a change in the organization’s 
approaches in the field of personnel policy will be required. 

Increasing the reliability of forecasting the activities of HSO as a whole by taking 
advantage of the digitalization of production and related other business processes 
of HSO in the context of the implementation of the above areas will open up new 
opportunities for the implementation of SDG 11, which refers to the quality of life 
of the population in urban areas, the number of which is UN forecasts will increase 
to 60% by 2030 [24]. The same projections note that urban areas also account for 
about 70% of global carbon emissions and more than 60% of resource use, to which 
heating systems make a significant “contribution”. At the same time, it should be 
noted that, in accordance with SDG 7, it is important to take into account that energy 
is the dominant factor in the field of climate change, and it accounts for about 60% 
of total global greenhouse gas emissions (SDG 13). Accordingly, the digitalization 
of HSO activities will be able, in the context of SDG 9 priorities, “can unleash 
dynamic and competitive economic forces that create employment and income”, 
provide “solutions to both economic and environmental problems, such as increasing 
resource efficiency and energy efficiency”. 

5 Conclusion 

In general, digital transformation in order to obtain new opportunities for predicting 
heat supply to consumers will improve the reliability and quality of HSO services, 
reduce heat losses and duration of interruptions in heat supply, reduce time, material
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and financial costs for equipment repairs, optimize heat consumption at the level of 
end consumers. The first step in the digitalization of HSOs can be the creation of a 
DIS that takes into account the specifics of the provision of heat supply services to 
consumers and concentrates on the main production processes of these organizations. 
The next step in the direction of digital transformation should be the creation of a 
unified digital environment of the company, covering not only technological, but also 
corporate processes such as risk management, investment activities, production asset 
management, etc. 
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1 Introduction 

The modern world has several distinctive features. First of all, it is ever changing, 
and secondly, these changes are not just quantitative or qualitative, but they are 
very fast. The main reason for all of this is another key trait of our time which is IT-
technologies. The Internet, different gadgets and software have permeated all spheres 
of our life, be it social, entertainment, business or anything else. The business sphere 
has experienced a very great change since receiving an email is incomparably faster 
than pigeon mail or messenger so most of the companies became both global and 
enormous in terms of their scale of operations. However, in order to be successful 
one should consider both effectiveness and efficiency, and for the purpose of solving 
these issues two new fields of expertise came into being: Process Mining (PM) and 
Robotic Process Automation (RPA). 

Robotic process automation (RPA) is a rapidly emerging approach to automating 
processes using software robots that imitate human actions. To achieve this a process 
workflow is first recorded after which a virtual bot replicates the actions performed 
by humans in the graphical user interface of the application and automates their 
execution [1]. A virtual workforce consisting of multiple robots is created which 
enables the automation of various knowledge-related and back-office work that was 
previously carried out by human workers [2]. These virtual bots are integrated into 
existing software and can repeat tasks across multiple systems. Their configuration 
is guided by simple rules and business logic, and they can fulfill process steps inde-
pendently of time, making them instantly scalable to handle increases in volume. 
As a result, RPA offers significant cost savings while also guaranteeing accuracy, 
consistency and ensuring first-time accuracy for tasks. Some of the potential use 
cases for RPA include data transfers and processing of high volumes of data. 

1.1 History of RPA 

The history of Robotic Process Automation (RPA) can be traced back to the early 
2000s when the concept of screen scraping was first introduced. Screen scraping 
involved automating manual data entry tasks by extracting data from legacy systems 
and inputting it into new systems. However, this approach was limited in its scope 
and required significant manual effort to set up and maintain. The Fig. 1 graphically 
depicts the stages of development of this technology, which will be detailed below.

In the mid-2000s, a new generation of RPA tools emerged that were designed to 
automate tasks at the user interface level rather than relying on back-end integration 
with legacy systems. These tools were more flexible and could be implemented more 
quickly than previous screen scraping methods. They could automate a wide range 
of tasks, including data entry, data validation and report generation, and were often 
used to supplement manual processes.
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Fig. 1 History development of RPA

The adoption of RPA began to accelerate in the late 2000s and early 2010s, driven 
by advances in technology and the increasing need for organizations to improve 
efficiency and reduce costs. New RPA tools were developed that could automate more 
complex tasks and integrate with a wider range of systems including cloud-based 
platforms. 

Today, RPA is widely used in a variety of industries including banking, insurance, 
healthcare and manufacturing. It is estimated that the global RPA market will reach 
$13.74 billion by 2025, with many organizations investing in RPA to improve effi-
ciency, reduce costs and enhance customer experiences. As the technology continues 
to evolve, it is likely that RPA will play an increasingly important role in the digital 
transformation of organizations across the globe. 

1. In the 1990s, the foundation for RPA was laid with the automation of user interface 
(UI) testing. This involved testing the visual elements of interfaces to ensure their 
correctness and user-friendliness. 

At the time, there were fewer computer models available than there are today, 
but the appearance of PCs in the homes of ordinary people was increasing due 
to the popularity of the Windows 95 operating system. This led to a proliferation 
of UI testing requirements as screen sizes, and user needs became more diverse. 

As companies began to adopt agile development practices in the late 1990s 
and early 2000s, the importance of human capital and accelerating work 
processes became apparent. This resulted in the development of various scripts 
for automating UI testing and quality assurance (QA) to remain competitive. 

2. In the 2000s, the first components of RPA that are still in use today emerged. 
This was made possible by screen scraping technology which involves automati-
cally extracting data from applications for use in other contexts. This automation 
significantly increased the efficiency and effectiveness of many enterprises that 
needed to process large volumes of data. Banks and insurance companies, which 
aimed to streamline paperwork and improve compliance, were early adopters of 
this technology. These organizations also had the financial and human resources 
necessary to overcome the significant barriers to entry associated with automa-
tion at that time, such as the creation of complex IT environments, the search for 
highly skilled engineers and labor-intensive integration. 

3. In the early 2010s, RPA experienced a major shift as it gained recognition from 
large enterprises. This was largely driven by a number of factors, including the



182 I. N. Lyukevich et al.

aftermath of the financial crisis which pushed businesses to reduce costs. Addi-
tionally, as companies began to recognize the urgent need for digital transfor-
mation, RPA emerged as a simple and affordable solution for many. As a result, 
RPA became increasingly popular and more and more companies started to rely 
on it to tackle their most important tasks. 

4. Currently: Adoption of RPA by Small and Medium-sized Enterprises. 
In the 2020s, RPA has become more accessible and is influencing all sectors of 

the economy. The proliferation of RPA technology is due to the decreasing cost 
of licenses which were once only available to large corporations. Vendors and 
system integrators are partnering to provide RPA-as-a-service solutions. Conse-
quently, RPA is now available to businesses of all sizes and enables small and 
medium-sized enterprises to achieve high levels of performance. 

Nowadays, small and medium-sized businesses are increasingly adopting RPA 
technology to streamline their operations. According to a 2021 Xerox report, 
80% of small business leaders view task and process automation as vital for their 
company’s survival in a highly competitive market. Furthermore, two-thirds of 
executives surveyed plan to upgrade their automation tools soon. 

The changing demographics also play a significant role in RPA’s popu-
larity. Millennials and zoomers seek challenging and ambitious projects and 
find monotonous tasks uninteresting. RPA bots can automate many departments 
and roles in a company, freeing up employees’ time for analytical and creative 
work. Effective implementation of RPA can improve productivity, reduce costs 
and enhance the overall performance of a business. 

1.2 History of Process Mining 

Process Mining is a bridge between Data Mining and Process Management. It is an 
approach to extracting, analyzing and optimizing processes based on data from event 
logs available in information systems. The Fig. 2 graphically depicts the stages of 
development of this technology which will be detailed below. 

The first scientific theory, the purpose of which was the analysis and optimiza-
tion of work processes, is “Scientific Management”. At the turn of the 19–20th 
centuries, the theory of classical management was created by the efforts of the Amer-
ican researcher Frederick Taylor and his associates. It is based on the premise that 
there is a “best way” to do a particular job and the problem of low productivity can

Fig. 2 History development of process mining 
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be solved by using a method called “scientific timing”. The essence of the method 
is to divide the work into a sequence of elementary operations that are timed and 
recorded with the participation of workers. As a result, this allows you to get accurate 
information about the time required to complete a particular job. 

Process mining as a technique that involves the collection, analysis and inter-
pretation of execution data extracted from event logs of Process-Aware Information 
Systems (PAIS) to understand a company’s work routines, performance and social 
structure was described by van der Aalst at 2012. This method assumes that events 
are recorded sequentially and relate to specific activities that form cases. Transaction 
logs contain different types of information, including activity names, timestamps 
and user identifications which can be operationalized to achieve various objectives 
such as process understanding, control and performance improvement [3]. Process 
mining comprises three forms: discovery, conformance checking and enhancement. 
Discovery techniques aim to derive the control flow of a process without any prior 
knowledge while conformance checking detects structural deviations by comparing 
the as-is design with the to-be design of a process. Enhancement extends existing 
process models by utilizing timestamps to highlight bottlenecks, service levels, 
through put times, or execution frequencies. Process mining and RPA are comple-
mentary concepts, where process mining helps identify high-value automation candi-
dates, quantify the economic value of corresponding initiatives, and eliminate costly 
and subjective manual process evaluations [4]. 

2 Methods 

2.1 RPA Process Selection 

Selecting the right processes to automate in a project is a crucial and challenging 
task as it directly impacts the success of the project Syed [5] tells that “A project can 
be deemed successful when the benefits achieved significantly outweigh the effort 
and resources invested by the organization.” Hence, it is crucial for the organiza-
tion to detect any recurring process and categorize it based on their relevance and 
significance to the organization. 

According to Assatiani and Penttinen [6] in the context of RPA process selection, 
priority should be given to automating processes or tasks that are highly repetitive 
and have a fixed processing standard. But Wanner offers to look wider and provide 
six parameters [7]:

• Execution Frequency—Repetitive process tasks with a high volume of transac-
tions, sub-tasks and frequent interactions between different systems or interfaces

• Execution Time—Average execution time of a process task
• Standardization—Streamlined process tasks with a-priori knowledge of possible 

events and outcomes of process task executions
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• Stability—Process tasks with a low probability of exception and a high 
predictability of outcomes

• Failure Rate—Throwbacks ratio of process tasks, i.e. unusual and repetitive 
(partial) tasks until completion

• Automation Rate—Process tasks with a small number of steps that are already 
automated and offer less significant economic benefits. 

Also, Mario Smeets in book Robotic Process Automation (RPA) in the Financial 
Sector [8] provide technical criteria for RPA:

• Degree of standardization—The more standardized, the sooner automation can 
take place

• Rule-based nature—The process must be fully rule-based in order to be fully 
automated. Otherwise, partial automation should be considered

• Process stability/maturity—The more stable a process is—i.e. the less frequently 
the process is adjusted—the more suitable automation is, since fewer adjustments 
of the bot have to be made in the operating procedure

• Complexity—The lower the complexity, the easier the automation
• Digitality of the data—Only digital data can be processed by the bot
• Structure of the data—RPA can only process structured data, i.e. data that the 

bot receives in the previously expected form. For example, arbitrarily formulated 
e-mails are not suitable; more advanced technologies are required for this

• Data type—Text and numbers are suitable, but pictures or handwritten data are 
less suitable. Supplementary technologies should be used for this purpose

• Applications involved—The more applications the process passes through and 
the higher the number of system breaks, the more sensible the automation with 
RPA. 

To summarize: it is recommended that RPA initiatives require a thorough system 
of indicators to aid in the selection of process tasks, an evaluation methodology to 
determine the feasibility and benefits of automating process tasks, and an adaptable 
approach that considers the changing demands of process tasks. 

RPA is one of the key areas of digital transformation. To assess the efficiency 
and effectiveness of new business processes, it is possible to use traditional anal-
ysis, [9] for example, “Canvas” by Osterwalder and Pigneur [10]. But in conditions 
of increased uncertainty, it is necessary to distinguish between “assessment” and 
“assessment of the consequences” of risks, [11] here comes to light the engineering 
and economic analysis, representing a combination of quantitative and qualitative 
methods, [12] algorithms of the fuzzy-multiple approach [13]. 

When robotizing business processes, it is necessary to assess the impact on the 
company’s performance and calculate the operational value in combination with 
cost optimization–the possibility of reducing them to the optimal cost which will 
be achievable with simultaneous investment, production and financial planning [14]. 
In the work of Rodionov et al. seven information metrics are substantiated that 
allow us to assess the success of the transformation of the business process, among
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them ecology, social progress, economic development, innovation, brand, coopera-
tion with the authorities [15]. Koroleva et al. have concluded that the support of the 
parent company creates a stronger competitive advantage for the introduction of new 
technologies, the combination of IT education and banking experience is a signifi-
cant factor in the development of fintech companies [16]. In the study of Rudskaya 
et al. it is shown that the regional aspect has a significant impact on the effectiveness 
of the introduction of new technologies which is due to both extensive (due to the 
scale of resources) and intensive (due to productivity) reasons [17]. 

However, here we see the difficulty of combining two types of data (internal 
operational and data from the digital environment, some of which the company 
does not have direct access to). At the same time, significant amounts of informa-
tion in the digital environment have an unstructured, textual format, and researchers 
suggest using natural language processing methods to encode feelings and emotions 
of comments and different posts in social networks, [18] using Python, Excel-the 
VBA programming language [19]. 

2.2 General Analysis and Best Practices 

To keep up with the rapidly advancing field of Robotic Process Automation (RPA), 
it’s important to have access to the most up-to-date knowledge about process selec-
tion approaches and criteria. In order to obtain this knowledge we search across 
various databases, including Google Scholar, Springer, Elsevier, ResearchGate, IEEE 
Xplore, AIS eLibrary and ACM Digital Library. Our search included specific terms 
related to RPA such as “Robotic Process Automation,” “RPA,” “Intelligent Process 
Automation,” “Process Mining,” and “Automation criteria.” 

Most authors proposed four to six stage approaches for the organization of RPA 
projects [1, 6, 20–22], which typically began with process identification and suit-
ability assessment, based on process walk-throughs. However, despite the numerous 
papers available on the topic, the literature review highlighted a lack of generally valid 
selection criteria for RPA process selection. Some decisions were based solely on 
process characteristics [23], while others combined process suitability with minimum 
expected savings [24, 25]. Nonetheless, the information we were able to gather from 
the 12 selected papers will be invaluable in guiding future research and practical 
applications of RPA. 

What’s the most interesting are three papers [4, 7, 26], the concept of robotic 
process mining is introduced as an innovative approach to identify mature processes 
which makes use of interaction logs to identify mature processes with high automa-
tion potential. However, these papers have certain limitations such as the lack of 
formal characterizations for suitable automation routines and dependence on log 
data availability. Additionally, the approach is restricted to fully rule-based sub-
processes. Despite some high-level approaches for prioritizing RPA processes, the 
literature review underlines the need for a more structured and systematic approach 
to identify, prioritize and select suitable RPA processes. This indicates the absence
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of a detailed and universal approach to address the challenges of selecting and imple-
menting suitable RPA processes. As a result, further research is essential to develop 
a comprehensive and structured approach that can overcome these limitations and 
ensure the effective selection and implementation of RPA processes. For this purpose, 
there is a review of the most important papers in the fields of RPA and PM: 

1. The article “Process Mining and Robotic Process Automation: A Perfect Match” 
presents a three-step approach for effectively combining process mining and RPA 
to improve process automation initiatives. The approach involves assessing RPA 
potential, developing the RPA application and safeguarding RPA benefits through 
continuous monitoring using process mining. The article also discusses criteria 
for selecting processes suitable for RPA, including scalability, repetitiveness, 
standardization, complexity and automation potential. The benefits of combining 
process mining and RPA are illustrated through a case study of the Purchase-
to-Pay process. Overall, the article suggests that process mining and RPA are 
well-suited for achieving digital transformation by improving efficiency, speed, 
agility and compliance. 

2. The article “Robotic Process Mining: Vision and Challenges” proposes the 
concept of Robotic Process Mining (RPM) as a class of techniques and tools 
to identify and assess candidate routines for automation using RPA bots. RPM 
tools take logs of user interactions with applications and generate executable 
specifications for streamlined and standardized variants of automatable routines. 
The article discusses the challenges and guidelines for realizing the RPM frame-
work and proposes criteria for identifying which routines are suitable for automa-
tion using RPA tools. The criteria include routine tasks that involve structured 
data, have deterministic outcomes, involve user interactions, are repetitive and 
rule-based, and have potential financial benefits. The article emphasizes the 
importance of using a systematic approach, supported by RPM tools, to iden-
tify and prioritize candidate routines for automation using RPA tools based on a 
combination of automatically derived attributes and domain knowledge. 

3. Paper “Importance of Process Flow and Logic Criteria for RPA Implementation” 
discusses the importance of process flow and logic criteria in recommending 
Robotic Process Automation (RPA) implementation. It presents a case study 
using a process discovery technique to identify a suitable candidate for RPA 
implementation, followed by examining the impact of automation on overall 
performance using simulation models. The methodology is well-structured and 
provides a clear understanding of RPA implementation. However, limitations of 
the methodology and the case study are not fully discussed and cost-effectiveness 
is not considered. 

4. One of the important works is from the creator of the manifest of process mining 
and full professor at RWTH Aachen University, leading the Process and Data 
Science group and chief scientist at Celonis–Wil van der Aalst. In his article 
“Process mining and RPA: How to pick your automation battles?” he discusses 
the historical context of Robotic Process Automation (RPA) and process mining, 
and their interrelation. The paper shows how traditional Workflow Management
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(WFM) and Business Process Management (BPM) systems have been limited 
to high-volume structured processes, and how RPA has made automation of 
routine processes economically viable. The paper also highlights that process 
mining helps identify process fragments that can be automated using RPA, and 
thus, process mining and RPA complement each other. The paper concludes by 
discussing the potential and challenges of RPA and how process mining plays a 
crucial role in addressing these challenges. The paper also discusses the changing 
frontier between tasks performed by humans and those performed by machines 
and algorithms, and how process mining can be placed in a larger context where 
work is distributed among machines and people. 

3 Results 

3.1 Research Design 

See (Fig. 3). 

• Philosophy and Approach to Theory Development 

Critical realism is a philosophical approach that recognizes the objective reality 
of the external world and acknowledges that our knowledge of the world is limited 
and can be improved through observation, experience and scientific investigation. 
Adopting this philosophy allows us to develop a deeper understanding of the 
underlying mechanisms and processes that drive RPA and its impact on business 
processes.

Fig. 3 Research description
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In this study, we will be using a deductive approach to theory development. 
This approach involves developing a set of theoretical criteria based on existing 
literature and then testing them against empirical data. By testing our hypotheses 
against real-world data, we can refine and improve our theoretical framework.

• Methodological Choice 

Our methodological choice for this study is a mixed-method approach, combining 
quantitative and qualitative techniques. This approach allows us to obtain 
a comprehensive understanding of the processes under investigation and to 
triangulate our findings to enhance the credibility and validity of our results.

• Strategy 

We will be employing an action research strategy in this study. Action 
research involves a collaborative and iterative process of problem-solving, where 
researchers work closely with practitioners to identify, develop and implement 
solutions to real-world problems. This approach will allow us to work with 
practitioners to develop practical and applicable criteria for evaluating business 
processes for RPA.

• Time Horizon 

The time horizon for this study is cross-sectional. Cross-sectional studies involve 
collecting data at a single point in time, providing a snapshot of the processes 
under investigation.

• Techniques and Procedures 

To analyze our datasets, we will be using a combination of quantitative and qual-
itative techniques and procedures. We will be conducting interviews with practi-
tioners to gain an understanding of their experiences with RPA and their perspec-
tives on which processes are suitable for automation. We will also be using data 
visualization techniques such as process mining to visualize the flow of each 
process and identify inefficiencies, bottlenecks and compliance issues. We will 
then use expert analysis to evaluate the quantitative data, such as resource savings, 
against our theoretical criteria. Finally, we will conduct qualitative data analysis to 
identify common characteristics present in processes that have been successfully 
robotized.

• Research Data and Methodology 

The several datasets that we will be analyzing include ten datasets corresponding 
to processes that have already been successfully robotized while showing good 
results in saving labor costs and reducing risks, five datasets that were robotized 
with no significant results, three datasets which are currently under evaluation but 
meets the criteria for robotization and three datasets that were deemed to not meet 
the criteria for robotization. By analyzing these datasets using process mining 
techniques and conducting interviews with practitioners, we will develop a set of 
practically applicable criteria for evaluating business processes for RPA.
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3.2 Definition of a Pool of Theoretical Criteria 

The implementation of RPA can vary based on the unique characteristics of each 
process or activity. Therefore, several criteria are used to identify suitable processes 
for RPA implementation. Below we conduct a summary of key criteria relevant to 
the management of business processes, based on existing literature. To define the 
pool of theoretical criteria that affect the success of robotization, a desk research 
approach was adopted. The research involved a comprehensive search of academic 
and industry-related literature, reports, and other relevant publications. The focus 
was on identifying the different factors that could impact the success of robotization 
based on previous studies and practical experiences. 

Desk research is a method of research that involves collecting and analyzing 
existing data and information that is readily available from various sources. It involves 
searching for relevant literature, reports and other published materials that provide 
insights and information about the research topic. 

The reason for choosing desk research for this study is because it is a cost-effective 
and efficient way of gathering information and insights about the research topic. Desk 
research is particularly useful when conducting a literature review or when trying to 
identify a pool of theoretical criteria that could impact the success of robotization. 

Desk research is a research method that involves gathering information from 
existing sources, such as books, journals, websites and other literature. It is also 
known as secondary research, as the data collected has already been published or is 
available in some form. The aim of desk research is to analyze and synthesize existing 
knowledge on a particular topic, in order to inform further research or decision-
making. 

One of the main advantages of desk research is that it is a cost-effective and 
time-efficient way to gather information, as the data is already available and does not 
require primary data collection. It can also provide a broad overview of the existing 
literature on a particular topic which can help to identify gaps in knowledge or areas 
where further research is needed. 

Desk research has a long history in academic research and has been used in various 
disciplines, including business, sociology, psychology and medicine. It is often used 
as a preliminary research method to gain a deeper understanding of a particular topic 
before conducting primary research. 

Desk research can be done using various techniques, including keyword searches, 
citation analysis and content analysis. In this case, the researcher likely used a combi-
nation of these techniques to identify relevant literature on robotization and extract 
the relevant criteria. 

One of the key challenges of desk research is ensuring the quality and reliability 
of the data collected. As the data is already published, it may be subject to biases 
or errors. To address this, the researcher must carefully select the sources used and 
critically evaluate the information presented. 

Overall, desk research is a valuable research method that can provide a broad 
overview of existing knowledge on a particular topic. In the context of the chapter,
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it was a useful method for identifying a pool of theoretical criteria that can inform 
further research on the success factors of robotization. 

Desk research, also known as secondary research, is a well-established method for 
gathering information from existing sources, such as academic literature, industry 
reports and online databases. As such, it is a widely used method across various 
academic disciplines and industries. 

In terms of literature, there are many resources available on desk research, 
including textbooks, academic articles and online resources. Some examples of 
relevant literature on desk research include:

• “Research Methodology: Methods and Techniques” by Kothari [27]: This text-
book provides an overview of various research methods, including desk research, 
and discusses the advantages and limitations of each approach.

• “The Literature Review: A Step-by-Step Guide for Students” by Ridley [28]: This 
book provides practical guidance on conducting a literature review, including 
how to identify relevant sources, how to critically evaluate sources, and how to 
synthesize information from multiple sources.

• “Market research in practice: a guide to the basics” by Hague et al. [29]: This 
book provides an overview of desk research methods specifically in the context 
of marketing and management research.

• “Secondary research: Information sources and methods” by Stewart and Kamins 
[30]: This book provides an introduction to desk research, including tips for 
identifying relevant sources and evaluating the quality of information. 

After conducting a thorough desk research, a set of 5 theoretical criteria that could 
impact the success of robotization were identified. These criteria are as follows: 

Overall, desk research proved to be a valuable method for identifying and defining 
a pool of theoretical criteria that could impact the success of robotization. The iden-
tified criteria will serve as the basis for the subsequent stages of the research which 
will involve empirical data collection and analysis to evaluate the relative importance 
of these criteria in the success of robotization (Table 1).

4 Discussion and Conclusion 

Many RPA projects fail because automation turns out to be infeasible or they try to 
automate processes that are too infrequent or changing too fast. RPA needs to be 
approached more systematically using data-driven analyses methods. Selecting the 
right processes to automate is crucial for the success of a Robotic Process Automation 
(RPA) project. Prioritizing highly repetitive tasks with fixed processing standards is a 
common approach, but other parameters such as execution frequency, execution time, 
standardization, stability, failure rate and automation rate should also be considered 
(Fig. 4).

Additionally, technical criteria such as the degree of standardization, rule-based 
nature, process stability/maturity, complexity, digitality and structure of data, data
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Table 1 Derived RPA criterias 

Criteria Comment Paper 

Execution Time 
(ET) 

The longer it takes 
to complete a task, 
the more 
significant the 
potential benefits 
of automation 

Davenport, T. H., & Kirby, J. (2016). Just how smart 
are smart machines? [31] 

Stability (SB) Adequate 
resources, 
including budget, 
staff and 
equipment, are 
required for 
successful 
implementation 

Lacity, M. C., Solomon, S., Yan, A., & Willcocks, L. P. 
(2011). Business process outsourcing studies: a critical 
review and research directions. Journal of information 
technology, 26(4) [32] 

Process 
Complexity (PC) 

The technology 
infrastructure must 
be able to support 
the robotization 
process effectively 

Willcocks, L., Lacity, M., & Craig, A. (2017). Robotic 
process automation: strategic transformation lever for 
global business services?. Journal of Information 
Technology Teaching Cases, 7(1) [33] 

Data type (DT) Text and numbers 
are suitable, but 
pictures or 
handwritten data 
are less suitable. 
Supplementary 
technologies 
should be used for 
this purpose 

Leopold, H., van Der Aa, H., & Reijers, H. A. (2018). 
Identifying candidate tasks for robotic process 
automation in textual process descriptions. In 
Enterprise, Business-Process and Information Systems 
Modeling: 19th International Conference, BPMDS 
2018, 23rd International Conference, EMMSAD 2018, 
Held at CAiSE 2018, Tallinn, Estonia, June 11–12, 
2018, Proceedings 19 (pp. 67–81). Springer 
International Publishing [34] 

Failure Rate (FR)  Throwbacks ratio 
of process tasks, 
i.e. unusual and 
repetitive (partial) 
tasks until 
completion 

Chui, M., Manyika, J., & Miremadi, M. (2016). Where 
machines could replace humans-and where they can’t 
(yet) [35]

type and number of applications involved should be taken into account. It is recom-
mended that RPA initiatives require a comprehensive indicator system to aid in 
process task selection, an evaluation methodology to determine the feasibility and 
benefits of automating. As a result of our analysis using the desk research method 
with fundamental and established articles as the basis, we defined a set of five theo-
retical criteria which has a major impact on the success of robotic process automa-
tization. These criteria are as follows: Execution Time (ET), Stability (SB), Process 
Complexity (PC), Data type (DT) and Failure Rate (FR).
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Fig. 4 RPA criteria MindMap
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Predicting the Probability of Bankruptcy 
of Service Sector Enterprises Based 
on Ensemble Learning Methods 

Dmitriy Rodionov , Aleksandra Pospelova, Evgenii Konnikov , 
and Darya Kryzhko 

Abstract This chapter focuses on developing an automated model for predicting the 
bankruptcy of trading enterprises. Due to the COVID-19 pandemic, many companies 
have suffered significant financial losses and continue to struggle with its negative 
consequences. This has resulted in an acute need for financial resources, making 
it crucial for credit organizations to enhance their credit scoring procedures. The 
chapter explores ensemble methods for predicting bankruptcy, including random 
forest, gradient boosting trees, and tree ensemble. By utilizing these methods, the 
researchers aim to improve the accuracy of bankruptcy predictions and provide 
credit organizations with a reliable tool for assessing the financial stability of trading 
enterprises. Given the current economic situation, the development of such an auto-
mated model has become more important than ever. By implementing these ensemble 
methods, credit organizations can make more informed decisions regarding lending 
and investment, which can have a significant impact on the stability of the financial 
market. 

Keywords Digitalization · Ensemble learning methods · Bankruptcy · Credit 
scoring · Automatization 

1 Introduction 

Recently, predicting the probability of bankruptcy of companies has become espe-
cially relevant for credit institutions, investors, and the government [1]. The negative 
impact of the COVID-19 pandemic has resulted in many Russian companies in urgent 
need of borrowed funds, while the demand for their products has decreased due to the 
restrictions imposed. Assessment of bankruptcy risks enables to reduce the proba-
bility of default and increase profitability of investments. In this connection, more and

D. Rodionov · A. Pospelova · E. Konnikov · D. Kryzhko (B) 
Peter the Great St. Petersburg Polytechnic University, Polytechnicheskaya, 29, 195251 St. 
Petersburg, Russia 
e-mail: darya.kryz@yandex.ru 

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2023 
A. Bencsik and A. Kulachinskaya (eds.), Digital Transformation: What is the Company 
of Today?, Lecture Notes in Networks and Systems 805, 
https://doi.org/10.1007/978-3-031-46594-9_12 

195

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-46594-9_12&domain=pdf
http://orcid.org/0000-0002-1254-0464
http://orcid.org/0000-0002-4685-8569
http://orcid.org/0000-0002-7006-6828
mailto:darya.kryz@yandex.ru
https://doi.org/10.1007/978-3-031-46594-9_12


196 D. Rodionov et al.

more attention is paid to credit scoring–a system of evaluating the creditworthiness 
of borrowers [2, 3]. 

Credit scoring is a technique to assess the likelihood of a borrower defaulting on 
a loan based on an analysis of his credit history and other factors. The scoring model 
helps lending institutions to make informed decisions about granting or denying 
credit. In other words, it is a process of assessing a borrower’s creditworthiness by 
analyzing various factors, such as an organization’s internal financial indicators, that 
can affect its ability to repay borrowed funds. Credit scoring is an important tool, 
because it can reduce the risk of non-payment of loans and increase the efficiency of 
investment [4–6]. 

One of the methods of predicting the probability of bankruptcy of enterprises is 
ensemble forecasting methods. These methods combine several forecasting models to 
improve the accuracy and reliability of the forecasts. Ensemble methods can include 
methods such as random forest, boosting, bagging, and others [7–9]. 

Ensemble methods are notable for their high accuracy, which is achieved by 
combining multiple models into a single system that produces a result based on a set 
of forecasts. They allow you to reduce the errors of individual models and thereby 
improve the quality of the forecast. Which is their main advantage. 

Reducing the error and improving the accuracy of the forecast is achieved by 
using several forecasting models, which can take into account different aspects of 
the forecasted data and find more accurate dependencies between them. In addition, 
ensemble methods can account for some nuances, such as unbalanced data, outliers, 
and missing values. 

The advantages of ensemble prediction methods are that they give more accurate 
results than individual models and are also robust to noise in the data. In addition, 
ensemble methods can account for different aspects of the data, which improves the 
quality of forecasting. 

Predicting the probability of trade bankruptcy based on ensemble forecasting 
methods is a hot topic in today’s world, as it can help lending institutions, investors, 
and the government make more informed decisions and reduce the risk of loss. In 
addition, it can improve resource efficiency and increase the productivity of the 
economy as a whole. 

Thus, the use of ensemble forecasting techniques is an effective tool to improve 
the accuracy of forecasting the probability of corporate bankruptcy. This reduces 
risks for credit institutions, investors and the state and increases their profitability 
and stability. 

2 Literature Review 

The field of credit scoring is a multifaceted one for research. Researchers in many 
countries have contributed to the study of the factors influencing the bankruptcy of 
enterprises.
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In [10] the author states that out of more than 150 models developed to date, 
even though they use more than 750 factors, such models are rarely implemented 
in practice. He explains this by the fact that the models are built according to the 
industry specifics and therefore may show lower efficiency for companies that are 
more influenced by factors not taken into account in the model. In this regard, the 
author develops an adaptive model based on factor selection, the application of an 
ensemble voting method and a genetic algorithm. The study was conducted on data 
from 912 Russian companies (456 bankrupt and 456 non-bankrupt) and the influence 
of 55 factors was evaluated. As a result, the accuracy of the method was 93.4%. 

The author of [11] argues that ensemble methods are more accurate than other 
models. He develops his own model, which is based on quantitative estimation using 
Kohonen maps. The results show that such models lead to better predictions than 
those that can be achieved using traditional methods. The effectiveness of the model 
seems to be the most accurate due to the fact that it was evaluated using different 
data for different time periods. 

In [12], the author shares the opinion of [11] that ensemble methods are more 
accurate, although the difference in performance with other methods is small. The 
method developed by the author is based on self-organizing networks. As a result, 
it provides insight into financial models, which is relevant for most firms, as well as 
specific models that are relevant for non-standard companies, which, for example, 
have high liquidity exactly until they “collapse”. 

A description of various methods of predicting bankruptcy is described in [13]. 
The author gives a brief description of the method and finally gives a general review. 
He is convinced that machine learning is very effective in forecasting, but there is 
still a lot to strive for. First of all, it is necessary to diversify data sources, to use 
expert opinions, news and public reports in addition to reporting. It is also important 
to increase the functionality of predictive models to be able to determine which factor 
is more important in the company becoming bankrupt [14]. 

In [15] the author proposes the use of an alternative forecasting method–AdaBoost. 
He says that neural networks have an advantage in finding nonlinear relationships and 
are highly accurate in the presence of “noise”. AdaBoost builds baseline classifiers 
sequentially using different sampling options. As a result, the new method reduces 
the generalization error by about 30% relative to the neural network error. 

In [16] the author compares the three most commonly used statistical models– 
multiple discriminant analysis, linear probability model and logistic regression. Also 
considered how each model corresponds to the theory of financial crisis. 

The author of [17] writes about the advantages of the logistic regression model 
for predicting bankruptcy. Using a sample of bankrupt and non-bankrupt firms, the 
author improves the logit-model using neural networks. The results show that this 
method predicts bankruptcy more accurately and offers promising results. 

Work [18] is devoted to the analysis of the suitability of domestic and foreign 
models for predicting the probability of bankruptcy. The sample consisted of Russian 
enterprises of the manufacturing industry. As a result, the prediction accuracy of 
the constructed models is 84.7%. But at the same time, with the help of a binary 
classification tree, the model is able to establish the boundaries of normal values
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for the liquidity ratio and financial stability. Exceeding the limits may lead to the 
bankruptcy of the enterprise. 

In [19] the author tries to overcome the imperfection of ensemble models, which 
is associated with their inefficiency for companies of a specific industry. The author 
develops his method, which is based on the biclustering method, which in turn looks 
for groups of firms, each of which is equally affected by the same factors, and on the 
ensemble method, which is necessary for the greatest retrospective of bankruptcy 
options. As a result, it is shown how a combination of these methods can improve 
the quality of forecasts. 

A very important observation was made by the author of [20] that recently the diag-
nosis of bankruptcy of companies is extremely important both for business owners 
and for the state. He develops a model that is characterized by a fast and accurate 
approach using extreme gradient increase based on quadratic logistic losses. Three 
samples (Japanese, Korean and U.S. bankruptcy dataset) are used to test the quality of 
the model. According to the author, the results are superior to those of other machine 
learning methods for bankruptcy prediction. 

A new approach to bankruptcy prediction was developed by the author of [21]. 
He used extreme gradient amplification and synthetic functions, a concept developed 
by the author for higher-level statistics, it is calculated as a combination of econo-
metric indicators and arithmetic operations. The sample consists of data from Polish 
companies. The result is estimated in the prediction of bankruptcy from 1 to 5 year. 

In [22] the author makes an important observation that the risk of company 
bankruptcy becomes the main reason for refusal of cooperation. The study was 
conducted on 1234 European companies. 

The result of the experiment conducted by the author of [23] shows that the 
effectiveness of ensembles depends on the prevalence of positive values in the sample. 

3 Methodology 

The company’s performance is described by a set of indicators that are reflected in its 
accounts. From the reporting data, performance evaluation indicators are calculated, 
which can be analyzed to predict the likelihood of bankruptcy using self-learning 
models. 

At the first stage of the study, we obtained data from the accounts of 21 Russian 
bankrupt companies and 21 non-bankrupt companies. An important point in choosing 
the reporting period was the fact that even after the bankruptcy procedure, the 
company continues to exist in the form of external management, rehabilitation or 
bankruptcy proceedings and to function. This is because it is important for the 
company to use possible ways to repay its debts. Consequently, even after the 
bankruptcy procedure, the company may have its accounts published. However, if 
the company at the moment is already declared bankrupt, it cannot meet the require-
ments of creditors, and therefore the reporting data for the years after the declaration 
of bankruptcy is not suitable for the construction of the model. Based on the above
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aspects, it is necessary to use the statements of bankrupt companies for the period 
before the bankruptcy. 

There are no time requirements imposed on the reporting of non-bankrupt 
companies. 

By obtaining data from the companies’ statements, indicators for predicting 
bankruptcy can be calculated, such as: 

• Liquidity ratio; 
• Financial leverage ratio; 
• Net working capital ratio; 
• Return on assets (ROA) based on profit before interest and taxes (PBIT); 
• Asset turnover ratio; 
• Equity ratio; 
• Return on equity (ROE) based on profit before taxes (PBT); 
• Current ratio; 
• Working capital ratio; 
• Proportion of fixed capital in total sources of funds; 
• Interest coverage ratio; 
• Return on sales (ROS); 
• Sales-to-current-assets ratio; 
• Current asset ratio; 
• Return on investment (ROI) based on PBT; 
• Return on equity (ROE) based on net income; 
• Gross profit margin ratio; 
• Asset utilization ratio; 
• Working capital adequacy ratio; 
• Management efficiency ratio; 
• ROE based on PBT; 
• Capital structure ratio (leverage); 
• Profitability ratio; 
• Efficiency ratio; 
• Total asset turnover ratio. 

These indicators were selected on the basis of existing bankruptcy prediction 
models. There are 7 domestic and 9 foreign models presented in Mazurov’s textbook. 
Having analyzed each of the models, the indicators that can be calculated on the basis 
of Russian companies’ statements were selected. 

There are many methods of forecasting. However, to solve the problem of 
predicting bankruptcy, it is necessary to use models that can take as the resultant 
indicator a binary value: bankrupt–1, non-bankrupt–0. In other words, models that 
aim to determine the category of the object. 

This chapter will use ensemble algorithms because they are supervised methods 
that combine predictions from two or more machine learning algorithms to produce 
more accurate results. Moreover, these algorithms explain implicit relationships 
between factors that, for example, regression cannot detect.



200 D. Rodionov et al.

There are 3 main types of ensemble methods: stacking, begging, and boosting. 
Stacking uses different algorithms on the same data when training a model, such 
as regression. Begging trains, the algorithm several times on different samples, for 
example random forest. Boosting trains algorithms sequentially, each successive 
algorithm corrects errors of the previous one, i.e., each new sample includes data 
where the method was wrong in the previous sample, it is, for example, gradient 
boosted trees. 

The algorithm for building the model looks as follows (see Fig. 1). 
The program builds a model for predicting bankruptcy. Three methods of ensemble 

machine learning are implemented–Random Forest, Gradient Boosted Trees, Tree 
Ensemble. The sample is divided into training and test samples in the ratio of 70% 
to 30%. 

1 method–Random Forest. Its basic unit is a decision tree, and the set of training 
methods, which returns classification or regression trees, is commonly referred to as 
CART (classification and regression trees). The method is based on a series of yes/ 
no questions about the input data. The main task of such questions, they are also 
called node separators, to determine which class the object belongs to. The use of 
CART implies composing such questions so that their answers lead to a reduction in 
the probability of misclassification (distribution) of the object, i.e., to a reduction in 
Gini Impurity.

Fig. 1 Algorithm of bankruptcy prediction model construction 
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In KNIME for the Random Forest method it is possible to set the quality measure-
ment criteria, according to which the separation will take place. These are Information 
gain ratio, Gain Ratio and Gini Index. 

However, before defining each criterion, it is worth to form the notion of informa-
tion entropy. Strictly speaking, it is a measure of sampling dispersion, i.e., it tells to 
what extent the number of objects of one class prevails over the other in the sample. 
A sample consisting entirely of bankrupts would have absolutely low entropy, equal 
to 0, and if in a sample bankrupts occupy some 50%, and non-bankrupts another 
50%, then the entropy of such sample would be the highest (=1). Accordingly, the 
complexity of the prediction increases as the information entropy increases. The 
following is a formula by which we can calculate the information entropy: 

H = −
(∑

Pi  · log2 Pi
)
, 

where Pi—is the share of class i in the dataset. 

Pi = 
D j 
D 

, 

where D j —the share of bankrupts/non-bankrupts in all the studied companies, D— 
the number of studied companies. 

Information gain ratio–information gain ratio. The basic idea is that the lower the 
information entropy after dividing the sample with a yes/no question, the higher the 
information gain ratio. The main drawback of this criterion is that division divides 
the sample into subsets with minimal entropy, which results in the subset consisting 
of 1 object. 

To exclude the above imperfection of the model, the Gain Ratio–gain coefficient 
was developed. It’s intended to reduce deviation of Information Gain for strongly 
branched forecasts by introducing the normalizing indicator–inner information. The 
internal information formula is as follows: 

I I  = −(
∑ ∣∣D j

∣∣
|D| ∗ log2

∣∣D j
∣∣

|D| ) 

For this sample Internal Information = 0,25,678. 
The gain is equal to: 

Gain Ratio  = I n  f  ormation  Gain  

I ntrinsic  I n  f  ormation  

Accordingly, the Gain Ratio for this sample = 1/0,25,678 = 3,89. 
The factor that gives the highest Gain Ratio is chosen as the question for the 

dividing node in the decision tree. 
The third factor is the Gini Index. The initial purpose of this index is to determine 

the level of inequality in income and wealth of the population. But now it is adapted
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and used to optimize the division. It is calculated by the formula: 

Gini = 1 − (
∑

P2 
i ) 

For the study data, the Gini index = 0.5. Its application is similar to the Gain Ratio 
application. 

2 method–Gradient Boosted Trees (GBT)–this method uses decision trees to create 
an ensemble of models. It works by building a sequence of models, each of which 
corrects the errors of the previous model. In GBT, each new tree is built based on the 
errors of the previous model. The GBT algorithm uses gradient descent (a method of 
finding the local minimum or maximum of a function by moving along the gradient) 
to optimize the loss function and reduce prediction error. 

The 3rd method, Tree Ensemble, is a method that combines multiple decision trees 
into a single model. Each decision tree in the ensemble is constructed independently 
of the other trees and predicts a result, which is then combined into a single model. 
There are several ways to combine tree results, such as majority voting and mean. 

The advantages of ensemble machine learning methods are that they can improve 
prediction accuracy and reduce overtraining [24, 25]. They can also handle large 
amounts of data and handle different types of variables. However, ensemble machine 
learning methods can be slow to learn and require more computing resources than 
single models. In addition, they may be less interpretable than single models because 
they combine multiple models into one. 

4 Results 

The bankruptcy prediction model includes the implementation of three methods– 
Random Forest, Gradient Boosted Trees and Tree Ensemble. 

1 method–Random Forest. The Confusion Matrix for this method is as follows 
(see Table 1). 

Two metrics–precision and recall–are used to analyze the quality of the obtained 
prediction. That is, accuracy and completeness, respectively (Table 2).

Precision  = True  Posi ti  ves/(True  Posi tives + False  posi ti  ves)

Table 1 Confusion Matrix 
for method 1 Actual/Predicted 1 0 

1 9 1 

0 0 4 



Predicting the Probability of Bankruptcy of Service Sector Enterprises … 203

Table 2 Statistics on the results of method 1 

Attitudes towards 
bankruptcy/ 
indicators 

TP FP TN FN Recall Precision F-measure Accuracy 

1 9 0 4 1 0,9 1 0,947 

0 4 1 9 0 1 0,8 0,889 

Overall 0,929

This is the part of the companies that the model categorized as bankrupt, even 
though these companies are really bankrupt. 

Recall = True  Posi tives/(True  Posi tives + False  negatives) 

The proportion of bankrupt companies out of all bankrupt companies that the 
model was able to determine. 

The best result was shown by the quality criteria–Information Gain Ratio and 
Gini Index, because they have the highest accuracy in predicting bankruptcy, which 
is the goal of the model (Table 3). 

The 2nd method is Gradient Boosted Trees. The Confusion Matrix for this method 
is as follows (Table 4). 

Total model error was 7.143%, model accuracy was 92.857%, precision of 
bankrupt companies forecast was 100%, non-bankrupt companies forecast was 80%, 
recall of bankrupt companies forecast was 90%, non-bankrupt companies forecast 
was 100%. 

Model 3–Tree Ensemble. The Confusion Matrix for this method looks as follows 
(Table 5).

Table 3 Results of 1 method for each of the 3 quality criteria 

Criterion/ 
Result 

Error (%) Accuracy 
(%) 

Precision 
bankrupts 
(%) 

Precision not 
bankrupt (%) 

Recall 
bankrupts 
(%) 

Recall not 
bankrupt 
(%) 

Information 
Gain 

14,286 85,714 90 75 90 75 

Information 
Gain Ratio 

7,143 92,857 100 80 90 100 

Gini Index 7,143 92,857 100 80 90 100 

Table 4 Confusion matrix 
for method 2 Actual/Predicted 1 0 

1 9 1 

0 0 4 
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Table 5 Confusion Matrix 
for method 3 Actual/Predicted 1 0 

1 9 1 

0 1 3 

Total model error was 14,286%, model accuracy was–85,714%, precision of 
bankrupt companies forecast was–90%, non-bankrupt companies forecast was–75%, 
recall of bankrupt companies forecast was–90%, non-bankrupt companies forecast 
was–75%. 

Thus, the first and second models–Random Forest, Gradient Boosted Trees–are 
most applicable for the purpose of predicting the bankruptcy of the company. More 
clearly the results are presented in the table below (Table 6). 

To understand the specifics of the model, it is necessary to establish common 
features in the companies that the model mistakenly assigned to the wrong category 
(hereinafter–the companies-errors). 

Companies-errors of the model 1. 
Company mistakenly represented as not bankrupt–TK A-MET LLC. 
It has the highest return on assets based on earnings before interest and taxes, 

return on assets based on sales profit, return on equity and the highest profitability 
ratio of all bankrupt companies in the sample. 

Misrepresented Companies Model 2. 
The company mistakenly represented as not bankrupt is 4F LLC. 
This company has a large share of net working capital in assets. 
Error companies of model 3. 
The company misrepresented as bankrupt is 82 REGION, LLC. 
High return on equity based on pre-tax profit, return on equity based on pre-tax 

profit, and high total capital turnover ratio. 
The company mistakenly represented as not bankrupt is TK A-MET LLC.

Table 6 Comparative matrix of model quality indicators 

Criterion/ 
Result 

Error (%) Accuracy 
(%) 

Precision 
bankrupts 
(%) 

Precision not 
bankrupt (%) 

Recall 
bankrupts 
(%) 

Recall not 
bankrupt 
(%) 

Random 
Forest 

92,857 7,143 100 80 90 100 

Gradient 
Boosted 
Trees 

92,857 7,143 100 80 90 100 

Tree 
Ensemble 

85,714 14,286 90 75 90 75 
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Table 7 Alternative results of the three bankruptcy prediction methods 

Criterion/ 
result 

Error (%) Accuracy 
(%) 

Precision 
bankrupts 
(%) 

Precision not 
bankrupt (%) 

Recall 
bankrupts 
(%) 

Recall not 
bankrupt 
(%) 

Random 
Forest 

81,818 18,182 84,4 75 90 64,3 

Gradient 
Boosted 
Trees 

79,545 20,455 83,9 69,2 86,7 64,3 

Tree 
Ensemble 

77,273 22,727 81,2 66,7 86,7 57,1 

5 Alternative Results 

As an experiment and to test the quality of the bankruptcy prediction model for 
Russian trading companies, the sample was increased from 42 to 174 companies, 
with 87 bankrupt and 87 non-bankrupts. The range of input data was increased by 
including Russian trading companies of the construction industry (Table 7). 

As can be seen from the above table, all of the forecast quality criteria have 
decreased compared to the original ones. This is due to the fact that construction 
companies have their own unique specifics, which do not fully correlate with general 
trade companies. This experiment shs that bankruptcy forecasting models should 
be built with industry specifics in mind. And the more detailed this specificity is 
reflected in the influence factors, the higher the quality of the forecast. 

6 Discussion 

The results obtained largely confirm the theses presented in the literature review. 
Ensemble methods for predicting the probability of bankruptcy do show high accu-
racy and quality of the model, which agrees with the position of the authors of [11] 
and [12]. This suggests that ensemble methods can be an effective tool for predicting 
the probability of bankruptcy of Russian trade enterprises. However, it is also neces-
sary to take into account the limitations associated with the application of ensemble 
methods, such as the need for a large amount of input data and high computing power 
requirements. 

Despite the fact that ensemble forecasting methods have many advantages, such 
as improved accuracy and reliability, they also have their limitations: 

– Complexity of interpretation: as a rule, the more models are used in an ensemble, 
the more difficult it is to interpret the prediction results. This is due to the fact 
that each model can account for different aspects of the data and make different 
decisions, which makes it difficult to explain the final results.
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– Costly model storage: when a large number of models need to be trained, storing 
all those models can be a problem. This is especially true for large datasets, where 
each model can take up a significant amount of memory. 

– Complexity of choosing the optimal ensemble: to obtain the best prediction, the 
optimal set of models and their weighting coefficients must be chosen. This can be 
a complex process, requiring experimentation and testing different combinations 
of models. 

– The need for constant updates: since the data are constantly changing, the 
ensemble of models needs to be constantly updated and retrained to ensure high 
quality predictions. 

– The need for large computational resources: Training and using an ensemble of 
models requires significant computational resources, which can be a problem for 
small companies or on personal computers. 

In general, ensemble forecasting methods remain an effective tool for improving 
the quality of forecasting, but their use must be evaluated with specific conditions 
in mind. It is important to understand that these methods cannot guarantee accurate 
forecasts, but can significantly improve the quality of forecasting, especially in cases 
where the data contain noise. 

Nevertheless, as the authors of [13] and [19] said, the quality and accuracy of the 
model could be improved by including external influencing factors in the sample. 
Thus, the result of the study would become more objective. This approach could be 
a recommendation for further research directions. 

Moreover, in practice, the importance of taking into account industry specifics 
in the construction of bankruptcy prediction models of Russian companies was 
confirmed. As the authors of [10, 19] pointed out, in order to achieve a higher accu-
racy, it is necessary to build a model taking into account the factors that have the 
greatest impact on the industry under study. This chapter shows that adding construc-
tion industry companies to the sample consisting only of trading companies leads to 
the fact that the accuracy and reliability of the model falls. 

Thus, the model for predicting the probability of bankruptcy of trade companies 
can be used in practice for lending institutions, investors or the state, for example, 
as one of the stages of credit scoring. 

7 Conclusion 

Thus, this chapter examined three ensemble methods for predicting bankruptcy 
of Russian trading enterprises: Random Forest, Gradient Boosted Trees and Tree 
Ensemble. The specifics of ensemble methods in general are described. It consists 
in the fact that these methods are able to find specific and non-linear relation-
ships between objects. Random Forest and Gradient Boosted Trees showed the best 
results according to accuracy, completeness and reliability criteria. The reliability 
was 92.9%.
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When the construction industry companies were added to the sample, the quality 
of the model fell, and the maximum reliability was 81.8% for the Random Forest 
method. This is due to the fact that each industry has a unique specificity, it is 
reflected in the influence factors. Therefore, in order to achieve the best result for 
the bankruptcy prediction model, it is necessary to select the appropriate factors for 
each industry. 

Since models 1 and 2, Random Forest and Gradient Boosted Trees, have been the 
most effective, it is important to describe their specifics. According to the Random 
Forest model, all Russian companies are not bankrupt, have a high return on assets, 
capital and high profitability ratios. The Gradient Boosted Trees model classifies 
companies with a high percentage of working capital as non-bankrupt. 

As a result of the research, we built a model for predicting bankruptcy of Russian 
trade enterprises, which has a high reliability of 93%. Moreover, this model has 
100% accuracy in predicting bankruptcy, which is relevant for the purposes of 
understanding the financial well-being of companies. 

The resulting model can be used by credit institutions, including banks, the state, 
investors. With its help it will be possible to achieve more balanced and objective 
financial decisions. 
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Intellectual Resources of Energy Sector 
Management in the Frames of Digital 
Economy 

Natalia Ketoeva and Ekaterina Orlova 

Abstract The purpose of this chapter is to examine the process of intellectual 
resources management, as well as to describe the knowledge management model 
in energy sector organizations. The relevance of the chapter is due to the rapid devel-
opment of digital economy and organizations striving for innovative development 
within a competitive environment, which results in the necessity for efficient current 
human resources control mechanisms. The novelty is to develop a conceptual model 
of managing intellectual resources competencies in the organization of the energy 
sector. The specifics of this model involves a set of core competencies that define the 
effective implementation of a digital energy project. The tool used was the method 
of a knowledge management system construction, which implies identifying the 
points of knowledge implementation (core competencies), the connections between 
them, identifying the appropriate sources of knowledge (key experts) and intelligent 
managemental tools. The use of the resulting model by energy companies in the 
process of human resource management will enable the more efficient implementa-
tion and carrying out innovation projects, as well as holding a personnel policy of 
the company. 

Keywords Digitalization of processes · Intellectual resources · Intelligent 
managemental · Knowledge management system · Intellectual resources 
management 

1 Introduction 

In the modern world, in terms of instability and volatility of markets, the successful 
operation of any enterprise is achieved not so much due to the material and financial 
resources necessary for production, but rather due to the work of highly qualified
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employees who are perceptive to various kinds of innovations [1, 2]. This is of 
particular value in the energy sector. 

Science-based technologies of the energy industry are currently becoming the 
main driving force behind the economy development, both of a single country or 
a group of countries, and of the whole world. More widely appreciated are those 
specialists who possess not only technical knowledge, but also managemental skills, 
strategic thinking and economic knowledge. Gradually, new qualification require-
ments begin to form toward participants in the energy sector innovative activities, 
such as the ability for critical, analytical and logical thinking, quick responding to any 
situational changes, as well as the ability to constantly develop their creative skills. 
These qualities, more or less inherent in people, are called “key competencies” [3, 4]. 

All these circumstances result in the fact that it is impossible to manage creative 
intellectual workers using traditional methods. Consequently, there arises a need to 
create a universal model that allows one to effectively manage and optimally assign 
key specialists to innovative energy projects. This is being done to ensure the best 
correlation between their competencies and the projects they work on as well as a 
significant reduction in expenses [5, 6]. This fact determines the relevance of the 
research being under consideration. 

The object of the study are the energy industry specialists’ key competencies. 
The subject is the process of rational assignment of the organization’s intellectual 
resources in terms of the transition to digital economy. The aim of the research is 
to examine the process of managing intellectual resources as well as to describe the 
knowledge management model in energy industry organizations. 

The model of separate elements of the decision-making support system’s interac-
tion described by the authors enables achieving optimal assignment of key specialists 
in a multi-project environment. The essential feature of the created model is the possi-
bility to assess the criterial characteristics of specialists, which possess a qualitative 
nature. The practical significance of the model is due to its versatility when planning 
and implementing projects in energy companies as well as the possibility to conduct 
an unprejudiced evaluation of specialists’ key competencies while allocating project 
resources. 

2 Materials and Methods 

The now-established theory of intellectual capital, in one of its main concepts, 
approaches the division of a company’s assets into material and non-material [7, 8]. 

The theory of managing intellectual-creative resources of an organization within 
the energy industry uses the main points of the human capital theory thus representing 
a person’s creative abilities. These abilities, in their turn, are divided into a special type 
of his business qualities, proving their fundamental role in innovation activity. Key 
employees in innovative activity must possess such an exclusive set of qualities that 
includes an inclination for innovations, creative energy, operational and non-standard 
thinking [9, 10].
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Considering the above points, human capital, from the perspective of its influence 
on the efficiency of activity improving, can be considered as a combination of three 
assets types:

• physical asset–physical qualities of employees, their health, etc.
• intellectual asset–knowledge, experience, skills, etc.
• creative asset–the ability to innovative and creative activity, regardless of its type. 

In modern marketing conditions, the difficulty level in achieving competitive 
advantages for energy companies is increasing making it more complicated to solve 
any business problems–from occupying a leading position in the sales market to 
(competitive) survival. 

The changing economic environment enforces companies to reconsider their 
approaches to the use of resources at disposal. 

It becomes obvious, that in order to complete the task set, companies must 
have a certain set of resources, the combination of which forms the so-called key 
competencies and makes a particular company the owner of a unique competitive 
advantage. 

Indeed, in terms of knowledge, information and technology spread, it is not enough 
to just have trained, “knowledgeable” specialists. The highest demand, especially in 
countries with developed economies, is for specialists owing certain characteristics:

• critical thinking ability;
• analytical and logical thinking;
• quick response to any situation;
• perceptivity to innovative activity;
• the need to constantly develop their creative skills. 

The above-enumerated features have received a name “core competencies”. 
Today this term has become central for the entire concept of managing intellectual 
and creative resources. Almost all scientists agree on competencies being person-
ality traits. At the same time, it is necessary to distinguish exclusive and standard 
competencies [11, 12]. 

Exclusive personality traits are the exceptional abilities of a person, manifestating 
in obtaining unique results in those conditions that cannot be explained from the 
standpoints of traditional motivation theories. 

These qualities include intellectual capital, innovative perceptivity, and creative 
energy. At the same time, one should not forget that such a creative person works 
together with professionals who, by all means, have high, but in a certain way, 
standard professional knowledge, skills, and abilities [13–15]. These characteristics 
have been named “standard competencies”, in contrast to the first ones, that are called 
“key competencies”. 

The key competence of an energy company is such a competence, the presence of 
which allows it to solve problems that are beyond the strength of most other market 
participants; it sets a new standard for activities within the industry and thereby 
provides the owner with a competitive advantage. 

The particular attention to this term is determined by the following facts:
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Key competencies play a crucial role in the innovative nature of energy companies’ 
activity. 

The number of specialists with key competencies, as shown by modern research, 
is limited. 

Key competencies cannot be directly measured since they manifest in a latent way, 
which requires a fundamentally new approach to assessing and managing them. 

Every key specialist has its own set of key competencies, and the degree of their 
manifestation varies significantly. 

Thus, to be able to compete successfully a high-tech energy organization needs to 
optimally assign projects to key specialists, which will ensure the highest possible 
correspondence of the competences to these projects and will significantly minimize 
costs. 

The combination of high-tech organizations employees’ key and standard 
competencies is exactly what forms the key competence of an energy company. 

The methodology for building a knowledge management system consists of deter-
mining the points of knowledge use (key competencies) and the connections between 
them; identifying the suitable sources of knowledge (key specialists) as well as 
managemental tools. For each point identified, it is possible to describe the knowl-
edge used (key competencies), for example, for predicting the quality of the project. 
The main steps of methodology are:

• knowledge sources determination (using the information about employees’ 
competencies);

• constructing of the paths for the knowledge movement, which reflect the 
movement of knowledge from the sources to the points of their use;

• identifying the key employees (knowledge holders and consumers) in the 
constructed model;

• choosing the tools for knowledge exchange, accumulation, storage and distribu-
tion;

• developed model implementing and knowledge management process correcting. 

Knowledge is in every company, and every company manages it. The difference 
lies in how conscious this management is. Knowledge can and should be managed, 
otherwise the company risks being squeezed out by new players who treat their 
assets in a more attentive way. Knowledge is as much an asset as finance, customer 
relationships, or a brand [16, 17]. 

The currently existing methods for assessing innovative qualities are based on 
generalized, integral indicators. For comparison, some of them might be pointed at. 

Conceptual approaches to human resource management in modern business 
existing include:

• Skandia Navigator.
• Intellectual capital index (IC-Index).
• Technology Broker system.
• KPMI (Keys to Personal Mastery Inventory).
• Citation-Weighted Patents.
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• Intangible Asset Monitor 

The existing methods of assessing intellectual and creative resources, despite all 
their advantages, are characterized by some significant disadvantages:

• high subjectivity level;
• lack of reliable measurement metrics;
• they do not take into account the specifics of the energy companies’ functioning. 

Summing up all the above mentioned, we see that throughout the centuries-old 
history of labor research, human capital was most often assessed from the standpoint 
of an employee’s level of qualification characteristics as a labor resource of an enter-
prise. In an industrial economy, when tangible costs of production were fundamental, 
such an assessment was logical and quite justified. Nowadays, in terms of the digital 
economy, this is getting clearly not enough. It is necessary to find a new method of 
assessing and managing intellectual capital. 

The tools of multicriteria analysis in combination with the theories of fuzzy logic 
derived by Lofty Zadeh can serve as a basis for such a method development. Relying 
on the model of the decision-making process in fuzzy conditions, it can be claimed 
that the task of multicriteria analysis is reduced to ordering the elements of the set X 
using the criteria from the set G, allowing one to formalize fuzzy descriptions using 
fuzzy sets, linguistic variables and fuzzy relations. 

So, if we represent a set of projects with their key competencies and a set of 
key specialists who need to be assigned projects to as efficiently as possible as the 
initial two sets, then these sets will be the input data, while the degree of candidates’ 
compliance with the projects will be the output data. 

3 Results 

In connection with all the above mentioned, should describe a fuzzy model based 
on two binary fuzzy relations U and V. The first relation is built on two basic sets X 
= {×1, …, xn} and Y = {y1, …, ym}, and the second one–on two basic sets Y = 
{y1,…, ym} and Z = {z1,…, zl}. X here describes the set of projects being assigned 
to key specialists, Y–the set of characteristics (key competencies) of projects, and 
Z–the set of candidates for assigning projects to. In the focus of our interest, the 
fuzzy relation U meaningfully describes the profiles of energy projects, and V–the 
key specialists’ profiles. 

To determine their compliance with the projects, should use the compositions 
of the original fuzzy relations. So, (max–min)- and (max-prod)- compositions give 
information about the degree of candidate’s compliance with the possibility of him 
being assigned a project to, and (min–max)- composition allows one to determine a 
specialist who is not suitable for a given project. 

Thus, the maximax solution implies the maximum possible degree of compli-
ance maximization. This method is very optimistic, namely, it does not take into
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account possible losses and, therefore, is the most risk-taking. The maximin solution 
is the minimum possible degree of compliance maximization. This method takes 
into account the negative aspects of various outcomes to a greater extent and is a 
more cautious approach to decision-making. The minimax solution is the maximum 
possible degree of compliance minimization. This is the most cautious approach to 
decision-making and considers all the possible risks most. 

To be specific, should say: 
X = {project N1, project N2, project N3, project N4, project N5}; 
Y= {internal motivation, non-standard thinking, systematic approach, teamwork, 

self-development}; 
Z = {Petrov, Ivanov, Sidorov, Vasiliev, Grigoriev}. 
The specific values of the membership functions µU (xi, yj) and µV (yj, zk) 

of the considered fuzzy relations are reflected in Tables 1 and 2. Since the nature 
of linguistic variables (competencies) is exclusively qualitative, it is reasonable to 
take T = {NB, NM, Z, PM, PB}, where individual values are fuzzy sets with given 
membership functions as a term-set. The universal nature of this term-set allows to 
give each linguistic variable its inherent meaning. So NB stands for “very low”, NM– 
“rather low”, Z–“average”, PM–“high”, PB–“very high” value of the corresponding 
variable. 

The practical task is to assign key specialists to individual projects so that to 
ensure maximum compliance of the key specialists’ level of competencies with the 
required level of key competencies of projects.

Table 1 Fuzzy relation U of profiling projects

--- Internal 
motivation 

Non-standard 
thinking 

Systematic 
approach 

Teamwork Self-development 

Project 1 PB PB PM NM NM 

Project 2 PM NM PB NB NB 

Project 3 NB PB Z NM PB 

Project 4 NM NM NM NM NB 

Project 5 Z PM PM NB Z 

Table 2 Fuzzy relation V of key specialists’ profiling

--- Petrov Ivanov Sidorov Vasiliev Grigoriev 

Internal motivation PB PM Z PB NB 

Non-standard thinking Z NM PM NM Z 

Systematic approach NM NB NB PM Z 

Teamwork NM PB NM PM NM 

Self-development PB Z NM Z NM 
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Since the considered relations satisfy all the requirements necessary for fulfilling 
their fuzzy composition, the result of the fuzzy composition operation can be 
displayed in the form of Table 3. 

Table 3 analysis shows that based on the maximum values of the composition 
of the considered fuzzy relations membership function, the HR manager can be 
recommended to assign key specialists to the following projects: Petrov–projects 1 
and 3; Ivanov–projects 1 and 4; Sidorov–project 3; Vasiliev–project 1; Grigoriev– 
projects 1, 3 and 4. 

In terms of assigning the specialists in question: to project 1 it is most advisable 
to assign Petrov, Ivanov, Vasiliev; to project 2–Petrov, Ivanov, Vasilie; to project 
3–Petrov and Sidorov; to project 4–Ivanov; to project 5–Sidorov and Vasiliev. 

Should now consider a fuzzy (max-prod)-composition of the original fuzzy 
relations (Table 4). 

Table 4 analysis shows that, proceeding from the same principles, the following 
projects can be assigned to these key specialists: to Petrov–project 3; to Ivanov– 
projects 1 and 4; to Sidorov–project 3; to Vasiliev–project 1; to Grigoriev–project 
1. 

Relying on the general principles of applied systematic analysis concerning the 
principle of multi-modelling, the following conclusion can be drawn: if the same 
results are obtained using different models, this may indicate the presence of a 
stable link or regularity between separate elements of the models. In respect to 
the considered fuzzy models, the coincidence of the results obtained on the basis 
of the (max–min)- and (max-prod)-compositions makes it possible to make more 
confident conclusions regarding the choice of certain specialists for assigning them 
to the corresponding projects.

Table 3 (Max–min)-composition of the original sets

--- Petrov Ivanov Sidorov Vasiliev Grigoriev 

Project 1 PB PB PM PB PM 

Project 2 PM PM Z PM Z 

Project 3 PB PM PB Z PM 

Project 4 PM PB PM Z PM 

Project 5 Z Z PM PM Z 

Table 4 (Max-prod)-composition of initial sets

--- Petrov Ivanov Sidorov Vasiliev Grigoriev 

Project 1 PM PB Z PM Z 

Project 2 Z Z NM Z Z 

Project 3 PB Z PM Z Z 

Project 4 Z PB Z NM Z 

Project 5 Z NM Z Z NM 
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Table 5 (Min–max)-composition of initial sets

--- Petrov Ivanov Sidorov Vasiliev Grigoriev 

Project 1 NM NM NM Z NM 

Project 2 NM NM NM NM NM 

Project 3 NB NM NM Z NB 

Project 4 NM NM NM NM Z 

Project 5 NB NM NB NM NM 

Lastly, should analyze the results obtained in the course of the (min–max)-
composition of the initial fuzzy relations (Table 5). 

Since for fuzzy sets, indeed, the main values of the membership function are NB 
and PB, the worst case in terms of conclusions is the value of Z, which cannot give 
an informative answer to the question of the inconsistency of this or that candidate. 

Thus, based on the three compositions analysis, we can conclude that it is neces-
sary to supplement and specify the data being obtained with the use of (max–min)-
and (max-prod)-compositions and. There is also some of its discrepancy with the data 
of (min–max)-composition of the two fuzzy sets display. For example, according to 
the results of the first two compositions, Sidorov is more corresponding with project 
3, and according to the (min–max)-composition, the level of his correspondence is 
average. Similarly, with the same Vasiliev’s and Grigoriev’s compliance with project 
1, the former one suits it more. 

4 Conclusion 

Based on the results presented, some conclusions can be drawn. Unlike the typical 
tasks of making individual decisions, within the described multicriteria problem 
of resource allocation, the decision-maker acts as an objective mediator. However, 
the manager can carefully intervene in the decision-making course, resolving local 
conflicts between possible assignments. 

In a real situation, the multicriteria assignment problem’s solution is unfeasible 
without the help of a decision support system. Its structure should include databases 
(the problem’s description, information about projects and key specialists, criteria 
and their scales, key competencies of these sets’ elements). The influence of objective 
and subjective factors on the procedures for finding a solution should also be taken 
into account. The developed interface allows a manager to work with the system 
with minimum preliminary training. It is important that the system allows one to 
analyze the problem step-by-step and develop his own preferences in the process of 
interactive work with the system. 

The procedures of accelerated solution searching provide an opportunity to choose 
the solution’s type. Step-by-step comparisons of the elements’ characteristics (objects 
and subjects) allow one to make the most optimal assignments step by step.
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Needless to say that these are precisely such systems–advisers and assistants–that 
help a leader to better form, justify and explain his policies to others, thus increasing 
the chances of making reasonable and far-sighted decisions. 
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